————y

PALO ALTO NETWORKS
CERTIFIED NETWORK
SECURITY
ADMINISTRATOR
STUDY GUIDE

March 2019

http://education.paloaltonetworks.com



Palo Alto Networks, Inc. www.paloaltonetworks.com

© 2019 Palo Alto Networks, Inc. All rights reserved. Palo Alto Networks, PAN-OS, and WildFire are
trademarks of Palo Alto Networks, Inc. All other trademarks are the property of their respective owners.

© 2019 Palo Alto Networks



Table of Contents

OVEIVIBW ..ceeuuiiiiiiinnniiiiiiienniiiiitinnsiiiiiieeessiinieessssiitieessssissteessssesseesssssssseesssssssseennns 12
EXAM DBTAIIS ..ot ab e st s b e nanee e 12
INtENAEA AUIENCE ....oeiiiiiiie e e 12
(O TV 111 Tor 1 4[] o - F OSSP PP PTOPPPRPPPROPIR 12
) 41 =T U T =T SR 12
SC=Tolo o aYaaT<Talo [=Te I I =1 1o Y (oY =PRI 13
ADOUL THiS DOCUMEBNT.....eeiiitiieitte ettt et e et e st e s e e e s bt e s sabeesnbeesabeeesaneeeane 13
D 1ol 10 =T o TSP PP TPP 13

Exam Domain 1 - Palo Alto Networks Security Operating Platform Core

=0 L] =T 3 0 T=T o N 14
1.1 Identify the components of the Palo Alto Networks Security Operating Platform............ 14
The Palo Alto Networks Security Operating Platform .......cccccevieeivieeeeiiceieieeeec e, 14
Prevent Successful Cyberattacks: Operate with ease using best practices. .......ccccocvveeennnee. 14
Focus on What Matters: Automate tasks, using context and analytics, to reduce response
time and SPEed dEPIOYMENTS. ....uvveeiiiiiiiiiireeeeec e e e e s e e e e e e e sarraereeeeens 15
Consume Innovations Quickly: Improve security effectiveness and efficiency with tightly
INTEGrated INNOVATIONS. ..iiiiiiiiie e s e e e s b a e e e e baaeessaeees 15
NEEWOIK SECUTITY coiiiiiiiiiieiiee ettt e e e et e e e e e s esebbb b e e e e e e eeseasbbaeeeeeeeesensrranenas 16
Advanced ENdpoint Prot@CtioN.......cccuiii ettt e e e e e e e e e 17
(@ Lo TU o Y =T ol | Y U SURRNt 17
Cloud-Delivered SECUIILY SEIVICES .......iiiiiiieiieiiieeeeeieee et e e ssre e e e sae e e s s sraeesesbaeeesessaeeeanns 18
Application Framework and LOEEING SEIVICE......uuiii it e 22
=100 o] [<le (V1T 4] o PR 23

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
L C=To LU T =T 4 0 T=] 3 RN 24

1.2 Identify the components and operation of single-pass parallel processing architecture.. 24
Management and Data PIanes .......ccovuiiiiiiiiiiiiiieee sttt st aaae s 25

SAMIPIE QUESTIONS wevvveeiiiiiiiiiiitieeie e eeecrree et e e eerbre e e e e e e s eessasbbreeeeeeseesasbbaaareeeseesassssreneeeeeseessssranneens 26

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core

Lo [ U T =T 4 0 T=] o) RN 27
1.3 Given a network design scenario, apply the Zero Trust security model and describe how it
relates to traffic moving through your network. .........ccevvivieiiiiic e 27
=10 0] o] [<le [V 4] o PR 30

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
L C=T0 T U T =T 4 0 T=] o) N 31

© 2019 Palo Alto Networks 3



1.4 Identify stages in the Cyber-Attack Lifecycle and firewall mitigations that can prevent

AEEACKS. ettt ettt st e et e e e b bt e st e e s beeshbeesbteesbeeenn e ebeeenn 31
SAMPIE QUESTIONS ..evviiiiiiiiie ettt ettt e ste e s st e e e s bt e e e ssabeeeesssbeeessnasaaeeessbaaeesnseneessnnns 34
Exam Domain 2 — Simply Passing Traffic ....ccccceeeeeerreeiirieniiiienccireecnreencereenenennne. 35
2.1 Identify and configure firewall management interfaces. .......cccccovvviieeiiiiieiiiniiee i 35
Management Access to the Palo Alto Networks Firewalls........cccoovvveeiiiiiiiiciiieeeiecceeinnnneen, 35
Initial Steps to Gain Access to the FIreWall........oooveiiiiiiiiiiiiiie e 35
Four Firewall Management MethodsS.........oocuiiiiiiee it 36
Interface ManagemMeNt Profil@S.......couuiiiiiiiiiee et aaee s 37
Firewall Dashboard Web INterface.........oov it 39
FIFEWAIl SEIVICES .eeiiiieiee ettt et s e e et e e s sttt e e e s ate e e e sasaeeeesnsaeeeesanaeaaean 44
Y=Y 0] o] =Ie [N =1 o) o SRR a7
Exam Domain 2 — Simply Passing Traffic ....cc.cceeeeiiieeiiiieiiiiicicirecccreecccreeccneeann. 48
2.2 Identify how to manage firewall configurations...........ccccceiieiciiiie e, 48
Manage Configurations Using Candidate and Running Configurations...........ccccccevvveeennnnee. 48
Candidate ConfigUIatioN..........ciiiiii i e et e e e e e st er e e e e e e s ennarareeeaeesennnes 48
RUNNING CONTIGUIAtiON ...ciiiiiiiei et e e e et e e e st e e e e snaaeeeas 49
Manage Running and Candidate Configurations..........ccccuveeeeiiiiciciiieee e, 49
Revert to Last Saved CONfIGUIatiON ......eeiiiiiiiiiieeiiee ettt eeearare e e e e e e esaanaees 50
Revert to RUNNING CoNfiGUIatioN ......cccuuiiiiiiiiie et s aaee s 50
Save Named Configuration SNAPSNOT.......ueeiiiiiiiiiiiieiie e e e e e e s e eans 51
Save Candidate ConfiGUIration ........cc.ueeiiiiiiiiiiiiiie e sbee e s sbee e e 52
Load Named Configuration SNapShOt........ccocciiiiiiiiiiiiiieee e e e 52
Load ConfigUuration VEISION ......ccuuiiiiiiiiie ittt s e e e s sta e e s sita e e e ssabaeee s 53
Export Named Configuration SNapshot.......ccccvieeiiiiiiiiiiieeec e 53
EXport Configuration VEISION ........eeiiiciiie ittt e s aa e e s s e e e s naaeee s 54
(o ToT o D LA oI - ) PR 54
Import Named Configuration SNApShOt .........eeeiiiiiiiiiie e 54
[agT o Lo ]l DI=y ol I - | (= PPN 54
=10 0] o] [<le [V 4] o PR 55
Exam Domain 2 — Simply Passing TraffiC......cccccueeiiieiiieiiiieiiiniinencieencneecenenccnnnnns 56
2.3 Identify and schedule dynamic Updates. ..........cooeicciiiieeiee i e 56
DRV Y o 0 [Tl U o £ ST 56
Downloading and INStalling Updates.........cooccuiiieeeeeieicciiieeee et 58
[BLoYV Y e T T Yo [T q Y= 1o To F= 1 Y-SR 58
INSTAIlING UPATES c.ceeeiiiiiiiiiee ettt e et e e e e e e e sttt b e e e e e e e e seasbbaeeeeeeeesenntraneeas 58
SOFEWAIE UPAAtES ..uvviieiiiiieiiiiee ettt e st e e s sbae e e s s ata e e s sabaeeeessbaaeessneneessnne 59
SAMIPIE QUESTIONS wevvveeiiiiieiiiiriiee e ettt et eeserbre e e e e e e eesasbbreeeeeeseesasbbaaareeeseesassssraneeeeeseensssrsnneeas 60

© 2019 Palo Alto Networks 4



Exam Domain 2 — Simply Passing TraffiC......cccccueeiiieiiieiiiiniieiiieencieencneencnenccnnnnnn 61

2.4 Configure internal and external services for account administration.........cccccccceeivvcieeene 61
AdMINIStrative ROIE TYPES . neeieitieiee et e e e e e e e e e e s rar e e e e e e e e enaraaeeeeaeeas 61
AULNENTICATION SEUENCE ...ttt e e e et e e e e e e e s abraeeeeeeeeenaarraereeaeees 65
AdMIiN ACCOUNT PASSWOIAS ..eiiiuiiiiiiiiiiieeeiiteee sttt e s sttt e e s siae e e s siee e e s sateeesssabeeeessabaeeessaseeeesnnns 66
(000 ] oY =3 oY= P TOP O PPURRRRRRP 67

SAMPIE QUESTIONS ..vviiiiiiiieeeiiieee ettt et e e st e e e s be e e e ssabeeeesssteeessnasaeeessssaaeessssneesannns 68

Exam Domain 2 — Simply Passing Traffic ....cc.cceeeeiiieeiiiiniiiiecicireccreeccereeecnenann. 69

2.5 Given a network diagram, create the appropriate security zones. ........cccccevvveveeeeeeeccnnnnen. 69
Y=L ol U 1 AV o 1= RSN 69

SAMPIE QUESTIONS ..evvieiiiiiieeesitte ettt et e e et e e s st e e e s sbe e e e ssabeeeesssteeesssasaeeessssaaeessssneesnnnes 72

Exam Domain 2 — Simply Passing Traffic ....c..ccceeeiiieeiiiiniiiiecicireccreecccreeeccnenann. 72

2.6 Identify and configure firewall interfaces......ccccovvciiieiee i, 72
TypPeS Of ELthernet INTEITACES ...oovcvviieeiee et e e st e e e e e e e e enabaaees 72
Tap, Virtual Wire, Layer 2, and Layer 3 interfaces......occuevivviieeiiiiiiee i 74
VIFEUL Wi .ttt ettt st s abe e s it e s bt e e sabe e e sabeesabeesbeeesaseeens 75
Virtual Wire SUDINTEI aCeS. ..ccoi ettt e s sbae e s s saae e e s e 78
LAYEI 2 INTEITACES .oeeeievviiieeiee ettt e eeetbtre e e e e e e e e sbbtr e e e e e s et bbbbereeeseeseassbaaeeeeeessensnsraneess 80
Layer 2 SUDINTEITACES. .. .ttt e e e e e e e e e e e e brreeeeeeeesenansreneees 82
YT B [N =Y o = Yol Y SR 84
Layer 3 SUDINTEITACES. .. . uiiieieee ettt e e e e et re e e e e e e e eetbreeeeeeeesenansreneees 87

YT 0] o] =R e [N =1 o) o -SSR 90

Exam Domain 2 — Simply Passing Traffic ....cc.cceeeeiiieeiiiieiiiiinicirecccreeccreecceeeaee, 91

2.7 Given a scenario, identify steps to create and configure a virtualrouter. ......................... 91
AV g U EE YIS T T USRS 91
Virtual Router General Configuration Settings........cccccviiiieiei e, 92
Static Route Configuration SEttINGS.....cccvvveeieeiiiicireeeee et e e e e e eesrrre e e e e e e e e 93
Path Monitoring for Static Routes Configuration Settings........cccccovieeieiiieccciiee e, 93
Virtual Router Forwarding Information Base ........ccoccvuivereiieiiiiiiiiieeeeeeceeceinreeee e esennveeeeens 95

SAMPIE QUESTIONS ..vvieiiiiiieiesiteee ettt et e e s e e s sttt e e s sbe e e e snabbeeesssbeeesssabaeeeesssaaeesnssneesnnns 95

Exam Domain 2 — Simply Passing Traffic ....cc.cceeeeiiieeiiiieiiiieniiirecccreecccreeeccneneen. 96

2.8 Identify the purpose of specific security rule types.......cceeeeveiieeiieiiieeeneee e 96
SECUNITY RUIE TYPBS ceeeiiiiiiieitittiiee ettt e e e e e e e s ebbr e e e e e e e e e s bbareeeeeeessessssbaneeeeesennnnes 96

SAMPIE QUESTIONS ..evviiiiiiiieeeiiieee ettt ettt e s st e e e s s bt e e e s bteeesssteeessabaaeeesssaaeessssneesannns 98

Exam Domain 2 — Simply Passing Traffic ....cc.cceeeeiiieeiiiieiiiiicicireccreecccreecceenenn, 99

2.9 Identify and configure security policy match conditions, actions, and logging options. ... 99

© 2019 Palo Alto Networks 5



IMPlicit aNd EXPHCIT RUIES vuvveieiiiieireeeeee ettt e et e e e s s esnaraneees 99

SeCUrity RUIE HIt COUNT....uiiiiiiiiecciee ettt s e e s s e e e s s sbae e e ssbaeeeenaes 100
SAMIPIE QUESTIONS wuveveeiieiieiitiiiee ettt e e eesebtr et e e e e e teabraeereeeeeeseastrereeeeessessssraseseeessesnnsrrereess 101
Exam Domain 2 — Simply Passing TraffiC.....cccceueeeiieiiinieieniiiennirenciiencenencneeneeennens 101
2.10  Given a scenario, identify and implement the proper NAT solution. ........ccccccceevnnnnnee. 101

N AN I Y TP P PP PPPPRPPTP 101
Yo 10| o= A7 AN I N o TN 103
Source NAT and SECUNitY POLICIES ....coieeiiieeiiee ettt ettt e e e e rrereee e 104
ConfigUriNg SOUICE NAT .. ...t e e e e e e et e e e e e e ee st b areeeeeeeesnanrreaneeaeeeas 105
Configuring Bidirectional SOUrce NAT ........ooiiiiiieeieciiee e e e s srae e seaeee e 106

DIPP NAT OVErsUBSCIIPLION c.iciiiiiiiiieiee ettt ee e e et e e e e e e arr e e e e e s e ennaareeeeeesesnnnnneees 106
DESTINATION N AT Ty PES toeeieieieie it bbb bassbeberneennnes 107
Destination NAT and Security POlICIES....ccco i e 108
Configuring Destination NAT .....coi it e s e e e e s aaee e s ssaeeeeenns 109
Configuring Dynamic IP Address SUpport for DNAT .......coo i 109
Configuring Destination NAT Port FOrwarding......ccccveeeieeiieiiiieeeeeeeeeeiiineeeeeeeeeesenneeeeeeeeeens 110
Y1001 o] (e [ 1= d o] o L3P 110
Exam Domain 3 — Traffic Visibility.....cccccoeiremiiiimiiirccrrcccrecccreecrreecc e, 111
3.1 Given ascenario, select the appropriate application-based security policy rules........... 111
APPHCATION SHIFES ..t e e et r e e e e e e sabbraereaeeenan 111
Dependent APPHCAtIONS ..oc.vviii i e e s e e s 111
Determining Dependent APPliCatioNS .......ooccvrieieeiie i e 112
Implicit Applications and Determining Implicit Applications ........ccccvveiriiieeiiiiieee e, 113
Y108 o] (3o (V1= 4] o F RSP RTTRSRRRPRP 114
Exam Domain 3 — Traffic Visibility.....ccccereiirmiiiniiiniiiiiiriiiiennineierenceneeeeeeneeennens 114
3.2 Given a scenario, configure application filters or application groups. .......cccccvveeeeerennnnnee. 114
APPIICALION FIlEEIS c.nniiiiii et e e e e e s st e e s s abae e e ssbaeeeessaaeeean 114

FiY ] o] [Tor: L To] W €] Lo TUT o L3RR URPP PR 115
Nesting Application Groups and Filters ......cccueeiiiciiee i 116

Y= 0] o] [=Ie (U1 o) o U 117
Exam Domain 3 — Traffic Visibility.....ccccereiiimiiiniiiiiiiiiiiiiieiireierenceneeeeeneeennene 117
3.3 Identify the purpose of application characteristics as defined in the App-ID database.. 117
FiN o] o] Tor: [ uTe) o Il ad do) oY=l o <Ly 117
Application CharaCteriStiCs ....ouuuiiiiiiee e e e e e raree e e e e 117

JiN o] o] Tor= 1 uTo) o I I Ta g T=To 10} oy 118

Y= 0] o] [=Ie (U1 o) o - EURU 119

© 2019 Palo Alto Networks 6



3.4 Identify the potential impact of App-ID updates to existing security policy rules........... 119

App-ID Updates and IMPACt .......eeeiiiiiiiiieiiee ettt e e s e e s s e e s sbaeee s 119
Content Update ADSOIPLION ...uuviviiiiiiicciiieieee ettt e e e e e e e e e e e s e ssararereeeeens 120
Y1001 o] (e [ TR d o] L PP 122
Exam Domain 3 — Traffic Visibility......ccccceerreeiiiieiiireccrrcccrecrreeccrreecerece e 122
3.5 Identify the tools to optimize security POlICIES. ....cccvvviiiiriiiiiiiee e 122
Exam Domain 4 — Securing TraffiC.....cccccciiieeiiiiimiiiiiiiircccrecccreec e reneeeeens 123
4.1 Given arisk scenario, identify and apply the appropriate security profile....................... 123

Y ol0 [ VA (e 1 1 =TSR UPT PR 123

L L= 1 o T =PSRRI 124
ANTIVIIUS SECUITY ProfilES...cccueeiiieiiiee ettt e e s e eaaaraereeeeees 124
ANti-Spyware SECUNItY ProfileS ......ooieiiiiiiie et 125
Vulnerability Protection SecUrity Profiles.......c.cccueciiiieeieiiiiiiieeeec e 125

URL Filtering SECUrity ProfileS........uuii ittt ettt st e e e 125

File Blocking Security Profiles ..........uueeeeeiiiicieeeee ettt e e e e e 126
Y118 o] <le [V ] o H PR 126
Exam Domain 4 — Securing TraffiC......ccceeerreeiirienciiieeccrierccreecesreeeeesrenneerensnenenns 126
4.2 |dentify the difference between security policy actions and security profile actions......... 126
Security Policy Actions and Security Profile ACtions .........cccccviiiieiiiiiecceee e, 126
ANtivirus Security Profile ACTIONS ......ciiiicciiiieeee et e e rrere e e 127
Anti-Spyware Security Profile ACLIONS ........uviiiiiiiiecceeee e 128
Vulnerability Protection Security Profile ACtions .......ccceeiviiiieiiiiiiie e 129

Y= 0] o] [=Ie (U1 o) o U 132
Exam Domain 4 — Securing TraffiC.....cccccciiieeiiiieiiiiiicirrccreccreeecrreecereneeeeees 132
4.3 Given a network scenario, identify how to customize security profiles.........ccccovveeeenennns 132
Antivirus Security Profile CUStOMIZation .......ccoocuiiiiiiiiiee e e 132
Anti-Spyware Security Profile Customization.........ccccuviiiiiii e 135
Vulnerability Protection Security Profile Customization.......cccccevvvvveeeiieiiiiciieeeeieee e, 136

URL Filtering Security Profile CuStOmMIZation .........ccuuviiviiiieiiiiiiee e 138

SAFE SEATCN...cei ittt s b s ae e e s baeenate e 138

HTTP HEAAEr LOZEINEG .. .eeiiiiiiieeiiiiiee ettt ettt e sttt e st e e s st e e s s sba e e e s sabaeeesnanees 139

File Blocking Security Profile CUStOMIZation .........ccccevieiiiiiireeeeei e 139
Y1001 o] (3o [ 1=K d o I PP PPPPP 142
Exam Domain 4 — Securing TraffiC.....c.ccceerieeeiiienciiieecerrecccreeeenreeneceeennesrennnenenns 142
4.4 |dentify the firewall’s protection against packet- and protocol- based attacks. ................. 142
Denial-of-Service Prote@Ction........ccooiiiiiiiiiiiesiie et 142

© 2019 Palo Alto Networks 7



4o 1=l ad oY =T otu Lo a T ad e X il L= TR 142

(S leToTe [N uv= ol [Q ad o] 1 =Tot d o] s SRR 143
SYN RANAOM EGFIY DIOP...coiiiiriiiieeieiiiiirieeeee e eeceitreee e e e e e esabrer e e e e e s sesnbbaaeseeessesnnssrasereeeenas 143
SYN COOKIES .eeeeeiiiiiee e e e ettt e e e ettt e e e e e e e et ae e e e e e e e se s abaaeeeeeeeesasasstaaaeaeasseaansreaeeeaasanns 143
U P ittt ettt e e et e e e b— e e e e e bt e e e e et eeeeeaabaeeeeaataeeeaaateeeeaabaeeeaantreeeeantaeeeeanaeaanes 143
1 =SSP 144
ICIMIPVG ...ttt ettt e e et e e e et e e e e tta e e e e ataee e e abaeeeeasssaeeeessaeeeeassaseeansssaeesassneesanssenenn 144
(0 1 d o 1T o | USRS PPR 144
Reconnaissance Attack ProteCtion ... iiiiiiei e 144
Packet-Based Attack ProteCtion ..........cceeeiiciiiiiiiiiie e e 145
Protocol Attack ProteCtion .......ccceeiiiiiieeieeceee et 147
DoS Protection Profiles and POlCIES........ccoccuiiiieiciiee et e 148
Y1001 o] (3o [ 1=K d o I PP PPPPP 149
Exam Domain 4 — Securing TraffiC.....cccccciiieeiiiiieiiiiieicirrccreecccreeec e reneeenees 150
4.5 Identify how the firewall can use the cloud DNS database to control traffic based on
(o Lo 1 o= 110 L3P UUUR U 150
Exam Domain 4 — Securing TraffiC.....ccccceiiieeiiiieiiiiiiiiirccrecccreec e reneeneens 150
4.6 Identify how the firewall can use the PAN-DB database to control traffic based on websites.
.................................................................................................................................................... 150
How PAN-DB Maximizes URL Lookup Performance........ccoveeeveeiieiccinvreeeeeeeeceeireeeeee e 150
PAN-DB COI ....uttiieeeetieeeeecteee e ettt e e eett e e e e e ette e e e e tbaeeeeeaaaeeeeesaeeeeeaasaeeeeassaaeesesseeeeasraeeeennseens 151
NYT=To l DY - o 1= < IS SPRPRRN 151
ManagemeNnt Plane CaCh@.....cuu ittt st e e s s e e e s s 152
(DY & B e Y o[- - ol o 1SR 152
Y1001 o] (e [ 1L d o I PP RPPPP 152
Exam Domain 4 — Securing TraffiC.....ccccccerreeiirieniiiieecerrcccreeeesreeneeseeneesrensnenenns 153
4.7 Discuss how to control access to specific URLs using custom URL filtering categories....... 153
Custom URL Filtering Cat@BOIIES c.ccieeivieurrieeeieeeeeceirreeeee e et e e e e eeesbareee e e e e seseaarrereeeeens 153
Y1001 o] (3o [ 1=K d o I PP PPPPP 155
Exam Domain 5 — Identifying USErsS ........ccoveeeiireeiireenciirenccreneerrennesennsessensnenenns 155
5.1 Given a scenario, identify an appropriate method to map IP addresses to usernames. .... 155
Exam Domain 5 — Identifying USErs ........ccueiiiieeiiiiieiiiiiicienecnrenncsennssenensnenenns 157
5.2 Given a scenario, identify the appropriate User-ID agent to deploy......ccccccvvviveeeeieninnnneen, 157
Exam Domain 5 — Identifying USErs ........ccueeiiiieeiiiiieiiiiiiiiiencnrenncsennseenenssennnns 157
5.3 Identify how the firewall maps usernames to USEr SroUPS. ....cccccvvreeeeeeeeeiciireeee e e eeseeeeens 157
Exam Domain 5 — Identifying USErS ......ccccciieirieiiiniienerenirenerennerencennsesennessnnens 159

© 2019 Palo Alto Networks 8



5.4 Given a graphic, identify User-ID configuration options........ccceeeuvveeeeieeiiiiiineeeeeeeeeesnnneen, 159

Y1001 o] (e [ 1L d o] o L3PPSR 159
Exam Domain 6 — Deployment Optimization ........cccceeeiiieeiieniiieiiiecinecneeenennen. 160
6.1 Identify the benefits and differences between the Heatmap and the BPA reports............ 160
Heatmap COMPONENT ..o e e e e e e e et e e e e e e e e e ata e e e e eeeeesessnnnaanas 161

Zone Mapping FEature SECTION. ... ... e e e e e e e e e e e eeees 163
SAMIPIE QUESTIONS wuvvveeiieiiiiiriieeee e eectrtree e e e eesebar et e e e e e esabbaee et eeeeeseabbrareeeeessessstrasesesessesnssrrerenss 168
Answers to the Sample QUESTIONS .....cccucireirieiiieierenieienieteierenerrnerreerensessnerenes 169

Exam Domain 1 - Palo Alto Networks Security Operating Platform Core
=0 L LT =T 0 =] 4 169

1.1 Identify the components of the Palo Alto Networks Security Operating Platform.......... 169

Exam Domain 1 - Palo Alto Networks Security Operating Platform Core
=0 L LT =T 0 =] 4 170

1.2 Identify the components and operation of single-pass parallel processing architecture.170

Exam Domain 1 - Palo Alto Networks Security Operating Platform Core
=0 L LT =T 0 =] 4 171

1.3 Given a network design scenario, apply the Zero Trust security model and describe how it
relates to traffic moving through your NetWork. .........ccuvvveviiiiiiii e 171

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core

=0 LU LT =T 4 0 T=] 41 £ 172
1.4 Identify stages in the Cyber-Attack Lifecycle and firewall mitigations that can prevent
AEEACKS. eeieitee ettt s h e s bt e re e e ab e s be e e sabe e e s s eareens 172

Exam Domain 2 — Simply Passing Traffic ....ccccceeeeeerreeciiieniiiieeccrreecceeeecenecnnennnns 173
2.1 Identify and configure firewall management interfaces. .....cccccccovviieiiiniiieeinciiee e, 173

Exam Domain 2 — Simply Passing Traffic ....ccccceeeeeerreeciiieniiiieeccrreeccreeecenennnennnns 174
2.2 Identify how to manage firewall configurations........ccccccuvviiniiiiiiiiiiee e 174

Exam Domain 2 — Simply Passing Traffic ....c..ccceeeiiiieiiiiiiiiiicccnieccreeeccrenecneees 175
2.3 Identify and schedule dynamic Updates. .....cceeriecciiiiieee e e 175

Exam Domain 2 — Simply Passing Traffic ....c..ccceeeiiiieiiiiiiiiiieicireccreeeccreceenees 176
2.4 Configure internal and external services for account administration...........cccccceeennneeee. 176

Exam Domain 2 — Simply Passing TraffiC.....cccceveeiieiiiniiieniiieniinencniencenenerennenennens 177
2.5 Given a network diagram, create the appropriate security zones. .......ccccevvvverreeeerrennnnen. 177

Exam Domain 2 — Simply Passing TraffiC.....cccceeeeeiieiiiniiieniiieniinenceiencenencneenenennene 178
2.6 Identify and configure firewall interfaces.......cccccvveurveeiiiiiiiiee e 178

© 2019 Palo Alto Networks 9



Exam Domain 2 — Simply Passing TraffiC......cccccueeiiieiieiiiiniiiecireniiecineenneenennen. 179

2.7 Given a scenario, identify steps to create and configure a virtualrouter. .......c.....cc....... 179
Exam Domain 2 — Simply Passing Traffic ....ccccceeeeeerreeiirieniiiieeccrreeccreeecerenenenenes 180
2.8 Identify the purpose of specific security rule types.......cccevevvcieeeiriieeicriee e 180
Exam Domain 2 — Simply Passing Traffic ....ccccceeeeeerreeiiiieniiiieeccrreecceeeecerennnennens 181
2.9 Identify and configure security policy match conditions, actions, and logging options. . 181
Exam Domain 2 — Simply Passing Traffic ....c..ccceeeeiiiieiiiiiiiiiiiciieccreeccreceenees 181
2.10 Given a scenario, identify and implement the proper NAT solution ..........ccccceeennnnneee. 181
Exam Domain 3 — Traffic Visibility......ccccoeiremiiiimiiiiiccrrcccrrcccreecrreeccreceenees 182
3.1 Given ascenario, select the appropriate application-based security policy rules............ 182
Exam Domain 3 — Traffic Visibility.....ccccereiiimiiiniiiieiiiiiiriiiieniteietencennneeeeneeennene 182
3.2 Given a scenario, configure application filters or application groups. .......ccccccveeeevrennnnnee. 182
Exam Domain 3 — Traffic Visibility.....ccccereiirmiiiniiiniiiiiiriiiienineierencenneeeeeneeennene 183
3.3 Identify the purpose of application characteristics as defined in the App-ID database.. 183
Exam Domain 3 — Traffic Visibility.....cccccveeiiimiiiniiiniiiiiiiiiiiecerecinencennceeenenennen. 183
3.4 Identify the potential impact of App-ID updates to existing security policy rules........... 183
Exam Domain 4 — Securing TraffiC.....cccceieiiieiiieiiiiniiiiniiieeciieeciieenerencenneeeennenennens 184
4.1 Given a risk scenario, identify and apply the appropriate security profile. ........ccccvveeeenne. 184
Exam Domain 4 — Securing TraffiC.....c.ccceerieeeiiienciiieecerrecccreeeenreeneceeennesrennnenenns 184
4.2 |dentify the difference between security policy actions and security profile actions......... 184
Exam Domain 4 — Securing TraffiC.......ccceerreeiiiieniiiieeccrreccreeeesreeneeseennesrennnenenns 184
4.3 Given a network scenario, identify how to customize security profiles........ccccccevvcuveeennnnee. 184
Exam Domain 4 — Securing TraffiC.....cccccciiieeiiiiieiiiiiicircccreccreee e reneeeeees 185
4.4 |dentify the firewall’s protection against packet- and protocol- based attacks. ................. 185
Exam Domain 4 — Securing TraffiC.....c.ccccciiieeiiiieiiiiiiiiirccreccreeecseeecereneeeeens 185
4.6 Identify how the firewall can use the PAN-DB database to control traffic based on websites.
.................................................................................................................................................... 185
Exam Domain 4 — Securing TraffiC.....cccciieiiieiiieriiiniiinneiieniiennenenierencernneeenneeennens 185
4.7 Discuss how to control access to specific URLs using custom URL filtering categories....... 185
Exam Domain 5 — Identifying USErS ......ccccciteirieiiieiiinerencienetennerencernsessnnersnnens 185
5.4 Given a graphic, identify User-ID configuration options........cccceeevveeeeieeeiiiiineeeeeeeeeesnnneen. 185
Exam Domain 6 — Deployment Optimization ........ccccceeieieeiieniiieeiirencnnncneeenennen. 186

© 2019 Palo Alto Networks 10



6.1 Identify the benefits and differences between the Heatmap and the BPA reports
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Palo Alto Networks PCNSA Study Guide

Welcome to the Palo Alto Networks PCNSA Study Guide. The purpose of this guide is to help you prepare
for your PCNSA exam and achieve your PCNSA credential. This study guide is a summary of the key topic
areas that you are expected to know to be successful at the PCNSA exam. It is organized based on the
exam blueprint and key exam objectives.

Overview

The Palo Alto Networks Certified Network Security Administrator (PCNSA) is a formal, third-party
proctored certification that indicates that those who have passed it possess the in-depth knowledge to
design, install, configure, and maintain most implementations based on the Palo Alto Networks platform.

This exam will certify that the successful candidate has the knowledge and skills necessary to implement
Palo Alto Networks next-generation firewall PAN-OS® 9.0 platform in any environment. This exam will not
cover Aperture and Traps.

Exam Details

e C(Certification Name: Palo Alto Networks Certified Network Security Administrator
e Delivered through Pearson VUE: www.pearsonvue.com/paloaltonetworks

e Exam Series: PCNSA

e Total Seat Time: 90 minutes

e Number of items: 50

e Time for exam items: 80 minutes

e Format: Multiple Choice, Scenarios with Graphics, and Matching

e Language: English

Intended Audience

The PCNSA exam should be taken by anyone who wants to demonstrate a deep understanding of Palo
Alto Networks technologies, including customers who use Palo Alto Networks products, value-added
resellers, pre-sales system engineers, system integrators, and system administrators.

Qualifications

You should have two to three years’ experience working in the Networking or Security industries and the
equivalent of 6 months’ experience working full-time with Palo Alto Networks Security Operating
Platform.

You have at least 6 months’ experience in Palo Alto Networks NGFW deployment and configuration.

Skills Required

e You can deploy, configure, and install Palo Alto Networks Security Operating
Platform components.

e You understand the unique aspects of the Palo Alto Networks Security Operating
Platform and how to deploy one appropriately.

e You understand networking and security policies used by PAN-OS® software.
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Recommended Training
Palo Alto Networks strongly recommends that you attend the following instructor-led training courses or

equivalent virtual digital learning courses:

e Firewall Essentials: Configuration and Management (EDU-210) or digital learning (EDU-110)
e PCNSA Practice Test: PCNSA Practice Test

About This Document

Efforts have been made to introduce all relevant information that might be found in a PCNSA Certification
Test. However, other related topics also may appear on any delivery of the exam. This document should
not be considered a definitive test preparation guide but an introduction to the knowledge required, and
these guidelines may change at any time without notice. This document contains many references to
outside information that should be considered essential to completing your understanding.

Disclaimer

This study guide is intended to provide information about the objectives covered by this exam, related
resources, and recommended courses. The material contained within this study guide is not intended to
guarantee that a passing score will be achieved on the exam. Palo Alto Networks recommends that a
candidate thoroughly understand the objectives indicated in this guide and uses the resources and
courses recommended in this guide where needed to gain that understanding.
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Exam Domain 1 — Palo Alto Networks Security Operating
Platform Core Requirements

1.1 Identify the components of the Palo Alto Networks Security
Operating Platform.

The Palo Alto Networks Security Operating Platform

The Palo Alto Networks Security Operating Platform is built for automation. The platform successfully prevents
cyberattacks by utilizing accurate analytics, implementing automation, and delivering cloud-based
applications. The platform integrates applications from Palo Alto Networks, third parties, and customers.
The analytics-based automation allows IT personnel to operationalize their security easily and consistently
using best practices. Security tools that weren’t designed for automation require analysts to manually
combine insights from many disconnected sources before they act. The Palo Alto Networks Security
Operating Platform eliminates any disconnects by ensuring tight integration across the platform, thus
simplifying security so you can secure users, applications, and data consistently.

The Palo Alto Networks Security Operating Platform prevents successful cyberattacks by focusing on what
matters: leveraging cloud-based applications (see the following figure).

PALO ALTO NETWORKS SECURITY OPERATING PLATFORM

Operate with ease using Automate tasks using Palo Alto Networks, 3™ party,
best practices context and analytics and customer delivered

Prevent Successful Cyberattacks: Operate with ease using best practices.

Organizations need to operate efficiently to stop attacks that cause business disruption. The Security
Operating Platform empowers you to confidently automate threat identification and prevention across
clouds, networks, servers, and endpoints with a data-driven approach utilizing accurate, cloud-delivered
analytics. The platform blocks exploits, ransomware, malware, and fileless attacks. It allows you to easily
adopt security best practices using application-, user-, and content-based policies. These security policies
take a Zero Trust approach to minimize opportunities for attack.
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Focus on What Matters: Automate tasks, using context and analytics, to reduce response time
and speed deployments.

Your operations teams and analysts likely are overburdened. The Security Operating Platform improves
productivity via automation, thus allowing IT personnel the time to focus on higher-value activities.

Automation allows you to streamline routine tasks. Tight integration across the platform with ecosystem
partners delivers consistent security across the cloud, networks, and endpoints (CNE). The shared
intelligence and consistent enforcement across CNE strengthens prevention and improves the speed of
responses. DevOps can improve the speed of multi-cloud deployment and simplify management through
deep integrations with native cloud services and automation tools. Plus, your teams can continuously
validate compliance of cloud deployments with customizable reports and controls that save time. Security
controls are automated with security policies that dynamically change to match your applications, users,
and content.

e

Consume Innovations Quickly: Improve security effectiveness and efficiency with tightly
integrated innovations.

Threats are dynamic. You need to keep evolving to stay ahead. The platform continually improves security
effectiveness and efficiency with tightly integrated innovations. With the Palo Alto Networks Application
Framework as part of the platform, you can get the most out of your existing investments, including your
existing unified security data set, sensors and enforcement points, with custom and third- party security
applications. Whether these apps are developed by Palo Alto Networks, our ecosystem of third parties, or
your own teams (customer apps), they can detect and report on threats, or automate enforcement
workflows, to reduce response time. Organizations now can deploy frictionless, seamlessly integrated
security, delivered from the cloud as applications. These applications provide unlimited plug- and-play
protection, with drag-and-drop innovation. Application developers everywhere have instant access to
more than 10,000 organizations and more than a decade’s worth of aggregated threat data and telemetry.
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Palo Alto Networks Security Operating Platform
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NETWORK SECURITY ADVANCED ENDPOINT PROTECTION CLOUD SECURITY

The Palo Alto Networks Security Operating Platform has the following components:

e Network Security

e Advanced Endpoint Protection

e Cloud Security

e Cloud-Delivered Security Services

e Application Framework and Logging Service

e Palo Alto Networks Apps, Third-Party Apps, and Customer Apps

Network Security

Palo Alto Networks firewalls allow you to adopt best practices using app, user, and content-based policies
to minimize opportunities for attack. Our next-generation firewalls are available as physical appliances,
virtualized appliances, and cloud-delivered services, all managed consistently with Panorama. These next-
generation firewalls secure your business with a prevention-focused architecture and integrated
innovations that are easy to deploy and use. Palo Alto Networks next-generation firewalls detect known
and unknown threats, including those within encrypted traffic, using intelligence generated across many
thousands of customer deployments. The firewalls reduce risks and prevent a broad range of attacks. For
example, they enable users to access data and applications based on business requirements and they stop
credential theft and an attacker’s ability touse stolen credentials.

With our next-generation firewalls, you can quickly create security rules that mirror business policy and
are easy to maintain and adapt to your dynamic environment. They reduce response times with
automated policy-based actions, and you can automate workflows via integration with administrative
tools such as ticketing services, or any system with a RESTful API.

The family of next-generation firewalls includes:

e VM-Series: Our virtualized next-generation firewall protects your private and
public cloud deployments by segmenting applications and preventing
threats. For more information, see
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https://www.paloaltonetworks.com/products/secure-the-cloud/vm-series.

e GlobalProtect cloud service: The GlobalProtect cloud service provides next-
generation firewall security delivered from the cloud globally in an operationally
efficient manner. For more information, see_
https://www.paloaltonetworks.com/products/globalprotect/cloudservice.

e Physical firewalls: Physical firewalls include the PA-200, PA-220, PA-500, PA-800,
PA-3000, PA-3200, PA-5000, PA-5200, and PA-7000 series. For more information,
see https://www.paloaltonetworks.com/products/secure-the-network/next-
generation- firewall.

Advanced Endpoint Protection

Advanced Endpoint Protection blocks exploits, ransomware, malware, and fileless attacks to minimize
infected endpoints and servers. Traps advanced endpoint protection stops threats on the endpoint and
coordinates enforcement with cloud and network security to prevent successful cyberattacks. Traps is the
only solution that pre-emptively blocks security breaches such as ransomware attacks, using a unique
multi-method approach that prevents known and unknown malware, exploits, and zero-day threats.

Traps is unique in the breadth and depth of its endpoint protections:

e Stops malware, exploits, and ransomware before they can compromise endpoints.

e Provides protection while endpoints are online and offline, on network and off network.
e Coordinates enforcement with network and cloud security to prevent successfulattacks.
e Detects threats and automates containment to minimize impact.

e Includes WildFire® cloud-based threat analysis service with your Traps subscription.

e Integrates with the Palo Alto Networks Security Operating Platform.

For more information, see https://www.paloaltonetworks.com/products/secure-the-endpoint/traps.

Cloud Security

Cloud Security speeds up multi-cloud deployments, with continuous compliance validation, through deep
integrations with native cloud services and automation tools. Palo Alto Networks provides advanced
protection for consistent security across all major clouds: Amazon Web Services, Microsoft Azure and
Google Cloud Platform.

Enabled With Advanced Integrated With Supported on
Automation Capabilities Azure Security Center Google CloudPlatform

Our cloud providers protect and segment applications, deliver continuous security and compliance, and
achieve zero-day prevention. Palo Alto Networks lets you deliver consistent, automated protections across
public and private clouds so you can adopt SaaS apps, rapidly roll out cloud-delivered services and apps,
and avoid business disruption.

Cloud security is delivered by:

e Inline security (VM-Series firewalls): The VM-Series protects your private and
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public cloud deployments by enabling applications and preventing threats.

e APl security (Evident): Continuously monitor and secure your cloud workloads
via APl to prevent data loss and enable compliance.

e Host security (Traps): Protect cloud workloads against zero-day threats with multiple
methods of prevention and minimal impact on resources.

For more information, see https://www.paloaltonetworks.com/products/secure-the-cloud.

Cloud-Delivered Security Services

Confidently automate threat identification and prevention everywhere. Our security subscriptions allow
you to safely enable applications, users, and content by adding natively integrated protection from known
and unknown threats both on and off the network.

These security subscriptions are purpose-built to share context and prevent threats at every stage of an
attack, allowing you to enable singular policies and automated protection that secure your network and
remote workforce while simplifying management and enabling your business. The Security Services
consist of:

e AutoFocus: Disconnected tools and data sources have made the jobs for security
analysts more difficult to do quickly and effectively. AutoFocus contextual threat
intelligence brings speed, consistency, and precision to threat investigation. It provides
instant access to community-based threat data, enhanced with deep context and
attribution from the Unit 42 threat research team, saving time and effort. Now your
teams can quickly investigate, correlate, and pinpoint malware’s root cause without
adding dedicated malware researchers or additional tools. Plus, automated protections
make raw intelligence simple to turn into protection across your environment.

Billions af samples

Hundreds of - .
\ Tnllions of Artifacts

3 Party |r|h-'||l-._lf'rll e feeds

WildFire

Global Threat Intel

®-@

[P A
e T NN B Tt el L

T apd o T ey ey b PR

© 2019 Palo Alto Networks 18



For more information, see https://www.paloaltonetworks.com/products/secure-the-
network/autofocus.html.

¢ Global Protect Cloud Service: You need to secure all users equally. But mobile, branch,
and cloud expansion move applications and users beyond the perimeter, which makes
traditional network security inefficient. GlobalProtect cloud service provides the full
security capabilities of the Palo Alto Networks next-generation firewall, delivered as a
service. Now you can protect users across your organization and prevent successful
cyberattacks with scale and simplicity, and without compromise. GlobalProtect cloud
service automates the orchestration and rollout of security services, reducing
deployment time. You can deploy new features, increase coverage, and scale globally
with cloud infrastructure, which gives you a new level of flexibility.

Secure SaaS Secure cloud Secure internet Secure corporate
access access access access
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For more information, see https://www.paloaltonetworks.com/products/globalprotect/cloudservice.html.

e URL Filtering Web Security: Most attacks and exposure to malicious content occur
during normal web browsing activities. URL filtering with PAN-DB automatically
prevents attacks that leverage the web as an attack vector, including phishing links in
emails, phishingsites,

HTTP-based command and control, malicious sites, and pages that carry exploit kits.
URL filtering provides:

e Reduction of the risk of infection from dangerous websites and protection of users
and data from malware and credential-phishing pages.

e Protection across the attack lifecycle through integration with WildFire and the
Security Operating Platform.
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e Retention of protections synchronized with the latest threat intelligence through
our cloud- based URL categorization for phishing, malware, and undesired content.

e Full visibility and threat inspection into normally opaque web traffic through
granular control over SSL decryption.

For more information, see https://www.paloaltonetworks.com/products/secure-the-
network/subscriptions/url-filtering-pandb.

e Threat Prevention: Because threats do not discriminate between application delivery
vectors, an approach to security is needed that has full visibility into all application
traffic, including SSL encrypted content, with full user context. Threat Prevention
leverages the visibility of our next- generation firewall to inspect all traffic, and thus
automatically prevents known threats, regardless of port, protocol, or SSL encryption.
Threat Prevention automatically stops vulnerability exploits with IPS capabilities,
offers inline malware protection, and blocks outbound command-and control-traffic.
When combined with WildFire and URL filtering, organizations are protected at every
stage of the attack lifecycle, including both known and zero-day threats.

For more information, see https://www.paloaltonetworks.com/products/secure-the-

network/subscriptions/threat-prevention.

e WildFire Malware Analysis: WildFire automatically prevents zero-day exploits and malware.
Traditional malware analysis and sandboxing techniques are not adequate and cannot keep
pace with new exploits. WildFire uses shared community-sourced threat data and advanced
analysis, and immediately shares protections across the network, endpoint, and cloud. WildFire
automatically delivers protections about every five minutes (by accessing a database that is
updated every 5 minutes), thus preventing successful cyberattacks.

. BARE M
MACHIME LEARNING | -4 | B
el pom [ x| DYMAMIC UnPACKING

STATIC ] C@) 1 U METWORK TRAFFIC

ANALYSIS PROFILING
| mios | ==
] & ] 1 11 £ 71 MALWARE, WF-AV, LIALS, DNS, AUTO-C2
[= (= [= [« [ [ (o= [ e W
A @ o 2 3
== [= [= [« [ =] o
5 = 5 EVERY 5 MINUTES
| Flma | . == £ :;_9
[ [= [= [or [ [ i
= [ & [»] P®@ & [« [ [« [
FIREWALLS VM-SERIES TRAPS APEATURE PAATHER CYBERATHREAT  pscHIFIER THREAT GLOBAL UAL
INTEGRATIONS  ALLIAMCE PREVENTION  PROTECT FILTERING

For more information, see https://www.paloaltonetworks.com/products/secure-the-
network/wildfire.html.

e MineMeld Threat Intelligence Sharing: To prevent successful cyberattacks, many
organizations collect indicators of compromise (I0Cs) from various threat intelligence
providers with the intent of creating new controls for their security devices.
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Unfortunately, legacy approachesto aggregation and enforcement are highly manual
in nature, and often create complex workflows that require the extension of the time
needed to identify and validate which 10Cs should be blocked.

Now security organizations can leverage MineMeld, an open-source application that streamlines the
aggregation, enforcement, and sharing of threat intelligence. MineMeld is available for all users directly
on GitHub and pre-built virtual machines (VMs) for easy deployment. With the proper software, anyone
can add to the MineMeld functionality by contributing code to the open-source repository.
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For more information, see https://www.paloaltonetworks.com/products/secure-

the- network/subscriptions/minemeld.

e Logging Service: On-premises log management traditionally has been a chore. Now the cloud-
delivered Logging Service allows you to easily collect large volumes of log data, so innovative apps
can gain insight from your environment. You can simplify your log infrastructure, automate log
management, and use your data to prevent attacks more effectively.
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For more information, see https://www.paloaltonetworks.com/products/management/logging-service.

e Magnifier Behavioral Analytics: Magnifier behavioral analytics applies
machine learning at a cloud scale to network, endpoint, and cloud data so
that you can quickly find and stop targeted attacks, insider abuse, and
compromised endpoints. Magnifier uncovers the actions attackers cannot
conceal, by profiling user and device behavior and identifying anomalies
that indicate active attacks. Magnifier integrates rich metadata collected
from the Security Operating Platform with attack detection algorithms and
enables you to detect post-intrusion activity with precision.

Magnifier stops these threats:

e Targeted attacks: Magnifier detects anomalous activities that attackers carry
out as they move around the network looking for valuable data.

e Malicious insiders: By profiling behavior, Magnifier identifies behavioral
anomalies such as internal reconnaissance and credential abuse to identify
attacks.

e Risky behavior: Magnifier allows your organization to follow security best
practices by monitoring user activity and identifying risky behavior.

e Compromised endpoints: Magnifier detects malware behavior and confirms
infections using Pathfinder endpoint analysis and WildFire threat analysis services.

For more information, see https://www.paloaltonetworks.com/products/secure-the-network/magnifier-
behavioral-analytics.

Application Framework and Logging Service

Put security innovations to work sooner and with less effort. Cybersecurity innovations come from many
sources: Palo Alto Networks, third parties, and customers. With the Palo Alto Networks Application
Framework, you can use apps from these sources right away, so you can stay a step ahead of attackers.

With the Application Framework, customers can rapidly access, evaluate, and adopt new security
technologies as an extension of the next-generation Security Operating Platform they already own and
operate. The all-new framework is a culmination of more than a decade of security disruption that has
provided customers with superior security through cloud-based apps developed by Palo Alto Networks
and today’s most innovative security providers, large and small.

All threats are dynamic. Security needs to keep evolving to stay ahead of the latest threats. New
capabilities are tightly integrated, building on the value of what you already have. With Palo Alto
Networks Application Framework, you can quickly consume innovative security apps, using your existing
security data, sensors and enforcement points. Whether these apps are developed by Palo Alto Networks,
our ecosystem of third parties, or your own teams, they can detect and report on threats or automate
enforcement workflows to reduce response time. Thus the Security Operating Platform enables you to
maximize your existing Palo Alto Networks investment.
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The Application Framework consists of the following components:

e Infrastructure: A suite of cloud APlIs, services, compute, and native access to
customer-specific data stores

e Customer-specific data store: The Palo Alto Networks LoggingService

e Apps: Apps that are delivered from the cloud to extend the capabilities of the platform,
including the ability to effortlessly collaborate between different apps, share threat
context and intelligence, and drive automated response and enforcement.

For more information, see https://www.paloaltonetworks.com/products/application-framework.

Sample questions

1. The Palo Alto Networks Security Operating Platform is designed for which three
purposes? (Choose three.)

A. consume innovations quickly

B. ensure compliance

C. focus on what matters

D. prevent successful cyberattacks

2. Which item is not one of the six primary components of the Palo Alto Networks
Security Operating Platform?

Applications (Palo Alto Networks apps, third-party apps, customer apps)
Cloud-Delivered Security Services

WildFire

Application Framework and Logging Service

Network Security

mmo o w

Advanced Endpoint Protection
G. Cloud Security

3. Which cloud-delivered security service provides instant access to community-based threat data?

A. Aperture
B. AutoFocus
C. Threat42
D. Magnifier

4. Which cloud-delivered security services provides security for branches and mobile users?

MineMeld
B. Magnifier
C. Traps
D. Global Protect
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5. Which Palo Alto Networks Security Operating Platform component provides access to
apps from Palo Alto Networks, third parties, and customers?

mm o 0w

G.

Applications (Palo Alto Networks apps, third-party apps, customer apps)
Cloud-Delivered Security Services

WildFire

Application Framework

Network Security

Advanced Endpoint Protection

Cloud Security

6. Which Palo Alto Networks firewall feature provides all of the following abilities?

e Stops malware, exploits, and ransomware before they can compromise endpoints

e Provides protection while endpoints are online and offline, on network and off

e Coordinates enforcement with network and cloud security to prevent
successful attacks

e Detects threats and automates containment to minimize impact

e Includes WildFire cloud-based threat analysis service with your Traps subscription

e Integrates with the Palo Alto Networks Security Operating Platform

A.

mm oo ®

Traps
Aperture

URL Filtering
WildFire
GlobalProtect
AutoFocus

Exam Domain 1 - Palo Alto Networks Security Operating

Platform Core Requirements

1.2 Identify the components and operation of single-pass parallel

processing architecture.
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Palo Alto Networks has reduced latency enormously, using the Single-Pass Parallel Processing (SP3)
architecture, which combines two complementary components:

e Single-Pass Software

e Parallel Processing Hardware

The SP3 architecture is the overall design approach for Palo Alto Networks next-generation firewalls. The
architecture enables full, contextual classification of traffic, followed by a set of enforcement and threat
prevention options. The architecture classifies and controls traffic in a “single pass” through the firewall
using a variety of stream-based technology components. Each current protection feature in the device
(antivirus, spyware, data filtering, and vulnerability protection) uses this stream-based signature format.
The stream-based design of the architecture results in superior performance, especially when multiple
security functions are enabled.

This architecture allows you to achieve superior security posture and efficiency. The SP3 architecture
allows Palo Alto Networks to exceed competitors’ firewall performance. In competitive approaches, next-
generation features often are added in a sequence of separate engines that limit policy flexibility,
negatively impact performance, and increase management complexity.

The software’s “scan it all, scan it once” approach enables superior security posture and performance on
both physical or virtual next-generation firewalls. The architecture incorporates advanced technologies
(e.g., App-ID, User-ID, and WildFire®) to provide superior classification and control capabilities to help
secure your organization’s network.

Management and Data Planes

In addition to the Single Pass software, hardware is the other critical piece of the Palo Alto Networks SP3
architecture. The management plane and data-plane functionality on both physical and virtual firewalls is
integral to all Palo Alto Networks firewalls. These separate planes have dedicated hardware resources
(CPU, RAM, and storage), making them independent of each other. This separation means that heavy use
of one plane will not adversely impact the other plane’s performance. For example, an administrator
could be running a very processor-intensive report, and yet the ability to process packets would not be
affected by this reporting job, because of the separation of the data and control planes.

The control plane provides the management features of the firewall:

e Firewall configuration
e Llogging
e Reporting

The data plane provides the data processing features of the firewall:

e Signature matching
e Security processing

e Network processing
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Sample questions
7. Which management features does the control plane provide? (Choose three.)

A. security processing
B. logging
reporting

C

D. firewall configuration
E. signature matching
F

network processing

8. Which three data processing features does the data plane provide? (Choose three.)

network processing
security processing
signature matching
firewall configuration
logging

reporting

mmo o0 ®w
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9. What are three components of the Network Processing module? (Choose three.)

A. QoS

B. NAT

C. App-ID

D. flow control
E. url match
F. spyware

10. Which approach most accurately defines the Palo Alto Networks SP3 architecture?
A. prioritize first
B. sequential processing
C. scanitall, scan it once

D. zero trust segmentation platform

11. What is the result of using a stream-based design of architecture?
A. superior performance
B. increased latency
C. superior latency
D. increased functionality

Exam Domain 1 — Palo Alto Networks Security Operating
Platform Core Requirements

1.3 Given a network design scenario, apply the Zero Trust security
model and describe how it relates to traffic moving through your
network.

In the traditional security model, internal users, devices, and applications, and the traffic they generated
were trusted (authenticated and allowed access), but verification (monitoring and inspection of their
traffic) was not implemented, because that traffic was “trusted.” This traditional security model is not
effective in combatting today’s sophisticated cyberattacks. Most attacks today are caused by
compromised endpoints such as computers and mobile devices. The endpoint traffic can then traverse the
network laterally within the corporation to infect database servers and other high-value targets. The
traditional security model is a broken trust model.

Thus, internal traffic not only needs to be “trusted,” it also needs to be continually monitored and
inspected for any anomalies such as malware delivery, reconnaissance, exploitation, attacks, malware
installation, and command-and-control (C2) activity.

Note that internal users, devices, and applications do not include just those physically located at the
corporate site; they also include those that access the company site via remote access technologies such

IM

as VPN, Citrix, remote desktop, SSH, HTTP, and HTTPS. Here are some examples of “internal” users.

e Remote employees
e Partners

e Wireless users
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e Remote/branch offices

e Internal employees

Zero Trust is an alternative security model that addresses the shortcomings of the traditional, perimeter-
centric strategies. A perimeter-centric strategy is one where all of the security in enforced at the network
juncture between the internal network and the internet. Zero Trust is rooted in the principle of “never
trust, always verify,” and is designed to address lateral (east-west) threat movement within a network by
segmenting the network and applying security enforcement at each network boundary. For example, an
attacker that infiltrates an endpoint still may need to move laterally throughout the environment to reach
the data center where the targeted content resides.

Data Flow in the Traditional, Perimeter-Centric Network

North-south traffic
secured in the traditional
security model

Perimeter
Firewall

internet

inside

3 Q

East-west traffic
not secured in the traditional
security model
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Data Flow in the Zero Trust Network

GlobalProtect Threat Prevention Aperture AutoFocus
cloud service (services) (services) (services)
(services)
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North-south traffic
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Threat Prévention
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inside
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East-west traffic
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model

" GlobalProtect
(products)

Content-ID

Zero Trust has three main concepts.

All resources are accessed in a secure manner regardless of location:

e This concept is especially important as it relates to mobility. Zero Trust must
secure the following use cases:
o Tablet computers
o Smartphones
o Road warriors
o Laptop users
o Home workers
[ ]

Access control is on a “need-to-know” basis and is strictly enforced:
o Access control must be done on a granular basis.

o The WikiLeaks Attack is one example of an attack that was executed due
to lack of enforcement)
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e All traffic is logged and inspected:
o Not just on perimeter (north-south) traffic
o Must be done on traffic that moves laterally (east-west) inside a network

In summary, both north-south and east-west traffic must be controlled, monitored, inspected, and logged

to prevent today’s sophisticated cyberattacks.

Sample questions

12. Which security model does Palo Alto Networks recommend that you deploy?

A. separation-of-trust

B. Zero Trust
C. trust-then-verify
D. never trust
13. The Zero Trust model is implemented to specifically address which type of traffic?

A. east-west
B. north-south
C. left-right
D. up-down
14. What are the three main concepts of Zero Trust? (Choose three.)

A. All resources are accessed in a secure manner, regardless of location.
Access control is on a “need-to-know” basis and is strictly enforced.

Credentials need to be verified.

All traffic is logged and inspected.

mo O

Internal users are trusted implicitly.
F. External users are trusted explicitly.

15. Which two statements are true about the Zero Trust model? (Choose two.)

A. Traffic is inspected laterally.
B. Trafficis inspected east-west.
C. Internal traffic is implicitly trusted.
D. External traffic is implicitly trusted.
16. Which three Palo Alto Networks products secure your network? (Choose three.)
MineMerge
Aperture
URL filtering
AutoMagnifier
TrapContent
WildFire

mm oo ®w
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Exam Domain 1 — Palo Alto Networks Security Operating
Platform Core Requirements

1.4 Identify stages in the Cyber-Attack Lifecycle and firewall mitigations
that can prevent attacks.

The Cyber-Attack Lifecycle is a sequence of events that an attacker goes through to successfully infiltrate a
network and exfiltrate data from it. A block of just one stage in this lifecycle will protect a company's
network from attack. Palo Alto Networks products prevent advanced cyberattacks at every stage of the
attack lifecycle. The Palo Alto Networks platform protects every part of the global enterprise network: it
addresses vulnerabilities and malware arriving at the endpoint, mobile device, and network perimeter, or
within the data center.

Cyber Attack Lifecycle

-

& A e =] ®
Reconnaissance Weaponization Exploitation Installation Command-and-Control Actions on
and Delivery the Objective

Unauthorized Access _mm

210210
N

When cyberattackers strategize their way to infiltrate an organization’s network and exfiltrate data, they
follow the series of stages that comprise the attack lifecycle. They must progress through each stage to
successfully complete an attack. Block cyberattacks at any point in the cycle to break the chain of attack.
Note that the attacks can follow any order with the attack chain. The following sections describe the
different stages of the attack lifecycle and steps that should be taken at each stage to prevent an attack.

1. Reconnaissance: During the first stage of the attack lifecycle, cyber adversaries carefully
plan their method of attack. Attackers research, identify, and select targets within an
organization such as human resources and financial personnel that will allow them to meet
their objectives. Attackers can gather intelligence through publicly available sources such as
Twitter, LinkedIn, and corporate websites — all the places where a company will share
information about itself. Cyberattackers also will scan for vulnerabilities that can be exploited
within the target network (services and applications) and map out areas that they can take
advantage of.
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Prevent by:

e Performing continuous inspection of network traffic flows to detect and prevent port
scans and host sweeps.

e Implementing security awareness by limiting what should be posted on the internet:
sensitive documents, customer lists, event attendees, job roles, and responsibilities.

2. Weaponization and Delivery: If any vulnerability has been detected by reconnaissance,
attackers next determine which methods to use to deliver malicious payloads. Methods they
might use include automated tools such as exploit kits, spear phishing attacks with malicious
links, infected attachments, and malvertizing.

Prevent by:

e Gain full visibility into all traffic, including SSL traffic, by decrypting it and blocking
high-risk applications

e Extending protections to remote and mobile devices
e Protecting against perimeter breaches by blocking malicious or risky websites using URL filtering

e Blocking known exploits, malware, and inbound command-and-control (C2)
communications using multiple threat prevention disciplines, including IPS, anti-
malware, anti-C2, DNS monitoring, sinkholing, and file and content blocking

e Detecting unknown malware and automatically informing customers and third
parties globally to thwart new attacks

e Providing ongoing education to users about spear phishing links, watering
hole attacks, unknown emails, risky websites, malicious USB drives, and other
attack methods

3. Exploitation: In this stage, attackers deploy an exploit against a vulnerable application or
system, typically using an exploit kit or weaponized document such as a Microsoft Word .doc
or Adobe Acrobat .pdf file. An exploit kit or weaponized document allows the attacker to gain
an initial entry point into the organization.

Prevent by:

o Keep systems patched
e Educating users to recognize phishing attempts
e Blocking known and unknown vulnerability exploits on the endpoint

e Automatically delivering new protections globally to thwart follow-up attacks

4. Installation: After cyberattackers have established an initial foothold, they will install
malware to conduct further operations, such as maintaining access, maintaining persistence,
and escalating privileges. Off-the-shelf tools are the most common method of attack.

Prevent by:

e Preventing malware installation on the endpoint, network, and cloud services
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e Establishing secure security zones with strictly enforced user access controls that
provide ongoing monitoring and inspection of all traffic between zones (Zero
Trust model)

e Limiting local admin access of users

e Training users to identify the signs of a malware infection and know how to
follow up if something occurs

5. Command and Control: With malware installed, attackers own both sides of the connection:
their malicious infrastructure and the infected endpoint. They can actively control the system
and proceed to the next stages of an attack. Attackers will establish a command channel to be
able to communicate and pass data back and forth between the infected devices and their own
infrastructure. Typical surveillance methods include key logging, audio capture, screen capture,
and webcam capture.

Prevent by:

e Blocking outbound C2 communications
e Blocking uploads that match file and data pattern uploads

e Redirecting malicious outbound communication to internal sinkholes to identify and
block compromised hosts

e Blocking outbound communication to known malicious URLs through URL filtering

e Creating a database of malicious domains to ensure global awareness and
prevention through DNS monitoring

e Limiting the attacker’s ability to move laterally within a network

6. Actions on the Objective: These actions are completed by an active attacker. After
attackers have control, persistence, and ongoing communication between the endpoint and
the attacker’s infrastructure, they will act to achieve their goal. Their objective could be to
exfiltrate data, destroy critical infrastructure, deface a website, or create fear or the means

for extortion.

Prevent by:

e Using threat intelligence tools to proactively hunt for indicators of compromise (loCs)
on the network

e Monitoring and inspecting all traffic between security zones
e Enforcing user access controls across secure zones

e Blocking outbound C2 communications along with traffic that matches file and data
pattern uploads

e Using URL filtering to block outbound communication to known malicious URLs

e Implementing granular control of applications and applying user control to
enforce file transfer application policies on the enterprise

e Eliminating known archiving and transfer tactics and limiting the attacker’s ability to
move laterally within a network
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As was mentioned, advanced attacks are very complex because an adversary can succeed only by
progressing through every stage of the attack lifecycle. If they cannot successfully take advantage of
vulnerabilities, then they cannot install malware and will not be able to obtain command and control over
the system. Cyber-security is asymmetric warfare: An attacker must do everything correctly to succeed,
but a network defender needs to do only one thing correctly among multiple opportunities to prevent an
attack.

Disruption of the attack lifecycle relies not only on technology but also on people and processes in the
organization. The people must receive ongoing security awareness training and be educated in best

practices to minimize the likelihood of an attack progressing past the first stage. Processes and policies
must be in place for remediation if an attacker successfully progress through the entire attack lifecycle.

Here is a link to an on-demand webinar that examines the anatomy of real attacks carried out by
advanced adversaries: https://www.paloaltonetworks.com/resources/webcasts/defeat-pragmatic-
adversary.html

Sample questions

17. True or false: Blocking just one stage in the Cyber-Attack Lifecycle is all that is
neededto protect a company's network from attack.
A. True
B. False
18. What are two stages of the Cyber-Attack Lifecycle? (Choose two.)
A. Weaponization and delivery

Manipulation
Extraction

O N w®

Command and Control
19. Command and control be prevented through which two methods? (Choose two.)
exploitation

DNS Sinkholing
URL filtering
D. reconnaissance

0w >

20. Exploitation can be mitigated by which two actions? (Choose two.)

A. keeping systems patched

using local accounts

B
C. blocking known and unknown vulnerability exploits on the endpoint
D. providing admin credentials
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Exam Domain 2 — Simply Passing Traffic

2.1 Identify and configure firewall management interfaces.

Management Access to the Palo Alto Networks Firewalls

Four methods are used to manage the Palo Alto Networks next-generation firewalls:

e Web interface
o CLI
e Panorama

e XML API

All Palo Alto Networks firewalls provide an out-of-band management port (MGT) that you can use to
perform firewall administration functions. The MGT port uses the control plane, separating the
management functions of the firewall from the data processing functions (data plane). This separation
between the control plane and data plane safeguards access to the firewall and enhances performance.
When you use the web interface, you must perform all initial configuration tasks from the MGT port even
if you plan to use an in-band data port for managing your firewall. A serial/console port also is available
to accomplish initial configuration of the firewall using SSH or Telnet.

Some management tasks, such as retrieving licenses and updating the threat and application signatures
on the firewall, require access to the internet, which typically is done via the MGT port. If you do not
want to enable external access via your MGT port, you can set up an in-band data port on the data plane
to provide access to required external services (using service routes). Service routes are explained in more
detail in a following section.

Initial Steps to Gain Access to the Firewall

The first step to gain access to the firewall for the first time is to gather the following information. Note
that if the firewall is set up as a DHCP client, this information will be included automatically via DHCP.

e [P address for MGT port

e Netmask

e Default gateway

e Atleast one DNS server address

The second step is to connect a computer to the firewall using either an RJ-45 Ethernet cable or a serial
cable.

An RJ-45 Ethernet cable is connected from your computer to the firewall MGT port. From a browser,
navigate to https://192.168.1.1. Note that you may need to change the IP address on your computer to
an address in the 192.168.1.0/24 subnet, such as 192.168.1.2, to access this URL.

The serial cable is connected from your computer to the firewall console port using terminal emulation
software such as SSH or Telnet. The default connection parameters are 9600-8-N-1.

The third step is to log in to the firewall. The default username is ‘admin’ and the default password is
admin.
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Four Firewall Management Methods

Web interface: The web interface is used for configuration and monitoring over HTTP or HTTPS using a
web browser. HTTPS is the default method; HTTP is available as a less secure method than HTTPS.

Managemend Inferface Setlings
IF Type () Stabic CHCP Therit

3 t IP Address |52 168.1 254

- Netmask 265.265.255.0 N

¢ F | et 102 LE8. L. 1D This the location where you can
1P AddrossiProfix Length specify hostip addresses or
Cfanik [Pk Catmonary subnets of devices that can use
| p— = the management interface.
MTU 1500

Adrpinestrative Management Services

Insecure applications | {Hm i & Secure applications

Teiret o '53"_/[,_

Metwork Services

[

HITR OCSP ¥ Ping

b e -0

S

CLI: The CLI is text-based configuration and monitoring over Secure Shell (SSH) or Telnet using the console
port. The Palo Alto Networks firewall CLI offers access to debugging information and often is used by
experienced administrators for troubleshooting. The account used for authenticating into the CLI must

have CLI access enabled.

The CLI command prompt will be in operational mode by default. The commands available within the
context of operational mode include basic networking commands such as ping and traceroute, basic
system commands such as show, and more advanced system commands such as debug. Commands to
shut down and restart the system also are available from within operational mode.

Access configuration mode by typing the command configure while in operational mode.

Configuration mode enables you to display and modify the configuration parameters of the firewall, verify
candidate configuration, and commit the config.

The following figure shows an example CLI screen with the first lines of show system statewhilein
operational mode:

© 2019 Palo Alto Networks 36



2 192.168.1.254 - PuTTY

hostname: firewall-a
ip-address: 192.168.1.25%4
public-ip-address: unknown
netmask: 255.255.255.0
default-gateway: 168.1.10
ip-assignment: stat
ipub-address: unknown
ipu6-link-local-address: fe80::250:56FF:Feb1:b371/64
ipu6-default-gateway:
mac-address: 00:50:56:b1:b3:71
time: Thu Hov 22 :

uptine: 2 days, 8

family: um

mnodel : PA-UM

serial: @15351000006222
vm-mac-base: EL:A7:49:2E:hN:00
vm-mac-count: 256

uvm-uuid: 4231CB76-083A4-99DE-654F-3BBB7FCFSEBAS
um-cpuid: ESX:F1060400FFFBAB1F
vm=license: UM-50

vm-mode : UNWare ESXi
cloud-mnode: non-cloud

Panorama: Panorama is a Palo Alto Networks product that provides centralized web-based management,
reporting, and logging for multiple firewalls. Use Panorama for centralized policy and firewall
management to increase operational efficiency in managing and maintaining a distributed network of
firewalls. If you have six or more firewalls deployed in your network, you should use Panorama to reduce
the complexity and administrative overhead needed to manage configuration, policies, software, and
dynamic content updates. The Panorama web interface is similar to the firewall web interface, but with
additional management functions.

XML API: The XML API provides a representational state transfer (REST)-based interface to access firewall
configurations, operational status, reports, and packet captures from the firewall. An APl browser is
available on the firewall at https://<firewall>/api, where <firewall> is the hostname or IP address of the
firewall. You can use this API to access and manage your firewall through a third-party service, application,
or script.

The PAN-OS® XML API can be used to automate tasks such as:

e Create, update, and modify firewall and Panorama configurations

e Execute operational mode commands, such as restarting the system or validating configurations
e Retrieve reports

e Manage users through User-ID

e Update dynamic objects without having to modify or commit new configurations

Interface Management Profiles

Management of Palo Alto Networks firewalls is not limited to using a dedicated MGT interface or console
port. Data interfaces on the data plane also can be used as management interfaces. If the MGT interface
goes down, you can continue to manage the firewall by allowing management access over another data
interface. Each data interface includes configurations for binding various services to them:
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e HTTPS (default)
e SSH (default)
e Ping (default)

e Telnet

e HTTP

e SNMP

e Response Pages
e User-ID

An interface management profile protects the firewall from unauthorized access by defining the protocols,
services, and IP addresses that a firewall interface permits for management. For example, you might want
to prevent users from accessing the firewall web interface over the ethernet1/1 interface but allow that
interface to receive SNMP queries from your network monitoring system. In this case, you would enable
SNMP and disable HTTP/HTTPS in an interface management profile and assign the profile to ethernet1/1.

HTTPS includes the web interface service and should be included on at least one data interface. The
Permitted IP Addresses field allows an Access Control List to be included, thus restricting access to any
interface with this profile assigned. If no IP addresses are added to the list of Permitted IP Addresses, then
any IP address is allowed. After at least one IP address is added to the list, only those IP addresses are
allowed access.

You can assign an interface management profile to Layer 3 Ethernet interfaces (including subinterfaces)
and to logical interfaces (aggregate group, VLAN, loopback, and tunnel interfaces). If you do not assign an
interface management profile to an interface, the firewall denies management access for all IP addresses,
protocols, and services by default.

Interface Management Profile Screenshot 1

Interface Management Profile

Mame  Standard Trusted Interface

Permitted Services

@ Ping

[ Telnet

[ ss

(] wrre

[ ] wrre acse

[V HrTRS

L] snme

@ Response Pages

@ User-ID

|:| User-1D Syslog Listener-55L

[ ] user-p Syslog Listener-UDP

Ex. IPv 1592.168.1.1 or 192.168.1.0/24 or IPvé 2001:db8:123:1::1 or
2001:db8:123:1::/64
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Interface Management Profile Screenshot 2

asdl Interfaces n #

Name Ping Telnet SSH HTTP

Interface Management Profile

Any hostwith an ip address
of 1.1.1.3 orany hoston
the 192.168.1.0/24 subnet
has access.

1.1.1.3
.., ] 192.168.1.0/24

. .
R

Interface Mgmt
Profile Object

[ user-Io

|| User-ID Syslog Listener-55L

|_| User-1D Syslog Listener-UDP

Firewall Dashboard Web Interface

Firewall Dashboard

The firewall Dashboard provides information in a condensed format. It is the main screen for web
interface management.

3 Widget Categories
EEEEE
asEE

2460

DataLogs =
General Information

o data avalatie. Locks o

wrknown
Fo00::250:56fF Feb1:6371/64

Current
software
version

What you are
licensed for,
and the
current version
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The Dashboard is customizable and allows you to determine which widgets to display:

e Application widgets:

o ACCRisk Factor

o Top Applications

o Top High Risk Applications
e Logs widgets:

o Config Logs

o Data Filtering Logs

o System Logs

o Threat Logs

o URL Filtering Logs
e System widgets:

o General Information
o High Availability
o Interfaces
o Locks
o Logged In Admins
o System Resources

Functional Category Tabs

Management of the firewall is conducted using seven category tabs, which are listed and briefly described

as follows:
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The Dashboard Page and Functional Categories Tabs

< C A bupS//192.168.1.254

) NewTab % VM

paloalto Functional Category tabs

Dashboard ACC Monitor Policies Objects Network Device
et 193913
rT =7
1 s 7 9 Admin From Client Session Start Idle For
BEEEE adme 2 1 11/20 17:59:20 49:59:185
BE admi 192.168.1.20 web 11/22 18:57:49 00:00:00s
2 4 6 8
Data Logs o x
No data avatable. I
Device Name  frewal-a !
System Logs S x
N Description I
452108010 PAN-DB was upgraded to ve
urknown onetworks. com completed
fe80::250:56fF Feb1:b371/64

s 00:50:56:b1:b3:71 0 faled, suthentication type none

Model  PA-YM

vorks. com completed
erd #  015351000006222

PUT ESX:F1060400FFFBABIF

uuIC 4231CB76-03A4-93DE-654F-28087FCFSED4 vor ks, com completed

Ilicense VM-S0
PAN-DE was upgradec 2

VM Mode WM & ESY

1 VYMWare ESX pdates.paioakonetworks. com completed 11/22 19:40:06

8.1.0 successfully, initisted by 192.168.1.254

nnection to Update
0.0.0

7864559 (03/02/18)

785-4559 (03/02/18)

2540-3036 (03/05/18)

294407-297042 (11/06/18)

20181122.2023¢

Y 67-98 (09/19/17)

Time Thu Nov 22 19:59:25 2018

prime 2 days, 7:24:58

e Dashboard: Provides general information such as device name, MGT IP address, and licensing
information. This page can be augmented by adding widgets.

e ACC: Uses the firewall logs to graphically depict traffic trends on your network

e  Monitor: Provides logging visibility and the ability to run packet captures

e Policies: Allows the creation of policies such as security policies and NAT policies

e Objects: Allows the creation of objects such as Address objects

o Network: Allows the configuration of network parameters such as interfaces and zones

e Device: Allows the configuration of system information such as the hostname or banners

Tasks Icon

The Tasks icon appears at the bottom right. Select it to display the tasks that you, other administrators, or
the PAN-OS software has initiated since the last firewall reboot (for example, manual commits or
automatic FQDN refreshes).
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Service Routes

By default, the firewall uses the management interface to communicate with various servers including

those for External Dynamic Lists, DNS, email, and Palo Alto Networks updates servers. The management

interface also is used to communicate with Panorama. Service routes are used so that the communication

between the firewall and servers goes through the data ports on the data plane. These data ports require

appropriate security policies before external servers can be accessed.

Configuring Service Routes

Go to Device > Setup > Services > Service Route Configuration > Customize and configure the appropriate

service routes. See the following figures:

Management

First 15 of |

il 26 services |
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To configure service routes for non-predefined services, you can manually enter the destination addresses
in the Destination section:
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Service Route Configuration

.| Use Management Interface for all (®) Customize

IPvd  IPvB IDestinalinﬂ I

[ 192.168.27.33 ethernet1/2 192.168.27.254/24

[ 192.168.27.34 MGT 192.168.27.5

In the example shown, the service route for 192.168.27.33 is configured to source from the data plane’s
ethernet1/2 interface, which has a source IP address of 192.168.27.254 192.168.27.254.

Firewall Services

Palo Alto Networks firewalls provide three primary services: DNS, DHCP, and NTP.

DNS

Domain Name System (DNS) is a protocol that translates (resolves) a user-friendly domain name such as
www.paloaltonetworks.com to an IP address so that users can access computers, websites, services, or
other resources on the internet or private networks. You must configure your firewall with at least one
DNS server so it can resolve hostnames.

Firewall requires DNS
resolution for management

; g DMNS Server
services

Configuring DNS

To configure DNS, select Device > Setup > Services > Global and Edit. (For firewalls that do not support
multiple virtual systems, there is no Global tab; edit the Services tab.) On the Services tab, for DNS, click
Servers and enter the Primary DNS Server address and Secondary DNS Server address. Click OK and
Commit.
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7 @Cabfu:a(e Management
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@3 Certificate Profle
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DHCP

A Palo Alto Networks firewall acting as a DHCP client (host) can request an IP address and other

Senices

Update Server
VYerify Update Server Iderkity
DNS

updates.paloakonetworks.com
v
Servers

Primary DNS Server

Secondary DNS Server

4.2.2.2 Define one or two
8.8.8.8 DNS servers

FQDN Refresh Time (sec)

Proxy Server

Primary NTP Server Address

Primary NTP Server Authentication Type
Secondary NTP Server Address

w Service Route Configuration

1800

192.168.1.20
None

Senvices Features

configuration settings from a DHCP server. The use of DHCP saves time and effort because users need not

know the network’s addressing plan or other options, such as default gateway, they are inheriting from

the DHCP server.

Some configuration parameters that DHCP can learn dynamically follow:

e |P address for MGT port
e Netmask

e Default gateway

e At least one DNS server address
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Management Interface DCHP Client Option
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|
Kerberos
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NTP

NTP client information is optional. The NTP information can be obtained via DHCP if the firewall is
configured as a DHCP client.

Configuring NTP

Select Device > Setup > Services > Global and Edit. (For firewalls that do not support multiple virtual
systems, there is no Global tab; edit the Services tab.)
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Sample questions

21. What are two firewall management methods? (Choose two.)

Imwlomm|m|um|wmuu|m

Senvices

Update Server  updates.paloakonetworks.com
Verify Update Server Idertity /
DNS  Servers
Primary DNS Server 4.2.2.2
Secondary DNS Server 8.8.8.8
FQDN Refresh Time (sec) 1800
Proxy Server

Define NTP server
IP address here

Primary NTP Server Authentication Type None
Secondary NTP Server Address

Senices Features

w ervice Route Configuration

22. Which two devices are used to can connect a computer to the firewall for management purposes?

RJ-45 Ethernet cable

23. What is the default IP address on the MGT interfaces of a Palo Alto Networks firewall?

A. CL

B. RDP

C. VPN

D. XMLAPI
(Choose two.)

A. rollover cable

B. serial cable

C.

D. USB cable

A.192.168.1.1

B. 192.168.1.254

C.10.0.0.1

D. 10.0.0.254

24. What are the two default services that are available on the MGT interface? (Choose two.)

@

C.
D.

HTTPS
SSH
HTTP
Telnet

25. True or false. Service route traffic has Security policy rules applied against it.

A.
B.
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26. Service routes may be used to forward which two traffic types out a data port? Choose two.)

External Dynamic Lists

B. MineMeld
C. Skype
D. Palo Alto Networks updates

Exam Domain 2 — Simply Passing Traffic

2.2 Identify how to manage firewall configurations.

Manage Configurations Using Candidate and Running Configurations

All configuration changes in a Palo Alto Networks firewall are done to a candidate configuration, which
resides in memory on the control plane. A commit activates the changes since the last commit and installs
the running configuration on the data plane, where it will become the running configuration.

[ Running Configuration N

Data Plane
Memory

N

Control Plane  Candidate Configuration

Memory i

Save named configuration snapshot (nnnn.xml)
Save candidate configuration (snapshot.xml)

Load named configuration snapshot (nnnn.xml, xxx-running.xml, running-config-xml)
MGT Load configuration version

Export named configuration snapshot
Export configuration version
Export device state

A

feeeiiiiia....l Import named configuration snapshot
Import device state

Candidate Configuration

The act of saving your changes to the candidate configuration does not activate those changes. A
commit must be performed on the firewall to activate the changes and to cause the candidate
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configuration to become the running configuration. The commit can be done either via the web
interface or the CLI.

The candidate configuration can be saved as either a default snapshot file (snapshot.xml) or as a

custom-named snapshot file (hnnnn.xml). However, a firewall does not automatically save the candidate
configuration to persistent storage; you must manually save the candidate configuration. If the firewall
reboots before you commit your changes, you can revert the candidate configuration to the current
snapshot to restore changes you made between the last commit and the last snapshot, using the Revert
to last saved configuration option.

Running Configuration

The running configuration is a configuration that is saved within a file named running-config.xml. The
running configuration exists in data plane memory, where it is used to control firewall traffic and operate
the firewall. A commit operation is necessary to write the candidate configuration to the running
configuration.

After you commit changes, the firewall automatically saves a new version of the running configuration
that is timestamped. You can load a previous version of the running-configuration using the Load
configuration version option. The firewall queues commit requests so that you can initiate a new commit
while a previous commit is in progress. The firewall performs the commits in the order they are initiated
but prioritizes commits that the firewall initiates automatically, such as FQDN refreshes.

If a system event or administrator action causes a firewall to reboot, the firewall automatically reverts to
the current version of the running configuration.

Manage Running and Candidate Configurations

Palo Alto Networks firewall configurations are managed using five categories, which are found under

Device > Setup > Operations and are described in the next sections:

e Revert
e Save
e Load
e Export
e Import
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Management | Operations | Services | Interfaces | Telemetry | ContentlD | WildFire | Session

Configuration Management

Revert Rewvert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration
Load Load namad configuration snapshot
Load configuration version
Export Export named configuration snapshaob
Export configuration version
Export device state
Import Import named configuration snapshot

Import device state

As a best practice, periodically save candidate configurations.

Revert to Last Saved Configuration

This option restores the default snapshot (snapshot.xml) of the candidate configuration (the snapshot that
you create or overwrite when you click Device > Setup > Operations > Save candidate configuration or
Save at the top right of the web interface). This option restores the last saved candidate configuration
from the local drive. The current candidate configuration is overwritten. This quick restore is useful when
you work on “hot” boxes.

The first message asks if you want to continue with the restore:

Revert

Revert to last saved configuration. Continue?

The second message informs you which file has been restored:

Config loaded from .snapshot.xml

Revert to Running Configuration

This option restores the current running configuration. This operation undoes all the changes you made to
the candidate configuration since the last commit and restores the config from the running-config.xml file.
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The first message asks if you want to continue with the revert:

a Revert to running configuration. Continue?

The second message informs you which file has been restored.

Config loaded from running-config.xml

Save Named Configuration Snapshot

This option creates a candidate configuration snapshot that does not overwrite the default snapshot
(.snapshot.xml). Enter a custom name for the snapshot or select an existing snapshot to overwrite. This
function is useful when you create a backup file or a test configuration file that could be downloaded for a

further modification or testing in the lab environment.

Management | Operations | Sendcas | Inferfacas | Telemeiry | ConfentiD | WidFire

Sesslon | HSM

Save Named Configuration

(AR rddate-config

v

edu-210-4ab-01
edu-210-ab-02
odu-210-lab-03
edu-210-lab-0¢
edu-210-ab-05
edu-210-ab-06
edu-210-ab-07
edu-210-2b-08
edu-210-ab-09
edu-210-ab-10
edu-210-ab-11
ledu-210-ab-12

b Y Candidate config =
Platform-Associate- TP-NGFW

ctf-game-start ————

edu-210-4ab-13 ———
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Previously saved
custom Named

Configuration
Snapshots
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Managament Operatlons S8nices Interfacas

Save Candidate Configuration

Telematry Content-1D WiigFire Sesslon HSM

Save Named Configuration

Neme
edu-214-13b-09

edu-214-ab-10
edu-220-lab-02-firewall-a
odu-220-lab-05-firewall-a
edu-220-lab-06-firewall-a
edu-330-81-lab-01
edu-330-81-lab-02
edu-330-81-lab-04
edu-330-81-lab-05
edu-330-51-lab-06
edu-330-81-lab-07
odu-330-81-lab-08
edu-330-81-lab-09
edu-330-81-lab-10-A
edu-330-81-lab-11-A

running-config.xml running config is an option here

This option creates or overwrites the default snapshot (snapshot.xml) of the candidate configuration (the
snapshot that you create or overwrite when you click Device > Setup > Operations > Save candidate
configuration or Save at the top right of the web interface).

Load Named Configuration Snapshot

This option overwrites the current candidate configuration with one of the following:

e Custom-named candidate configuration snapshot (instead of the default snapshot)

e Custom-named running configuration that you imported

e Current running configuration (running-config.xml)

© 2019 Palo Alto Networks

52



Management Uperaiions Bavices In6riacas 18iemalry Uonieni-iu Yeligire Jession H5M

Load Named Configuration ®

Key ecb-ZlHd:rO‘?\
Losd | ] edu-214-4ab-10
edu-220-lab-02-firewall-a
edu-220-lab-0S-firewsall-a
edu-220-lab-06-firewall-a
edu-330-81-1ab-01

Import edu-330-81-lab-02 Here are multiple Save
edu-330-81-lab-04 >— Named Configuration
edu-330-81-lab-05 Snapshots
edu-330-81-1ab-06

edu-330-81-1ab-07
du-330-81-lab-08
edu-330-81-lab-09
edu-330-81-ab-10-A

HErESHRe .cdr330'81-|0b-ll-ﬂ —

running config

Load Configuration Version

This option overwrites the current candidate configuration with a previous version of the running
configuration that is stored on the firewall. The firewall creates a timestamped version of the running
configuration whenever a commit is made.

WAy men Upsidi o DRIV LML | BiImsIry LAmsm-u YIurie oEsEIOn oM
Configuration Management
Load Versioned Configuration ®

B2}
62 (2018/11/22 19:39:23+00) -
61 (2018/11/20 17:51:16+00)
60 (2018/11/20 17:43:00400)
59 (2018/11/06 19:26:15+00)
58 (2018/11/06 18:53:16+00)
57 (2018/11/06 18:52:14+00)
S6 (20181105 18:50:27+00)
S5 (2018/11/06 18:49:26+00)
54 (2018/11/06 18:46:51+00)
53(2018/10{31 17:57:15+00)
52(2018{10{31 17:19:244+00)
51 (2018{10/31 17:15:09+00)
50 (2018/10/23 23:55:50+00)
49 (2018/10{23 23:54:14+00)
48 (2018/10{23 23:44:13+00)
47 (2018/10/23 23:35:28+00) il

Export Named Configuration Snapshot

This option exports the current running configuration, a candidate configuration snapshot, or a previously
imported configuration (candidate or running). The firewall exports the configuration as an XML file with
the specified name. You can save the snapshot in any network location. These exports often are used as
backups. These XML files also can be used as templates for building other firewall configurations.
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Export Configuration Version

This option exports a version of the running configuration as an XML file.

Export Device State

This option exports the firewall state information as a file. In addition to the running configuration, the
state information includes device group and template settings pushed from Panorama, if applicable. If the
firewall is a GlobalProtect portal, the bundle also includes certificate information, a list of satellites that
the portal manages, and satellite authentication information. If you replace a firewall or portal, you can
restore the exported information on the replacement by importing the state bundle.

Import Named Configuration Snapshot

This option imports a running or candidate configuration as an XML file from any network location such as
a host computer. Click Browse and select the configuration file to be imported. The XML file then can be
loaded as a candidate configuration and even ultimately loaded as the running configuration if required.

Management Operatlons AV CAS nterfacas lelemalry Content-1D Wlig

You can browse to your host
computer or another network device
to load previously exported .xml files

Import Named Configuraton

Import Fie

Import Device State

This option imports the state information file that you exported from a firewall using the Export device
state option. The state information includes the running configuration and device group and template
settings pushed from Panorama, if applicable. If the firewall is a GlobalProtect portal, the bundle also
includes certificate information, a list of satellites, and satellite authentication information. If you replace
a firewall or portal, you can restore the information on the replacement by importing the state bundle.
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Sample questions

27. Which plane does the running-config reside on?

A. Management
B. Control
C. Data
D. Security
28. Which plane does the candidate config reside on?
A. Management
B. Control
C. Data
D. Security
29. Candidate config and running config files are saved as which file type?
A. EXE
B. TXT
C. HTML
D. XML
E. RAR

30. Which command must be performed on the firewall to activate any changes?

commit
B. save
C. load
D. save named
E. import
F. copy
31. Which command backs up configuration files to a remote network device?
A. import
B. load
C. copy
D. export

32. The command load named configuration snapshot overwrites the current candidate
configuration with which three items? (Choose three.)

A.

mo O ®

custom-named candidate configuration snapshot (instead of the default snapshot)
custom-named running configuration that you imported

snapshot.xml

current running configuration (running-config.xml)
Palo Alto Networks updates
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Exam Domain 2 — Simply Passing Traffic

2.3 Identify and schedule dynamic updates.

Dynamic Updates

To ensure that you are always protected from the latest threats (including those that have

not yet been discovered), you must keep your firewalls up-to-date with the latest content

and software updates published by Palo Alto Networks. Palo Alto Networks regularly posts

updates for application detection, threat protection, and GlobalProtect data files through

dynamic updates.

You configure how frequently the firewall.

checks for available updates.

The firewall can check for:

* Antivirus updates every hour.

* Applications and threats every 30 minutes.

*  WildFire every 1 minute (this is a best practice)

“Ajiep paysiignd pnopaysiig

__| uior o5 Aone parepdn 8a-NVd

WildFire po
GlobalProtect URL Filtering

Threat Prevention

ildFi AV signatures App-ID .
(services) WildFire cloud services g PP (services)
[PAN-DB or BrightCloud] [Applications] [Applications and Threats]
\/ Requiresa Threat Protection License
Requires a Maintenance/Support Contract

GP | RequiresaGlobal ProtectLicense

Q Requires aBrightCloud License

[esssssssssesssssesssssnsssssenessell
Requires a WildFireLicense

p
Requires a PAN-DB URLFilteringLLicense

The following content updates are available, depending on which subscriptions you have:

Antivirus: Includes new and updated antivirus signatures, including WildFire®
signatures and automatically-generated command-and-control (C2) signatures.
WildFire signatures detect malware seen first by firewalls from around the world.
You must have a Threat Prevention subscription to get these updates. New antivirus
signatures are published daily.

Applications: Includes new and updated application signatures. This update does not
require any additional subscriptions, but it does require a valid maintenance/support
contract. New applications are published monthly, and modified applications are
published weekly. To best deploy application updates to ensure application availability,
be sure to follow the Best Practices for Application and Threat Content Updates.
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e Applications and Threats: Includes new and updated application and threat
signatures, including those that detect spyware and vulnerabilities. This update is
available if you have a Threat Prevention subscription (and you get it instead of the
Applications update). New and modified threat signatures and modified applications
signatures are published weekly; new application signatures are published monthly.
The firewall can retrieve the latest update within 30 minutes of availability. To best
deploy application and threat updates based on your security and application
availability needs, be sure to follow the Best Practices for Application and Threat
Content Updates.

e GlobalProtect Data File: Contains vendor-specific information for defining and
evaluating host information profile (HIP) data returned by GlobalProtect apps. You
must have a GlobalProtect license (subscription) and create an update schedule to
receive these updates.

e GlobalProtect Clientless VPN: Contains new and updated application signatures to
enable clientless VPN access to common web applications from the GlobalProtect
portal. You must have a GlobalProtect license (subscription) and create an update
schedule to receive these updates and enable clientless VPN to function.

e Palo Alto Networks (PAN-DB) URL filtering: Complements App-ID by enabling you to
configure the firewall to identify and control access to web (HTTP and HTTPS) traffic
and to protect your network from attack. If URL filtering is enabled, all web traffic is
compared against the URL filtering database, which contains a listing of millions of
websites that have been categorized into 60 to 80 categories.

Although the Palo Alto Networks URL filtering solution supports both BrightCloud and PAN-DB, only the
PAN-DB URL filtering solution allows you to choose between the PAN-DB Public Cloud and the PAN-DB
Private Cloud. Use the public cloud solution if the Palo Alto Networks next-generation firewalls on your
network can directly access the internet. If the network security requirements in your enterprise prohibit
the firewalls from directly accessing the internet, you can deploy a PAN-DB private cloud on one or more
M-500 appliances that function as PAN-DB servers within your network. PAN-DB URL filtering requires a
PAN-DB URL filtering license.

Every 5 to 10 minutes a new version is published that contains updated categorization data and an
incremented version number. Each time the Palo Alto Networks firewall sends a request to the cloud, it
checks the current version number. If the number is different, the firewall upgrades the device’s version to
the current cloud version. The primary purpose of the frequency of updates is to leverage native
integration with WildFire®, which creates new signatures and records malicious URLs every 5 minutes.

e BrightCloud URL Filtering: Provides updates to the BrightCloud URL filtering
database only. You must have a BrightCloud subscription to get these updates. New
BrightCloud URL database updates are published daily.

e WildFire: Available with a WildFire subscription, this update provides near- real-time
malware and antivirus signatures created as a result of the analysis done by the
WildFire cloud service. As a best practice, schedule the firewall to retrieve any WildFire
updates every minute). If you have a Threat Prevention subscription and not a WildFire
subscription, you must wait 24 to 48 hours for the WildFire signatures to be added
into the antivirus update.
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Downloading and Installing Updates

WF-Private: Provides malware signatures generated by an on-premises WildFire appliance.

You can view the latest updates, read the release notes for each update, and then select the update you
want to download and install. You also can revert to a previously installed version of an update.

Always review Content Release Notes for the list of the newly identified and modified applications and
threat signatures that the content release introduces.

Version & Fle Name Features Type  Release Date Downloaded c"""‘: Action Documentation
¥ Antivirus Last checked: 2018/03/0S 10:38:02UTC  Schedule: None

panup-al-antivirus-2477-2971 Ful 2017/12f31 12:04:57 UTC ¥ previously t

panup-al-antivir Ful 2018/03/01 12:04:01 UTC onriosd

panup-al-antivin Ful 2018/03/02 12:02:18 UTC

panup-al-antivins-253 Ful 2018/03/03 12:00:49 UTC

panup-al-antivirus Ful 2018/03/04 12:04:39 UTC

panup-al-antivinus-254 Ful 2018/03/0S 12:04:42 UTC v v
v Applications and Threats Last checked: 2018/11/21 01:02:05UTC  Schedule: Every Wednesday at 01:02 (Download only)

3 4 panupvz-al-contents-739-4252 Apps, Threats Full )17/10/05 23:13:22 UTC ¥ previously evert
panupvz-al-contents-785-4559 Apps, Threats Ful 20184 v
panupv2-all-content: 104 Apps, Threats Ful 2018/10, C owrload
panupvz-al-contents-8083-5105 Apps, Threats Ful 20181024 0S.
panupv2-all-contents-8084-5108 Apps, Thrests Ful 2018/10,
panupv2-all-contents- Apps, Threats Ful 2018/10j31 21
panupv2-al-cortent: 122 Apps, Threats Ful 2018/11/02 19;
panupvz-ali-contents-8087-5126 Apps, Threats Full 2018/11/07 01:11:47 UTC
panupy2-al-contents-G068-5134 Apps, Thrests Ful 2018/11/09 04:47:16 UTC
panupvZ-alkcontents-8089.5136 Apps, Threats Ful 2018/11/09 23:44:11 UTC

8090-5142 panupvz-al-contents-8020-5142 Apps, Threats Ful 2018/11/13 10:33:1S UTC

8091-5149 panupvZ-al-cortents-8091-5149 Apps, Threats Ful 2018/11/16 08:08:10 UTC

8092-5156 panupv2-all-contents-8092-5156 Apps, Thrests Ful 2018/11/20 05:09:53 UTC v Instaf

¥ GlobalProtect Clientiess VPN Last checked: 2018/03/05 10:32:50 UTC  Schedule: None

67-98 panup-al-gp-67-98 GlobalProtectChentl Full 2017/09]19 16:50:56 UTC v v !
¥ GlobalProtect Data File Schedule: None

v WildFire Last checked: 2018/11/06 GBUTC  Schedule: None

You can download updates directly from the Palo Alto Networks update server. You also can download
the updates to another system such as a user desktop or a Panorama management appliance and then
upload them to the firewall. Whether you download an update through the web or upload an update

from Panorama, the update will appear in the list of available updates at Device > Dynamic Updates.

Click Install to install the updates.

Downloading Updates

v WildFire Last checked: 2016/01/12 14:10:06 PST

28675- panupv2-all-wildfire- PAN-OS 7.1 Full

29396 28675-29396.candidate and later
Installing Updates

28676- panupv2-all-wildfire- PAN-OS 7.1 | Full

25397 and later

28676-29397 .candidate
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Schedule: None

4MB 2016/01/12 Download

14:08:33 PST

4 ME| 2016/01/12
14:13:34 PST
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Software Updates

PAN-OS® updates are managed in the Device > Software section of the web interface. A final system

reboot must be performed to put the new PAN-OS software into production. This reboot is disruptive and

should be done during a change control window.

The software downloads are done over the MGT interface by default. A data interface can be used to

download the software using a service route. The latest version of applications and threats must be

installed to complete the software installation. If your firewall does not have internet access from the

management port, you can download the software image from the Palo Alto Networks Customer Support

Portal and then manually Upload it to your firewall.

Before you upgrade to a newer version of software:

Always review the release notes to determine any impact of upgrading to a newer
version of software.

Ensure the firewall is connected to a reliable power source. A loss of power
during an upgrade can make the firewall unusable.

Although the firewall automatically creates a configuration backup, a best
practice is to create and externally store a backup before you upgrade.

To upgrade to a newer version of software, complete the following steps:

1.

Version

8.1.0

8.0.6

8.0.6-h3

8.0.5

8.04

5.
6.

Ensure you follow the correct upgrade path. When you upgrade, typically you must
download the x.0 base release before you install the maintenance or feature release.
For example, to upgrade from 7.x.y to 8.x.y, download both 8.0 and 8.x.y. 8.0
automatically is installed when you install 8.x.y.

Select Device Software and click Check Now to display the latest PAN-OS updates.
Locate and Download the applicable PAN-OS software

After you download the image (or, for a manual upgrade, after you upload the
image), Install the image.

Size Release Date Available Currently Installed Action
485 MB Uploaded [,}
348 MB Uploaded v
348 MB 2017/12/12
23:52:41
329 MB
295 MB
298 MB 2017/06/18
14:56:08

After the installation completes successfully, reboot the firewall.

Verify that the firewall is passing traffic.

Select Monitor Session Browser and verify that you are seeing new sessions:
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Start Time

H 02/02
12:04:27

& 02/05
15:06:39
M 02/05
15:27:01
@ 01/31
20:10:22
H 02/05
15:24:11
'@ 02/05
10:09:58
© | 02/05
15:12:53

@ | 01/30
11:27:10

H 02/04
14:06:08

@ 02/03
22:09:27

H  02/05
15:20:19

;;Dnrg -Iz—gne Source Destinati... E:?
T-Zone T-Zone 4527

T-Zone T-Zone 18222
T-Zone T-Zone 61150
T-Zone T-Zone 48591
T-Zone I-Zone 31732
T-Zone T-Zone 62544
T-Zone I-Zone 56383
T-Zone | T-Zone 4096

T-Zone I-Zone 61253
T-Zone T-Zone 2385

T-Zone T-Zone 53111

Sample questions

33. What is the shortest time interval that you can configure a Palo Alto Networks
firewall to download WildFire updates?

To Port  Proto...
80 )
40822 | 17
10495 17
30 &
40356 17
30 &
6937 | 17
30 &
80 6
30 &
26640 | 17

Applicati...

web-
browsing

bittorrent

bittorrent

web-
browsing

web-

facebook-

base

Rule
Required
Infrastructure
Allowed Personal
Apps
llowed Persanal
Apps
Required
Infrastructure
llowed Persanal
Apps
Required
Infrastructure
Allowed Persanal
Apps
Required
Infrastructure

Required
Infrastructure

Allowed Personal
Apps

llowed Personal
Apps

Ingress
I/F

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

ethernet...

34. What is the publishing interval for WildFire updates, with a valid WildFire

A. 1 minute
B. 5 minutes
C. 15 minutes
D. 60 minutes
license?

A. 1 minute
B. 5 minutes
C. 15 minutes
D. 60 minutes

35. True or false. A Palo Alto Networks firewall automatically provides a backup of
the config during a software upgrade.

A.
B.

36. If you have a Threat Prevention subscription and not a WildFire subscription,

True

False

how long must you wait for the WildFire signatures to be added into the
antivirus update?

A.

B
C.
D

1to 2 hours
2 to 4 hours
10 to 12 hours

12 to 48 hours

© 2019 Palo Alto Networks

Egress I/F
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...
ethernet...

ethernet...

Bytes
123216
1128202

145
344421
148
13761

145
31846467
5042982
4949041
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37. Which three actions should you complete before you upgrade to a newer
version of software? (Choose three.)

A. Review the release notes to determine any impact of upgrading to a newer version of
software.
B. Ensure the firewall is connected to a reliable power source.

C. Export the device state.

D. Create and externally store a backup before you upgrade.

38. What are five ways to download software? (Choose five.)

over the MGT interface on the control plane

over a data interface on the data plane

upload from a computer

from the Palo Alto Networks Customer Support Portal
from the PAN-DB database

mm oo w

from Panorama

Exam Domain 2 - Simply Passing Traffic

2.4 Configure internal and external services for account administration.

Administrator accounts control access to firewalls. By default, Palo Alto Networks firewalls have a
predefined, default local admin account that has full access. Admin accounts can be either local or non-
local (external). Additional local or external admin accounts can be created with customized
administrative privileges by assigning them to admin role profiles, or you can assign admin accounts to
built-in account types using dynamic roles.

Administrative Role Types

A role defines the type of access that an administrator has to the firewall. The two role types are admin
role profile roles and dynamic roles:

e Admin role profile roles: These are custom roles you can configure for more granular
access control over the functional areas of the web interface, CLI, and XML API. For
example, you can create an admin role profile role for your operations staff that
provides access to the firewall and network configuration areas of the web interface
and a separate profile for your security administrators that provides access to security
policy definitions, logs, and reports. On a firewall with multiple virtual systems, you can
select whether the role defines access for all virtual systems or specific virtual systems.
After new features are added to the product, you must update the roles with
corresponding access privileges; the firewall does not automatically add new features
to custom role definitions.
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Administrator Account Configuration

Administrator
Name
Authentication Profile None
|| Use only dlient certificate authentication (Web)

s

Password
Confirm Password
|| Use Publc Key Authentication (S5H
Administrator Type (' Dynamic (@ Role Based
Profile

Password Profile None

Admin Role Profile Types

@system
@Alarms

Legend: @ Enable (&) Read Orly @ Disable

_Elﬁ

Name  AdminProfiiel m
Descrk D
Description
WedUl  XMLAP  Command Line
WebUl xMLAPI  CommandLine
@Dashboard @Report
@acc ®log
@Monttor ® Configuration
@Logs ® Operational Requests
@Traffic ® Commit
@Threat ®User-1D Agent
@URL Filtering @Export
@WwildFire Submissions ®1mport
@0Data Filtering
@HIP Match
@user-10
@Tunnel Inspection
@ Configuration

Legend: @ Enable (&) Read Only @ Disable

_

CLI

superuser
superreader
deviceadmin
|devicereader

Admin Role Profile

e Dynamic roles: These are built-in or predefined roles that provide access to the
firewall. When new features are added, the firewall automatically updates the
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definitions of dynamic roles; you never need to manually update them. The following
list identifies the access privileges associated with dynamic roles.

o Superuser: Full access to the firewall, including defining new administrator
accounts and virtual systems. You must have superuser privileges to create an
administrative user with superuser privileges.

Superuser (read-only): Read-only access to the firewall
Virtual system administrator: Full access to a selected virtual system (vsys)on the firewall
Virtual system administrator (read-only): Read-only access to a selected vsys on thefirewall

o O O O

Device administrator: Full access to all firewall settings except for defining new
accounts or virtual systems

o Device administrator (read-only): Read-only access to all firewall settings except
password profiles (no access) and administrator accounts (only the logged-in
account isvisible)

Administrator Account Configuration

-
Admmrst'ggyr

Name
Authentication Profile  None 1
|| Use only client certificate authentication (Web)
Password
Confirm Password

|__| Use Public Key Authentication (SSH)
® Dynamic Role Based
Buperuser

Password Profile |Superuser

Superuser (read-only)

Device adminstrator
Device administrator (read-only

Where you select
dynamic roles

Local admin accounts are authenticated using a local database.

@ setp

EHich Availabiity
[;,g Config Audk al e Authentication
€& password Profies

8 Administrators

€2 admin Roles

B hvsthertication Profile
ﬁ’ Authenkication Sequence

rn

sdmi Superyser

External admin accounts require an external authentication service that is specified using an
authentication profile.
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PAN-OS® software supports the following authentication types:

e None

e Local Database

e RADIUS
e |DAP

e TACACS+
e SAML

e Kerberos

Authentication profiles provide authentication settings that you can apply to administrator accounts, SSL-

VPN access, and Captive Portal. An Authentication Profile configuration screenshot follows:

Authentication Profiles

Authentication Profile

Name

Auhentication ~ Faclors  Advanced
e B [E

User Domain | Nene )
Local Database
RADIUS
Single Sign On LDAP
Kerberos Realr TACACS+
SAML

Kerberos >

Username Modifier

Kerberos Keytat

Authentication profiles reference server profiles.

Authentication Profile References a Server Profile

#2 palo

Locatio Failed Attempts (= Lockout Time Allow Ust Aut atio erver |

° Name RADIUS Authentication

; .
- POy vanced |

Server Profile | Windows NPS 2

— e DIUS

User Domain  network

N
D Username Modifier | %USERINPUT% >/
1 Single Sign On
7, Kerberos Realm
Kerberos Keytab
°
: o
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A server profile includes the server name, its IP address, the service port that it is listening to, and other
values. An example of a RADIUS Server Profile follows:

Server Profile

VYM Information Sources

RADIUS Server Profile

Certificate Management

Profile Name  radiusprofile

|__| Administrator Use Only

_SP Responder
3 SSLITLS Service Profile Server Settings
Timeout (sec) 3
Retries 3

Authentication Protocol CHAP v

Servers

Name RADIUS Server Secret Port
radius 1.1.1.1 R 1812

s or FQDN of the RADIUS server

Authentication Sequence

Admin roles for external admin accounts can be assigned to an Authentication Sequence, which includes a
sequence of one or more authentication profiles that are processed in a specific order. The firewall checks
against each authentication profile within the Authentication Sequence until one authentication profile
successfully authenticates the user. If an external admin account does not reference an Authentication
Sequence, it directly references an authentication profile instead. A user is denied access only if
authentication fails for all the profiles in the authentication sequence. A depiction of an Authentication
Sequence follows:
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Authentication Sequence

(B setp - I

EsHich Availabiity
%Cmﬁqmd(

(‘?‘Password Profiles | Name Location
SAdnnstratofs —_—
bmnnoles BB B BEEE .
EED & obor b

l_-,_.]VM Information Sources
v lgd) Certificate Management
92 Certificates
&3 Certificaze Profle
§9 0CSP Responder

Admin Account Passwords

To ensure tighter security, you should enable Minimum Password Complexity Requirements. These
global settings are applied to all admin accounts and help protect the firewall against unauthorized
access for administrator accounts that require stricter complexity and aging requirements than do
accounts for standard administrators.

Global Minimum Password Complexity Requirements

inimum Password Complexity

= Enabled
9 NewTab = VM
Minimum Length 0
Minimum ercase Letters 0
paloalto o
NETWORKS Dashboard ACC Mor Minimum Lowercase Letters 0
Minimum Numeric Letters 0
Minimum Special Characters 0
= High Avallabiity Block Repeated Characters 0
% Config Audit Block Username Inclusion (including reversed)
1? Password Profiles k
@ Adukistratons New Password Differs By Characters 0
g:z:: ,iZI::,on e Authentication Settings Require Password Change on First Login
L
ﬁ T —— Prevent Password Reuse Limit

e Block Password Change Period (days)
Required Password Change Period (days)
Expiration Warning Period (days)

Post Expiration Admin Login Count

o O O O O o

Post Expiration Grace Period (days)

A password profile can be assigned to an admin account, which overrides the global password settings:
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” el
o= Hgh Availabilty
nfig Audk

I Password Profiles I
© Administrators
gg-’.\ux Roles

EB, Austherkication Profile
"?"l-.u thertication Sequence

Password Profile

=

Nar=

Password Profiles

Name

Required Password Change Period (days) 0
Expiration Warning Period (days) 0

Post Expiration Admin Login Count 0

Post Expiration Grace Period (days) 0

Config Logs

Config logs display entries for changes to the firewall configuration. Each entry includes the date and time,

the administrator username, the IP address from where the administrator made the change, the type of

client (web, CLI, or Panorama), the type of command executed, the command status (succeeded or failed),

the configuration path, and the values before and after the change.

Administrator names
(only admin in this case)

jLogs
R Traffic
@ Theeat Recave Time Advministrator Host Chent Command  Result Configuration Path Before Change After Change Sequence
(@ URL Fikering 1122 20:22:( >3 k 58.1.2 odt succoed...  deviceconfig system route route ; route { service ; } 66
R WidFre Submissions 114, ):03:19  admin 58.1.2( e sed .. deviceconfig system route 65
({3 0ata Fitering 11022 20:03:10  admir 1 o e ed.. deviceconfig system route 64
[ HIP Match 1 12 | admir 58.1.2 rrat 63
FBusee-10 11§22 19:38:52 admin 1.2 od... network profiles interface interface 62
8 caallocs 5 managenent-profile management-
InterfaceMotProfiel profile {
13} Configuration InterfaceMgtPro
T Syem { permitted-
aﬁlums 1 7:51:( admir 74 3.1.2( comenit 61
- 1:( adkrr 8.1.2( edt network virtual-router def ault defauk { } default {routing- 60
[l Authentication able {Ip { stone-
(& unified route { static-
~Packet Capture routel { pa
MooS(o-pc 1142 sdhri 1.2 et eed... network virtual-router default defaur {} default { } 59
(2] Suvmary 11/20 17:42:51  admir 3.1.2 it 58
B Change Manktor 11/20 17:27:00 | admi 3.1.2 ot et network virtuakrouter default defait {} default {} 57
[' Threat Monitor
Qn»"a Map 11 1 4 admin 8.1.2 edt ed... network interface ethernet ethernet1/2 { } ethernet1/2 { 56
ethernet1/2 layer3{ip {
(8 Network Monitor : 1% 16.6le24 {
@ Traffic Map 1333
Session Browser 1120 17:22:27 | admir 8.1.2 edt od... network interface ethernet ethernet1/1 { } ethernet1/1 { SS
ethernet1/1 layer3 {ip {
I Botnet 10.0.0. 1)":4“))
§POF Reports }
11201 04 acren 8.1.2 edt network virtual-router def ault defauk { } default { protocal 54
ﬁMmPCF Surmmary {beo { ng-
Qi User Activity Report ons { graceful
restart {
35335 Application Usage o o i
QR LG 1 0S i 3.1.2 sdd ed... vsys vsysl zone internal-lan-zone member 53
eport Groups network layer3 ethernet1/2;
B¢Email Scheduler
hManage Custom Reports 11/20 16:55:05  admir 192.168.1.20 add eed...  vsys vsys! import network interface member s2
| Reports ethernet1/2,
1 ad 3,1.2( &b add network virtual-router def ault interface member S1
ethernet1/2;
admin 1.2 ood... network interface ethernet ethernet1/2 { S0
ethernet1/2 layer3 { ipv6 {
neighbor
dscovery {
router-advert
e 200e
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Sample questions

39.

40.

41.

42.

43.

44,

45,

Which two statements are true about an admin role profile role? (Choose two.)
A. ltis a built-in role.
B. It can be used for CLI commands.
C. It can be used for XML API.
D. Superuseris an example.

PAN-OS® software supports which two authentication types? (Choose two.)
A. RADIUS

B. SMB
C. TACACS+
D. AWS

Which two dynamic role types are available on the PAN-OS software? (Choose two.)

A. Superuser

B. Superuser (write only)

C. Device user

D. Device administrator (read-only)

Which type of profile does an Authentication Sequence include?

A. Security

B. Authorization
C. Admin

D. Authentication

An authentication profile includes which other type of profile?

A. Server
B. Admin
C. Customized
D. Built-in
True or False: Dynamic roles are called “dynamic” because you can customize them.
A. True
B. False

What is used to override global Minimum Password Complexity Requirements?
A. authentication profile
B. local profile
C. password role
D

password profile
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Exam Domain 2 — Simply Passing Traffic

2.5 Given a network diagram, create the appropriate security zones.

Security Zones

The Palo Alto Networks firewalls use security zones to analyze, control, and log network traffic as it
traverses from one zone interface to another zone interface. Zones logically group networks that contain
particular types of traffic that are contained within defined security classifications. Examples of such
classifications are Internet, Data Center Applications, Users, IT Infrastructure, and Customer Data.

Security zones are divided into two broad categories: Intrazone and Interzone. Intrazone traffic, by
default, allows traffic to flow between interfaces that exist in the same zone. Interzone traffic, by default,
denies traffic from flowing between interfaces that exist in different zones. Security zones contain one or
more physical or virtual interfaces. An interface can belong to only one zone.

Security policy rules are applied to zones (not interfaces) to allow or deny traffic, apply QoS, perform NAT,
apply security profiles, or set logging parameters. Security policy rules are described in another section of
this study guide.

The following diagram is an example of network segments partitioned into multiple zones based on their
security classification. The zones and the corresponding security policies should be made as definitive as
possible to reduce your network’s attack surface. All zone names are custom names that are defined by
the firewall administrator. There are five primary zone types (Tap, Layer 2, Layer 3, Tunnel, and Virtual
Wire) that support only specific interface types, as depicted in the following figure. Different zone and
interface types can be used simultaneously on different physical firewall interfaces. An interface can
belong to only one zone. Tunnel zones became available in PAN-OS® 8.0 and are used for a feature named
tunnel content inspection.

A sixth zone type named External is a special zone that is available only on some firewall models. The
External zone allows traffic to pass between virtual systems when multiple virtual systems are configured
on the same firewall. Virtual systems are supported only on the PA-2000, -3000, -4000, - 5000, and -7000
Series firewalls. The External zone type is visible in the drop-down list only when it is supported by a
firewall with the virtual systems feature enabled.

Note that MGT and HA interfaces are not assigned to a zone.
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Zones need to be created and configured by assigning a zone name and specifying the zone type.
Interfaces do not have to be configured prior to the zone’s creation; they can be assigned to a zone later.
Note that zone names are case-sensitive.
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Five Zone Types

k Name zone User Identification ACL

Log Setting | None . (| Enable User Identification

| Include List
| -

M| Interfaces

OAdd O

Users from these addressesjsubnets will be identified.

Add O | Exclude List

Zone Protection

Zone Protection Profile None v

| .‘ ‘
a
ul
o
5
5

[") Enable Packet Buffer Protection Ad @

Users from these addressesfsubnets will not be identified.

I =T 1

The following figure shows that the Layer 3 Zone allows four interface types: Layer 3 (Ethernet1/6),

loopback, tunnel, and vlan:

Zone Q)
Name layer3zone User Identification ACL
Log Setting None [_J Enable User Identification

Type Layer3 S W | Include List

4

M| Interfaces

Ethernetl/6is a
Layer 3 interface.

Sad O

Users from these addressesjsubnets will be identified.

| Exclude List

Add @ Delete

Zone Protection

Zone Protection Profile  None v

|| Enable Packet Buffer Protection Qad O
Users from these addressesfsubnets will not be identified.
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Sample questions
46. Which two default zones are included with the PAN-OS® software? (Choosetwo.)

A. Interzone

B. Extrazone

C. Intrazone
D. Extranet
47. Which two zone typesare valid? (Choose two.)

A. Trusted
B. Tap
C. Virtual Wire
D. Untrusted
E. DMZ
48. What is the zone of type Externa used to pass traffic between?

A. Layer 2 interfaces
B. Layer 3 interfaces
C. virtual routers
D. virtual systems
49. Whichtwo statements are correct? (Choose two.)

A. Interfaces must be configured before you can create a zone.
B. Interfaces do not have to be configured before you can create a zone.
C. Aninterface canbelongto only one zone.
D. Aninterface canbelongto multiple zones.
50. Which three interface types can belongin a Layer 3 zone? (Choose three.)

A. loopback
B. Layer3
C. tunnel

D. virtual wire
51. What are used to control traffic through zones?

A. access lists
security policy lists

B
C. security policy rules
D. access policy rules

Exam Domain 2 — Simply Passing Traffic

2.6 Identify and configure firewall interfaces.

Types of Ethernet Interfaces

PAN-OS® software has the following Ethernetinterface types: Tap, Virtual Wire, Layer 2, Layer 3, and HA.
(High Availability [HA] interfaces are not discussed in this section). A firewall can be configured with
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multiple instances of each interface type to accommodate its functional requirements within a network.
The following figure shows how a firewall can be used in Tap, Virtual Wire, Layer 2. or Layer 3 mode.

Ethernet Interface Types

Flexible Deployment Options for Ethernet

Tap Virtual Wire Layers 2 and 3

0..

e App-ID, Content-ID, and User-ID| e  SSL decryption (no encryption) e All the Virtual Wire mode

visibility without inline e  Allows NAT capabilities including Layer 2 or
deployment Layer 3 services: virtual
e Traffic logged to provide routers,IVPN, and routing
protocols

visibility

Ethernet Interface

Interface Name ethernet1/7

Comment

Interface Type vm —

- Five Eth'e'rri\

Virtual Wire

Assign Interf Layer2

Security Zone  None v

Other available interface types include the following:

e Decrypt Mirror: PA-3000 Series, PA-5000 Series, and PA-7000 Series firewalls only.
This feature enables decrypted traffic from a firewall to be copied and sent to a traffic
collection tool that can receive raw packet captures, such as NetWitness or Solera, for
archiving and analysis. Decrypt Mirror is often used to route decrypted traffic through
an external interface to a data loss prevention (DLP) service. DLP is a product category
for products that scan internet-bound traffic for keywords and patterns that identify
sensitive information. Note that a free license is required to use this feature.
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Data Leakage Prevention

e Log card: For PA-7000 Series firewalls only. A log card data port performs log
forwarding for syslog, email, Simple Network Management Protocol (SNMP), and
WildFire® fileforwarding. One data port on a PA-7000 must be configured as a log
card interface because the MGT interface cannot handle all the logged traffic.

e Aggregate: Used to bundle multiple physical HA3, Virtual Wire, Layer 2, or Layer 3
interfaces into a logical interface for better performance (via load-balancing) and
redundancy using IEEE 802.1AX (LACP) link aggregation. The interface types to be
bundled must be the same. All Palo Alto Networks firewalls except the PA-200 and
VM-Series models support Aggregate Ethernet (AE) interface groups.

e HA interface: Each high availability (HA) interface has a specific function. One HA
interface is for configuration synchronization and heartbeats; the other HA interface is
for state synchronization. If active/active high availability is enabled, the firewall can
also use a third HA interface to forward packets.

e Management: MGT interfaces are used to manage a firewall using either an RJ-45 or
serial or console port.

e Loopback: Loopback interfaces are Layer 3 virtual interfaces that connect to virtual
routers in the firewall. Loopback interfaces are used for multiple network engineering
and implementation purposes. They can be destination configurations for DNS
sinkholes, GlobalProtect service interfaces (portals and gateways), routing
identification, and more.

e Tunnel: A tunnel interface is a logical (virtual) interface used with VPN tunnels to
deliver encrypted traffic between two endpoints. The tunnel interface must belong to a
security zone to before policy can be applied, and it must be assigned to a virtual router
to use the existing routing infrastructure. A tunnel interface does not require an IP
address to route traffic between the sites. An IP address is only required if you want to
enable tunnel monitoring or if you are using a dynamic routing protocol to route traffic
across the tunnel.

Tap, Virtual Wire, Layer 2, and Layer 3 interfaces

e Tap: A Tap interface monitors traffic that is connected to a network switch's
MIRROR/SPAN port. This mirrored traffic is forwarded by a switch port to a firewall’s
Tap interface and is analyzed for App-ID, User-ID, Content-ID, and other traffic, just like
any other normal data traffic that would pass through the firewall. Before traffic can be
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logged, a security policy must be configured that includes the Tap zone. Tap interfaces
are easy to deploy and can be implemented without disruption to your existing
network. Tap mode offers visibility in the Traffic log and also the ACC tab of the
Dashboard. The information can be used to help configure security policy rules, and to
make other firewall configuration changes. Tap traffic is not managed (blocked,
allowed, or shaped) TAP interfaces must be assigned to a Tap zone.

SPAN port
on switch

l--lr‘
TAP port T ——

on firewall
—_—
—

To configure a Tap interface, go to Network > Interfaces > Ethernet > <select_interface>.

¥ palo

=]
=]}

']
E B EE

Interface Name ethernet1/1

nterface Type Tap
Netflow Profile None

TAP Interface

Comment TAP Port for Sniffing

£

Assign Interface To

TAP Zone

Security Zone Tap_Zone >

Virtual Wire

A Virtual Wire interface is used to simply pass traffic through a firewall by binding two Ethernet interfaces,
allowing traffic to pass between them. Virtual Wire interfaces are often placed between an existing
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firewall and a secured network to allow analysis of the traffic before actually migrating from a legacy
firewall to a Palo Alto Networks firewall.

e No IP or MAC addresses are assigned to virtual wire interfaces. No routing or switching
is done on a Virtual Wire interface. A virtual wire interface that receives a frame or
packet ignores any Layer 2 or Layer 3 addresses for switching or routing purposes, but
applies your security or NAT policy rules before passing an allowed frame or packet
over the virtual wire to the second Virtual Wire interface and on to the network device
connected to it. A virtual wire requires no changes to adjacent network devices. A
virtual wire can bind two Ethernet interfaces of the same medium (either copper or
both fiber), or bind a copper interface to a fiberinterface.

e Two Virtual Wire interfaces, each in a virtual wire zone (the zone came be the same
or different), and a virtual wire object are required to complete a virtual wire
configuration. The following figure shows one interface in one zone (Internet) and the
other interface in another zone (Inside). If both interfaces are in different zones
(interzone traffic), all traffic will be inspected by security policy rules until sessions
can be established, and then you can check for User-ID, App-ID, and Content-ID, and
perform logging, QoS, decryption, LLDP, zone protection, DoS protection, and NAT.

e If both interfaces are in the same zone (intrazone traffic), all of the traffic would be
allowed by default, and sessions can be easily established. However, you also can check
for User-ID, App-ID, and Content-ID, and perform logging, QoS, decryption, LLDP, zone
protection, DoS protection, and NAT.

e Virtual Wire interfaces can be subdivided into Virtual Wire subinterfaces that can be
used to classify traffic according to VLAN tags, IP addresses, IP ranges, or subnets. Use
of subinterfaces allows you to separate traffic into different zones for more granular
control than regular (non- subinterface) Virtual Wire interfaces.
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Existing
Firewall

|
. . %
Virtual Wire interface

in zone Inside

To configure a Virtual Wire object, go to Network > Virtual Wires > Add.

Virtual Wire

Virtual Wire object Name  vwireobject1

3 Mterfacel ethernet1/1 EVIEIIIREYE!
(PRI YPL  Virtual Wire Interface #2
By default allows all untagged traffic (0). You can

ag Allowed . use a virtual wire to connect two interfaces to
block or allow traffic based on VLAN tags.

Enter either integers (e.9. 10) or ranges (100-200) separated by

Select Multicast Firewalling if you want to be
able to apply security policy rules to multicast
traffic going across the virtual wire. Otherwise, __| Multicast Firewalling
multicast traffic is transparently forwarded Select this optioni i

. ption if you want to bring down the other port
across the virtual wire. @ Link State Pass Through in a virtual wire when a down link state is detected.

commas, Integer values can be between 0 and 4034,
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To configure a Virtual Wire interface, go to Network > Interfaces > Ethernet > <select_interface>.

Interface Name etherneti]1

Comment
Interface Type Virtual Wire v
Netflow Profile ' None -
Conflg ~ Advanced

ign Interface To

Virtual Wire vwireobject1 e

Security Zone zonel

Virtual Wire Subinterfaces

Virtual wire deployments can use virtual wire subinterfaces to separate traffic into different zones. Virtual
Wire subinterfaces provide flexibility in enforcing distinct policies when you need to manage traffic from
multiple customer networks. Virtual Wire subinterfaces allow you to control and separate traffic by
specifying criteria such as VLAN tags and IP classifiers. IP classifiers consist of host IP addresses, IP subnets,
and IP ranges. Assign each subinterface to a different zone, and then enforce security policies for the
traffic that matches the defined criteria. Note that zones can belong to separate virtual systems.
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If aninterface pair is
in different zones
(interzone traffic), all
traffic will be
inspected by security
policy rules until
sessions can be
established, and then
you can check for
User-1D, App-ID, and
Content-1D, and

I perform logging, QoS,
| decryption, LLDP, zone
protection, DoS
protection, and NAT.

Zone 1
VLAN 25

e1/1.25

If aninterface pair is
in the same zone

Palo Alto
N etwo r kS (intrazone traffic), all
Firewall I Slowed y detolt,

| and sessions can be
easily established, but
you also can check for
User-1D, App-ID, and
Content-1D, and
perform logging, QoS,
decryption, LLDP, zone
protection, DoS
protection, and NAT.

| e1/225

Zone 2
VLAN 25

Security Source Zone | Destination Logging Profile
Policy #1 Zone

Zonel Zone 2

VLAN 25 information
(which is a specific customer in this case)

Source Zone | Destination Logging Profile
Zone

To configure a Virtual Wire subinterface, go to Network > Interfaces > Ethernet > <select_interface>.

Virtual VLAN [ Virtual-

Interface Interface Type RL:; 1P Address Router Tag Wire Security Zone
& ethernet1/1 virtual Wire none none Untagged none zonel

@ ethernet1/1.2 Virtual Wire [@ none none 2 vwireobject2 20ne3

Ea ethernet1/1.25 Virtual Wire none none 5 ‘vwireobject1 zonel <Uses Vwire object 1 I
@@ ethernet1/2 Virtual Wire @ none none Untagged none none

D ethernet1/2.2 Virtual Wire @ none none 2 vwireobject2 20ne4

@ ethernet12.25 Virtual Wire @ none none > vwireobject1 z0ne2_ Uses Vwire object1 |
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Virtual Wire Subinterface

Virtual Wire Subinterface

Interface Name
Comment

Tag 2

[ 10.1.2.2432

Sadd B

Assign Interface To

Virtual Wire vwireobject2
Security Zone  zone3

Layer 2 Interfaces

Layer 2 interfaces are used to switch traffic between other Layer 2 interfaces. Before switching can take
place, each Layer 2 interface must be assigned to a VLAN object. Assignment of interfaces that belong to
the same VLAN but exist in different Layer 2 zones allow you to analyze, shape, manage, and decrypt the
traffic. Layer 2 traffic can route to other Layer 3 interfaces using a Layer 3 VLAN interface. Note that Layer
2 interfaces do not participate in spanning tree other than forward BPDUs.
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Layer 2 interface
in Internet zone
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\\ Layer 2 interface
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User Network
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To configure a VLAN object, go to Network > VLAN > Add.

VLAN )
Name vlanobject
YLAN Interface None

[ Interfaces

[] ethernet1/1
[] ethernet1j2

| x

To configure a Layer 2 interface, go to Network > Interfaces > Ethernet > <select_interface>.

thernet Interface

Interface Name ethernet]1
— i
v

WLAN  vlanobject1 -

Comment
Interface Type Layer2
Netflow Profile None

Conflg ~ Advanced

Assign Interface To

Security Zone zonel -

Layer 2 Subinterfaces

Layer 2 interfaces can be subdivided into Layer 2 subinterfaces. For each Ethernet port configured as a
physical Layer 2 interface, you can define an additional logical Layer 2 interface (subinterface) for each
VLAN tag assigned to the traffic that the port receives. The firewall enables Layer 2 switching between
Layer 2 subinterfaces that are connected to the same VLAN object. To enable switching between Layer 2
subinterfaces, assign the same VLAN object to the subinterfaces. Even though Layer 2 subinterfaces are
available on a Palo Alto Networks firewall, the best practice is to use Layer 3 subinterfaces. Use of Layer 3
subinterfaces isolates Layer 2 traffic, yet provides routing between subnets.
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VLAN
Object 1

| el/225

Zone 2
VLAN 25

/
\
\

Zone 1
VLAN 25
el/1.25

Ifinterfacesin the
same VLAN are in
different zones
(interzone traffic), all
traffic will be
inspected by security
policy rules until
sessions can be
established, and then
you can check for
User-ID, App-ID, and
Content-1D, and
performlogging, QoS,
decryption, LLDP, zone
protection, and DoS
protection.

Ifinterfacesin the
same VLAN are in the
same zone (intrazone
traffic), all of the
traffic would be
allowed by default,
and sessions can be
easily established, but
you also can check for
User-1D, App-ID, and
Content-I1D, and
performlogging, QoS,
decryption, LLDP, zone
protection, and DoS
protection.

To configure a Layer 2 subinterface, go to Network > Interfaces > Ethernet > <select_interface>.

Interface
@@ ethernetl)1
@ ethernet1/1,25
@ ethernet1/1.26
& ethernet1f2
@ ethernet1/2.25

@ ethernet1/2.26
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Layer2
Layer2
Layer2
Layer2
Layer2

Layer2

IBEEE ES
B KL

B6

E

Virtual Router

Tag
Untagged
5

26

Untagged
o)

26

0 IVetusk o ity Zone
vianobject1 zonel
vianobject1 zonel
vianobject1 zone3
vianobject1 none
vianobject1 zone2
vlanobject1 zone4
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Layer 2 Subinterface

Interface Name ethernet1/1

Comment

1o 25 <D

Netflow Profile None v

Assign Interface To

vt ENIGHEG

Security Zone zonel

Layer 3 Interfaces

In a Layer 3 deployment, the firewall routes traffic between multiple interfaces. A Virtual Router object
must exist for the firewall to route traffic between Layer 3 interfaces. Layer 3 interfaces are assigned IP
addresses. PAN-OS® software supports both IPv4 and IPv6 addressing. As is the case in most interface
types, Layer 3 traffic can be monitored, analyzed, managed, shaped, translated, and encrypted or
decrypted. If a tunnel is used for routing or if tunnel monitoring is turned on, the tunnel needs an IP
address. The Advanced tab contains options that enable you to configure a variety of Layer 3 interface
settings such as MTU, static ARP, LLDP, IPv6 NDP, link speed, and duplex settings. Both IPv4 and IPv6
addresses can be configured on a single interface.

Loopback interfaces are Layer 3 virtual interfaces that connect to virtual routers in the firewall. Loopback
interfaces are used for multiple network engineering and implementation purposes. They can be
destination configurations for DNS sinkholes, GlobalProtect service interfaces (portals and gateways),
routing identification, and more.

Unlike Tap, Virtual Wire, or Layer 2 interfaces, Layer 3 interfaces can be used to manage firewalls using an
interface management profile. An interface management profile protects the firewall from unauthorized
access by defining the protocols, services, and IP addresses that a firewall Layer 3 interface permits for

management traffic. Interface management profiles are discussed in more detail in a different section of
this study guide.
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Example of an Interface Management Profile

Interface Management Profile

MName | mgmt

Permitted Services
D Fing
D Telnet
[] ssH
[ Hre
[] HrTPS

[ sump

|:| Response Pages

-Pen'm'tbed IP addresses |

[Hadd [—Joelete

Ex; IPv4 152.168.1.1 or 152.168,1.0/24 or IPvE 2001:db8:123:1::1
or 2001:db8:123: 1:: /64

You can configure a Layer 3 interface with one or more static IPv4 addresses or as a DHCP client. A single
Layer 3 interface can be assigned multiple IPv4 addresses, although they should not be in the same
subnet. You can configure a Layer 3 interface with one or more IPv6 addresses, either as a link-local
address or a Global address.

Layer 3 interfaces also can be configured as subinterfaces, where each subinterface is assigned a unique IP
address.
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Layer 3 interfac

in ‘Internet’ zone
192.168.1.1/24

Layer 3 interfac
in ‘Inside’ zone
172.16.1.1/16

e

=

Routing between
two networks

User Network
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To configure a virtual router object, go to Network > Virtual Routers > Add.

Router Settings Name
Siatic Routes General ~ ECMP
Redistribution Profile Administrative Distances
RIP Static |10
0SPF . Static IPv6 10
ethernet1]2 .Avallable Layer 3 0%PF Int |30
0SPRG & interfaces that
00 can be added to OSPFExt 110
BGP tunnel this virtual router
Ivian OSPFv3 Int 30
Multicast OSPFY3Ext 110
IBGP 200
EBGP 20
RIP 120

@ Add @ Delete

To configure a Layer 3 interface, go to Network > Interfaces > Ethernet > <select_interface>.

Ethernet Interface

Interface Name | ethernet1/3

Select Layer3 Interface Type | Layer3 D
Netflow Profile None v
Comment

Option to use IPv4 or IPv6.
or advanced parameters

Assign Interface To

Select a Virtual Router object irtual Router  None

Security Zone None Select a Security Zone

Coc f cance

Layer 3 Subinterfaces

For each Ethernet port configured as a physical Layer 3 interface, you can define additional logical Layer 3
interfaces (subinterfaces). Layer 3 subinterfaces possess the same capabilities and features as Layer 3
interfaces, with a difference being that Layer 3 subinterfaces are assigned to 802.1Q VLANSs. A Virtual
Router object is required to route traffic between each VLAN.
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Zone 1

VLAN 1
10.1.1.3/24

el/1.1

Palo Alto Virtual
Router

Firewall Object

el/2.1

Zone 2

VLAN 2
10.1.2.3/24

To configure a Layer 3 subinterface, go to Network > Interfaces > Ethernet > <select_interface>.

Layer3 Subinterface
Interface Name  ethernet1/1
Comment

Netflow Profile v
wml PP s |—
i TT0

Assi

virtual Router  virtualrouter1 et

Security Zone zonel
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Layer3 Subinterface
Interface Name
Comment
Tag 1
% Netflow Profile None -

cong  IPvd PG Advanced

Type (®) Static () DHCP Client

IP address for the subinterface

Tag 1
Netflow Profile None v

conflg 1WA 1P Aanced

Otherinfo = ARPEntries ~ NDEntries ~ NDP Proxy

Other Info
Management Profile ' InterfaceMgtProfile1
mMTuU

The Management Profile assigned to this subinterface

Adjust TCP MSS

IPv4 MSS Adjustment 40

6 MSS Adjustment 60
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Sample questions
52. Which two actions can be done with a Tap interface? (Choosetwo.)
A. encrypt traffic
B. decrypt traffic
C. allow or block traffic

D. log traffic
53. Which two actions can be done with a Virtual Wire interface? (Choose two.)
A. NAT
B. route
C. switch
D. log traffic
54. Which two actions can be done with a Layer 3 interface? (Choose two.)
A. NAT
B. route
C. switch

D. create a Virtual Wire object

55. Layer 3 interfaces support which two items? (Choose two.)

A. NAT
B. IPv6
C. switching

D. spanning tree
56. Layer 3 interfaces support which three advance settings? (Choose three.)
A. IPv4 addressing
B. IPv6 addressing
C. NTP configuration

D. NDP configuration
E. link speed configuration
F. link duplex configuration

57. Layer 2 interfaces support which three items? (Choose three.)
A. spanning tree blocking

B. traffic examination
C. forwarding of spanning tree BPDUs
D. traffic shaping via QoS
E. firewall management
F. routing
58. Which two interface types support subinterfaces? (Choose two.)

Virtual Wire
B. Layer2
C. Loopback
D. Tunnel
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59. Which two statements are true regarding Layer 3 interfaces? (Choose two.)

A. You can configure a Layer 3 interface with one or more as a DHCP client.

B. You can assign only one IPv4 addresses to the same interface.

C. You can enable an interface to send IPv4 Router Advertisements by selecting the
Enable Router Advertisement check box on the Router Advertisement tab.

D. You can apply an interface management profile to the interface.

Exam Domain 2 — Simply Passing Traffic

2.7 Given a scenario, identify steps to create and configure a virtual router.

Virtual Routers

Virtual routers obtain routes to remote subnets either by the manual addition of static routes or the
dynamic addition of routes using dynamic routing protocols. Each Layer 3 Ethernet, loopback, VLAN, and
tunnel interface defined on the firewall must be associated with a virtual router. Although each interface
can belong to only one virtual router, you can configure multiple routing protocols and static routes for a
virtual router.

Dynamic routing protocols available on a Palo Alto Networks firewall are as follows:

e BGP4
e OSPFv2
e OSPW3
e RIPv2

Multicast routing protocols available on a Palo Alto Networks firewall are as follows:

e |IGMPv], IGMPv2, IGMPv3
e PIM-SM, PIM-ASM, PIM-SSM

Dynamic routing protocols have administrative distances applied to them that are used to determine the
best route to a destination when multiple routes are available from two different routing protocols. The
default administrative distances can be modified.

You can create multiple virtual routers, each of which maintains a separate set of routes that aren’t
shared between these virtual routers, thus enabling you to configure different routing behaviors for
different interfaces. Virtual routers can route to other virtual routers within the same firewall if a next hop
is specified to reach another virtual router.

The firewall initially populates its learned routes into the firewall’s IP routing information base (RIB). The
virtual router obtains the best route from the RIB, and then places it in the forwarding information base
(FIB). Packets then are forwarded to the next hop router defined in the FIB.
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Learned Dynamic Routes
RIPv2, OSPFv2, OSPFv3, BGP,

Layer 3
Interface

Layer 3
Interface

Layer 3
Interface

Layer 3
Interface

Firewall \ /

__ Admin adds
SES static routes

Firewall Admin

Layer 3 Layer 3
Interface Interface

Advertised Routes
Static, RIPv2, OSPFv2, OSPFv3, BGP

4

The administrative distances are shown on the right side of the following screencap. Most of these
distances are consistent with the values in RFCs, but they can be modified to reflect the needs of your

Virtual Router General Configuration Settings

environment.

Virtual Router - default

o Router Sattings Name  default
Sl General ~ ECMP
Redistribution Profile A eeair e s Administrative Distances
Lower value = preferred
RIP [F] ethernet1f1 Static |10
Dynamic 08PF [C] ethernet1j2 Static IPv6 10
Routing OSPF Int 30
Protocols OSPFEXt | 110
OSPFv3 Int 30

OSPFY3Ext 110
IBGP 200
EBGP 20

RIP
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Static Route Configuration Settings

Static routes have the lowest administrative distances by default, other than locally connected routes. This
default administrative distance value is 10, which can be changed.

Static routes have a default metric value of 10, which also can be changed. If you have multiple static
routes to the same destination, you can make one preferable over the other by changing the metric. The
default metric in the following example was changed from its default value of 10 to 5:

Virtual Router - Static Route - |Pvd

Name  static-routel

Destination 10,0.0.0/24

Interface

Next Hop

ethernet1/2

IP Address

172.16.1.254

Configurable metric S
Route Table Unicast

BFD Profile

Disable BFD

Source IP Destination IP Ping Count

Ping
Interval(sec)

Available to
configure
path
monitoring

Routsr Sattings

g | IPG
Statle Routas

Redistributlon Profile

Admin

Distance Route Table

Destination | Interface Type

[F] staticroutel 10.0.0.0j24  ethernetlf2  ip-address 172.16.1.254 default 5 Mone unicast

D4dd O @

Path Monitoring for Static Routes Configuration Settings

Path monitoring monitors upstream interfaces on remote, reliable devices using ICMP pings. If the path
monitoring fails, an associated static route is removed from the routing table. An alternative route then
can be used to route traffic.
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Path Monitoring Destination

Name PathMonitoring1
(v Enable
Source IP  172.16.0.1/24

Destination IP  7.7.7.7| A reliable remote host’s IP address

Ping Interval(sec) 3
Ping Count 5

Path Monitoring Select to enable path monitoring for the static route.

Failure Condition Select the condition under which the firewall considers the monitored path down and thus the static route down:

* Any—Ifany one of the monitored destinations for the static route is unreachable by ICMP, the firewall removes the static route from the RIB and FIB and
adds the dynamic or static route that has the next lowest metric going to the same destination to the FIB.

*  All—Ifall of the monitored destinations for the static route are unreachable by ICMP, the firewall reroves the static route from the RIB and FIB and adds
the dynamic or static route that has the next lowest metnc going to the same destination to the FIB.

Select All to avoid the possibility of a single ignaling a static route failure when that monitored destination is simply|
offline for maintenance, for example.

Preemptive Hold Time {min) Enter the number of minutes a downed path monitor must remain in Up state—the path monitor all of its b i d

d and must remain Up before the firewall reinstalls the static route into the RIB. If the timer expires without the link going down
orflapping, the link is deemed stable, path monitor can remain Up, and the firewall can add the static route back into the RIB.
If the link goes down or flaps during the hold time, path monitor fails and the timer restarts when the downed monitor returns to Up state. A
Preemptive Hold Time of zero causes the firewall to reinstall the static route into the RIB immediately upon the path monitor coming up. Range|
i50-1,440; defaultis 2.

Name Enter a name for the (upto 31 d
Enable Select to enable path monitoring of this specific destination for the static route; the firewall sends ICMP pings to this destination,
Source IP Select the IP address that the firewall will use as the source in the ICMP ping to the monitored destination:

«  If the interface has multiple IP addresses, select one.
*  If you select an interface, the firewall uses the first IP address assigned to the interface by default.

* If youselect DHCP (Use DHCP Client address), the firewall uses the address that DHCP assigned to the interface. To see the DHCP address, select
Network > Interfaces > Ethernet and in the row for the Ethemet intexface, click on Dynamic DHCP Client. The IP Address appears in the Dynaruc [P
Intexface Status window.

Destination IP Enter a robust, stable IP address or address object for which the firewall will monitor the path. The monitored destination and the static
route destination must use the same address family (IPW or IPv6)

Ping Interval (sec) Specify the ICMP ping interval in to ine how f the firewall the path (pings the monitored destination; range
is 1-60; defaultis 3).

Ping Count Specify the number of consecutive ICMP ping packets that do not return from the monitored destination before the firewall considers the link
down. Based on the Any or All failure condition, if path monitoring is in failed state, the firewall removes the static route from the RIB (range
is 3-10; defaultis S).

For example, a Ping Interval of 3 seconds and Ping Count of S missed pings (the firewall receives no ping in the |ast 15 seconds) means path
monitoring detects a link failure. If path monitoring is in failed state and the firewall receives a ping after 15 seconds, the link is deemed
up; based on the Any or All failure condi path itoring to Any or All itored can be d d.up; and the Pre i

Hold Time st

This static route is removed from the routing table until reachability to the next hop is obtained.

Virtval Router - default

Routing | RIP | OSPF | OSPFv3 | BGP | Multicast | BFD Summary Infarmation
muk&ms Forwarding Table

\
Destination Next Hop Metric Weight Flags Interface

Path Monitoring
tat
(Fail On) S

Enabled(Any)

10.0.0.0/24 172.16.1.254 ethernet1/2
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Virtual Router Forwarding Information Base

The following screenshot shows the CLI output of the FIB. A GUI runtime display also is available.

admin@firewall-a> show routing fib

total virtual-router shown

virtual-router name: default
interfaces:
ethernet1/1 ethernet1/2

route table:
flags: u - up, h - host, g - gateway, e - ecmp, * - preferred path

maximum of fib entries for dewvice: 2500
maximum of IPuv4 f£ib entries for device: 2500
maximum of IPuvé6 fib entries for device: 2500
number of fib entries for device: 4
maximum of fib entries for this fib: 2500
number of fib entries for this fib:

number of fib entries shown:

destination interface

10.8.0.08/24 .0. ethernet1/1
10.8.8.1/732 -8. ethernet1/1
172 .16.0.0/24 .0. ethernet1/2
172 .16.08.1/32 .8. ethernet1/2

Sample questions
60. What is the default administrative distance of a static route within the PAN-OS” software?

A 1
B. 5
C. 10
D. 100
61. Which two dynamic routing protocols are available in the PAN-OS°® software? (Choose two.)
A. RIP1
B. RIPv2
C. OSPFv3
D. EIGRP
62. Which value is used to distinguish the preference of routing protocols?
A. Metric
B. Weight
C. Distance
D. Cost
E. Administrative Distance
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63. Which value is used to distinguish the best route within the same routing protocol?

A. Metric
B. Weight
C. Distance
D. Cost

E. Administrative Distance
64. In path monitoring, what is used to monitor remote network devices?

A. Ping

B. SSL

C. HTTP

D. HTTPS

E. Link State

Exam Domain 2 — Simply Passing Traffic

2.8 Identify the purpose of specific security rule types.

Security Rule Types

Security policies allow you to enforce rules and take action, and they can be as general or as specific as
needed. The policy rules are compared against the incoming traffic in sequence. The more specific rules
must precede the more general ones, because the first rule that matches the traffic is applied.

The default rules apply for traffic that doesn’t match any user-defined rules. These default rules are
displayed at the bottom of the security rulebase. The default rules are predefined rules that are part of
the predefined configuration and are read-only by default; you can override them and change a limited
number of settings, including the tags, action (allow or deny), log settings, and security profiles. The
names for the two default rules are intrazone-default and interzone-default.

Default Rules: Intrazone Default and Interzone Default

Non-
editable Intrazone traffic
field allowed by default

Dashboard ACC Monitor Objects Network Device

B paloalto
X

Interzone traffic
denied by default
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Intrazone Security Policy

Zgaurity Policy Rule - predefined (Read Only)

Interzone Security Policy

The following table describes the three types of security policy:

Rule Type Description

Intrazone A security policy allowing traffic within the same zone. Intrazone rule types
apply to all matching traffic within the specified source zones (a destination

e Default rule zone cannot be specified for intrazone rules).

e Displayed at the For example, if the source zone is being set to A and B, the rule would apply to
bottom of the all traffic within zone A and all traffic within zone B, but not to traffic between

security rulebase
i zones A and B.

Traffic logging is not enabled by default. However, best practice is to log the
traffic.
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security

Interzone

e default rule
e Displayed at the
bottom of the

rulebase

A security policy allowing traffic between two different zones. However, the
traffic within the same zone will not be allowed when the policy is created as
type Interzone. Interzone rule types apply to all matching traffic between the
specified source and destination zones.

For example, if the source zone is being set to A, B, and C and the destination
zone to A and B, the rule would apply to traffic from zone A to zone B, from
zone B to zone A, from zone C to zone A, and from zone C to zone B, but not to
traffic within zones A, B, or C.

Traffic logging is not enabled by default. However, best practice is to log the
traffic.

policies

Universal

e Exists above the
intrazone and
interzone security

By default, all the traffic destined between two zones, regardless of
whether it is from the same zone or different zone. Universal rule types
apply to all matching interzone and intrazone traffic in the specified
source and destination zones.

For example, if a universal role is being created with source zones A and B and
destination zones A and B, the rule would apply to all traffic within zone A, all
traffic within zone B, and all traffic from zone A to zone B and all traffic from
zone B to zone A.

Traffic logging is enabled by default.

Sample questions

65. What are the two default (predefined) security policy types in PAN-OS’ software?
(Choose two.)

A.
B.
C.
D.

Universal
Interzone
Intrazone

Extrazone

66. True or false. Because the first rule that matches the traffic is applied, the more
specific rules must follow the more general ones.

A. True

B.

False

67. Which statement is true?

A.

B
C.
D

© 2019 Palo Alto Networks

For Intrazone traffic, traffic logging is enabled by default.

For Interzone traffic, traffic logging is enabled by default.

For Universal traffic, traffic logging is enabled by default.

none of the above
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Exam Domain 2 — Simply Passing Traffic

2.9 Identify and configure security policy match conditions, actions, and
logging options.

Implicit and Explicit Rules

Two implicit (predefined) security policy rules come with the PAN-OS® software: intrazone and interzone.

The intrazone security policy rule allows traffic within a zone by default. The interzone security policy does

not allow traffic between zones by default. These two predefined security policies reside at the bottom o
the security rulebase set, and are processed after all other preceding security policy rules are processed.
All preceding security rules must be explicitly defined by an administrator. Note that traffic is not logged
by default for the predefined rules and that traffic is logged by default for explicitly defined rules. Best
practice is to log for all security policies, whether implicit or explicit.

Intrazone traffic
allowed by default

H Last

T HIP Pr
ype Zone Address User IIP Profile Zone Address Cars iK

First Ht Applicati

universa [} 1]

intrazone (intrazone) 0

interzone 0 - - r

Interzone traffic
denied by default

A shadow rule warning indicates that a broader rule matching the criteria is configured above a more
specific rule.

The following screenshot shows that no traffic ever will match the second rule, which specifically allows
skype and dropbox, because all applications already have been allowed by the first rule. Rule2’s "skype”
shadows rule3’s “skype.”
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Name k Type

1 k 1 universal

3 ShadowedByRule2 universal

4 ¢ intrazone

interzone

Zone Address

[£24

4

(2, internallan-2

Doing a commit will overwrite the running configuration with the commit scope
®) Commit Al Changes Commit Changes Made By:

Comme Validate Status

Operation Vaidate
Status Completed
Result Successful

Details Configuration is valid

Security Policy:

- Rule ‘ExplicitRule1' shadows rule ‘ShadowsRule3'

- Rule ExplictRule1' shadows rule ‘ShadowedByRule2'
-Rule

Je3' shadows rule ‘Sh

(Module: device)

Security Rule Hit Count

Zone

2]

7%

(17, internet-zone
(intrazone)

Address

Application

Service

The PAN-OS’ software allows you to monitor hit count. The three components of Rule Usage are as

follows:

e Hit Count: The number of times traffic matched the criteria you defined in the policy

rule. Persists through reboot, data-plane restarts, and upgrades unless you manually

reset or rename the rule.

e Last Hit: The most recent timestamp for when traffic matched therule

e First Hit: The first instance when traffic was matched to this rule

In the following screenshot, note that the hit counts have not incremented because this example has no

live traffic:

—

Name Type

1 universal

2 universa

3 ShadowedByRule universal

4 Intrazone
3

S interzone
®
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Zone Address

(o

(2%, internal-lan

User

Zone

Address

H Last
Count Hit

First Ht

Application

B e

Service Action
P O A
1 (VY
10 <A
Y
o
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Sample questions

68. What are the two default (predefined) security policy types in PAN-OS’ software? (Choose two.)
A. Universal

B. Interzone
C. Intrazone
D. Extrazone
69. True or false? Best practice is to enable logging for the two predefined security policy rules.
A. True
B. False

70. What will be the result of one or more occurrences of shadowing?
A. afailed commit

B. aninvalid configuration
C. awarning
D. none of the above

71. Which type of security policy rules always exist above the two predefined security policies?
A. intrazone

B. interzone

C. universal

D. global

Exam Domain 2 — Simply Passing Traffic

2.10 Given a scenario, identify and implement the proper NAT solution.
NAT Types

The two basic types of NAT are source NAT (SNAT) and destination NAT (DNAT).

SNAT is used to replace the original source IP address in a packet. A typical scenario for SNAT is when a
packet is originated from within a company’s network and then is forwarded out to the internet. The
original source IP address usually is an RFC 1918 IP address that is not routable within the internet.
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Source IP address after
source NAT:
203.3.3.1:(random tcp port)

71.77.77.7

203.3.3.1/30

internet-zone

Source NAT performed
by the PAN-OS

internal-lan-zone

Source IP address
before source
NAT:

192.168.1.5

DNAT is used to replace the original destination IP address in a packet. A typical scenario for DNAT is when
a packet is originated from the internet and then is forwarded to a company’s internal network. The
original destination IP is routable within the internet. When the packet arrives at the firewall, the routable
IP address is replaced with the real IP address of the destination device (usually an RFC 1918 IP address)
and then is forwarded to the destination device.

DNAT can be used in other scenarios such as when subnets overlap.

© 2019 Palo Alto Networks 102



Destination IP 77.77.77.7

address before
destination NAT:
203.3.3.1

Client sends to
203.3.3.1

internet-zone

Destination NAT
performed by the PAN-OS

internal-lan-zone

Destination IP
address after
destination NAT:
192.168.1.5

Source NAT Types
The following table describes the three source NAT types: static IP, dynamic IP, and dynamic IP and port:

Source NAT Type Description

Static IP The same address always is used for the translation and the port is unchanged.
For example, if the source range is 192.168.0.1 — 192.168.0.10, and the
translation range is 10.0.0.1 — 10.0.0.10, address 192.168.0.2 always is
translated to 10.0.0.2. The address range usually is limited.

This concept applies if only a host /32 IP address is used.

Dynamic IP The original source IP address translates to the next available address in the
specified range but the port number remains unchanged. Up to 32,000
consecutive IP address are supported. A dynamic IP pool can contain multiple
subnets, so you can translate your internal network addresses to two or more
separate public subnets.
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Source NAT Type Description

Dynamic IP and This is the most commonly used source NAT type. Address selection is based on
port a hash of the source IP address. For a given source IP address, the firewall uses
the same translated source address for all sessions.

NAT Policy Rule

Translated Packet

Source Address Translation Destination Address Translation

Translation Type | it e Le v Translation Type None v
Address Type |Dynamic IP And Port -

Dynamic IP
| Translated Addr BN

[ 202.3.3.1 None

Source NAT and Security Policies

A security policy rule requires a source IP, destination IP, source zone, and destination zone. When you
add an IP address to a security policy, you must add the IP address value that existed before NAT was
implemented, which is called the pre-NAT IP. After the IP address is translated (post-NAT IP), determine
the zone where the post-NAT IP address would exist. This post-NAT zone is used in the Security Policy
Rule.

A simple way to remember how to configure security policies where NAT was implemented is to
memorize the following: “pre-NAT IP; post-NAT zone.”
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Source Zone

R internal-lan-zone

Name Type Zone Address User  Zone Address Application  Service Action
1 snatsp universal g internallan-z... 4§ 192.168.1.5/32  any pi internet-zone 4§ 77.77.77.7  an R application-default @ Allow

N \

Configuring Source NAT

NAT Policy Rule

Ay
|| Source Address

B (R internal-lan-zone

NATPolicy Rule

Translated Packet

Source Address Translation Destination Address Translation

Translation Type Dynamic IP And Port Translation Type None v

Address Type Translated Address

| Translated Address
[ 202.3.3.1

Cad ©

)
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Configuring Bidirectional Source NAT

For static translations, bidirectional NAT allows the firewall to create a corresponding translation in the
opposite direction of the translation you configure. If you are configuring static source NAT, bidirectional
NAT allows you to eliminate the need to create an additional NAT policy rule for the incoming traffic.

If you enable bidirectional translation, you must ensure that you have security policies in place to control
the traffic in both directions. If there are no such policies, the bidirectional feature allows packets to be

translated automatically in both directions.

NAT Policy Rule

Translated Packet

Source Address Translation Destination Address Translation
Translation Type  Static IP - Translation Type None v
Translated Address 202.22.22.22 v

DIPP NAT Oversubscription

The DIPP NAT Oversubscription Rate is the number of times that the same translated IP address and port
pair can be used concurrently. Reduction of the oversubscription rate will decrease the number of source
device translations but will provide higher NAT rule capacities. Oversubscription assumes that the
destination is different in each translation.

Platform Default turns off oversubscription, whereby the default rate of the firewall model applies:

e 1x: means no oversubscription, where each IP address and port pair can be used only
one time

e 2x: oversubscribed two times
e A4x: oversubscribed three times

e  8x: oversubscribed eight times

© 2019 Palo Alto Networks 106



Session Settings

ICMPv6 Token Bucket Size 100
ICMPv6 Error Packet Rate (per sec) 100

NATE4 IPv6 Minimurm Network MTU 1280

/| Rematch all sessions on config policy change

V| Enable IPvé Firewalling

() [Rpable Jumbo Frame

NAT Oversubscription Rate] SEuietit T o

+ Accelerated Aging

Destination NAT Types

ICMP Unreachable Packet Rate (per sec) |Platform Default

Accelerated Aging Threshold
Accelerated Aging Scaling Factor | 8x

Packet Buffer Protection

%
2x

4x

Destination NAT (DNAT) typically is used to allow an external client to initiate access to an internal host

such as a web server. The two types of destination NAT are as follows:

Destination NAT Type

Description

Static

You can set the translated address as an IP address or range of IP addresses
and a translated port number (1 — 65,535), to which the original destination
address and port number are translated. If the Translated Port field is
blank, the destination port is not changed.

Dynamic IP (with
session distribution)

You can enter a translated address that is an FQDN, an address object, or an
address group from which the firewall selects the translated address. If the
DNS server returns more than one address for an FQDN or if the address
object or address group translates into more than one IP address, the
firewall distributes sessions among those addresses using the specified
session distribution method.
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NAT Policy Rule

Original m&,{-lv Translated Packet

Source Address Translation Destination Address Tranglaticn.

Translation Type |None v pd | SEEE | »

Destination NAT and Security Policies

A security policy rule requires a source IP, destination IP, source zone, and destination zone. When you
add an IP address to a security policy, you must add the IP address value that existed before NAT was
implemented, which is called the pre-NAT IP. After the destination IP address is translated (post-NAT IP),
determine the zone where the post-NAT IP address would exist. This post-NAT zone is used in the security
policy rule.

A simple way to remember how to configure security policies where NAT was implemented is to
memorize the following: “pre-NAT IP; post-NAT zone.”

Destination
Interface

t%me Source Zone Destination Zone Source Address Destination Address  Service Source sk H
1 Ir 2R internet-2or R int r 2 1 r
=
Name Type Zone Address User  Zone Address Application  Service Action
1 dnat universal (iR internet * 77.72.72.7 an iR internal-lan-zone ‘, 203.3.3.1 an yg application-def ault (V]
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Configuring Destination NAT

NAT Policy Bute

% Any
M| Source Address

Destination Interface
any v

OAdd QD0 kete

Destination Address Translati(
Translation Type Static [§
Translated Address 192.168.1.5

AT static NAT
ZOSOLIEE Translated Port

Source Address Translation

Translation Type None,

Configuring Dynamic IP Address Support for DNAT

You can enter a translated address that is an FQDN, an address object, or an address group from which
the firewall selects the translated address. If the DNS server returns more than one address for an FQDN
or if the address object or address group translates into more than one IP address, the firewall distributes
sessions among those addresses using the specified session distribution method.

NAT Policy Rule

Original Packet | Translated Packet

Source Address Translation Destination Address Translation
Translation Type None v Translation Type  Dynamic IP (with session distribution) v
Translated Address v

Translated Port

Address

Resolve

Enter an IP address or a network using the slash
92.16 4). You

notation (Ex. 192.1 150 o
IP Range can also enter an IPvE addr r an IPv6 address
| (Ex. 2001:dbe 1::1 or
2311 u64)

with its

2001 :db
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Configuring Destination NAT Port Forwarding

NATSolicy Rule

Translated Packet

Source Address Translation Destination Address Translation

Translation Type None v Translation Type Static IP v

Translated Address 192.168.1.5 bl
Translated Port 80

Destinati

Tiackace Source Address Destination Address  Service Source Translation Destination Translation |

Name % Source Zone Destination Zone

1 dnat (i) internet-zone g internal-lan-2 any any 53 202.3.3.1 ar none destination-translation

Sample questions
72. What are two source NAT types? (Choose two.)

A. universal
B. static
C. dynamic

D. extrazone

73. A simple way to remember how to configure security policies where NAT was implemented is to
memorize the following:

A. post-NAT zone, post-NAT zone
B. post-NAT IP, post-NAT zone

C. pre-NAT IP, post-NAT zone
D. pre-NAT IP, pre-NAT zone
74. What are two types of destination NAT? (Choose two.)

A. dynamic IP (with session distribution)

B. DIPP
C. global
D. static

75. What are two possible values for DIPP NAT oversubscription? (Choose two.)

A, 1Ix
B. 4x
C. 16x
D. 32x
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76. Which statement is true regarding bidirectional NAT?

A. For static translations, bidirectional NAT allows the firewall to create a corresponding
translation in the opposite direction of the translation you configure.

B. For static translations, bidirectional NAT allows the firewall to create a corresponding
translation in the same direction of the translation you configure.

C. For dynamic translations, bidirectional NAT allows the firewall to create a corresponding
translation in the opposite direction of the translation you configure.

D. For dynamic translations, bidirectional NAT allows the firewall to create a corresponding
translation in the same direction of the translation you configure.

Exam Domain 3 - Traffic Visibility

3.1 Given a scenario, select the appropriate application-based
security policy rules.

Application Shifts

Applications can change during the lifetime of a session. This behavior is called an “application shift.” For
example, a user types www.icloud.com into a web browser to access their iCloud email. This initial
request goes out as an HTTP request, and the application is recognized as web-browsing. After the HTTP
request is completed, the application is changed to icloud-base. After the icloud-base application is
processed, the application changes to icloud-mail.

Dependent Applications

Some applications within PAN-OS°® software are dependent on other applications, which means that if
Application#1 is dependent on Application#2, then both Application#1 and Application#2 need to be
allowed in security policies. For example, icloud-mail is dependent on icloud-base, therefore both
applications need to be allowed in security policies. Also, icloud-base is dependent on web-browsing, so
the web-browsing application also needs to be added to security policy. Additional dependent applications
are shown in the following figure.
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Warnings Due to Missing Dependencies

Type Zone Address User Zone Address Application Service Action
universal 2 internal-lan-z... any an (iR internet-zone §5555 i@ icloud-ma R application-default @ alloy I
intrazone any an an (intrazone) an an an & aloy
3 interzone-de interzone y en
e | Commit Status ® © Der

Operation Commit
Status Completed
Result Successful
Details Configuration committed successfully

1
vsys1: Rule ‘icloud email' application dependency warning:
Application ‘icoud-mail’ requires ‘icloud-base' be allowed
Application ‘icloud-mail’ requires ‘imap’ be allowed
Application ‘icloud-mail’ requires "smtp’ be allowed
Application ‘icloud-mail’ requires 'ssl’ be allowed
Application ‘icloud-mail’ requires ‘web-browsing’ be allowed
(Module: device)

No Warnings Due to No Missing Dependencies

I

Name Type Zone Address User Zone Address Application Service Action Profile

1 icloud email universal (17 internal-lan-z... any any (7, internet-zone 845555 [E'cloud-base R application-default & Allow none
(i@ icloud-mad
imap

smtp

ssl

i3] web-browsing

2 intrazone-de... intrazone any ar ar (GO Commit Status

3 terzone-de... interzone Operation Commit

Status Completed

Result Successful

Details Configuration committed successfully
Warnings

_

To determine applications and their dependencies, navigate to Objects > Applications.

Determining Dependent Applications
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k awvalil
WV v \& Dashboard ACC

Monitor Policies Network Device

Search) £ i Fiters

. Application

Name: icloud-mal Description:
Standard Ports: tcpj80,443,993,587 iCloud Mai is & web-based emal application that you can use to send

and receive emal using a web browser from your Mac or Windows
Depends on: icloud-base, imap, , 51, web-browsing computer. You can also access, send, and receive your iCloud email
Iap, D, < I using the Mail app on your Phone, iPad, or iPod touch.

Deny Action: drop-reset
Additional Information: Cloud Wiipeds Googe Vahoo!

Neme Characteristics Options
. Evasive: no  Tunnels Other Applications: no TCP Timeout (seconds): 3600  Customize
4 : : Excessive Bandwidth Use: no Prone to Misuse: no TCP Half Closed (seconds): 120
Bt bonce Used by Malware: no Widely Used: yes TCP Time Wait (seconds): 15
Capable of File Transfer: yes SaaS: yes App-ID Enabled: yes

Has Known Vulnerabilities: no
Saas$ Characteristics
Classification

Certifications:
Category: collaboration Data Breaches: yes
Subcategory: emal 1P Based Restrictions: no
Technology: client-server Poor Financial Viability: no
(Eal ] o= Poor Terms Of Service: yes

Tag

Implicit Applications and Determining Implicit Applications

Some applications such as icloud are dependent on the web-browsing application to be specified in a
security policy. Sometimes you do not have to explicitly allow access to the dependent applications for the
traffic to flow because the firewall can determine the dependencies and allow them implicitly. One
example is google-base. To be able to use google-base, you do not have to add ssl or web-browsing to a
security policy.

To determine applications that specifically are used, navigate to Objects > Applications.
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Application

Description:

- w This App-ID covers common service and infrastructure traffic
Standard Ports: tcp/80,443,5222-5224,5228,5229 generated by all Google services and applications. To safely enable
Depends on: Google's services and applications, this App-ID is required to be

permitted by policy.
Implicitly Uses: ssl, web-browsing I

Deny Action: drop-reset

Additional Information: \/iipedis

Characteristics Options
Evasive: no Tunnels Other Applications: yes TCP Timeout (seconds): 3600 Customize
Excessive Bandwidth Use: no Prone to Misuse: no TCP Half Closed (seconds): 120 Customize
Used by Malware: yes VWidely Used: no TCP Time Wait (seconds): 15 Gt
Capable of File Transfer: yes App-ID Enabled: yes

Has Known Yulnerabilities: yes

Classification
Category: general-internet
Subcategory: internet-utility
Technology: browser-based
Risk: 1 ustomize. .

Sample question

77. What are two application dependencies for icloud-mail? (Choose two.)
A. ssl
B. skype

C. google-base
D. icloud-base

Exam Domain 3 — Traffic Visibility

3.2 Given a scenario, configure application filters or application groups.

Application Filters

An administrator can dynamically categorize multiple applications into an application filter based on the
specific attributes Category, Subcategory, Technology, Risk, and Characteristic. For example, if you want to
allow all audio streaming applications, you could create an application filter that includes the subcategory
of audio-streaming, which automatically would add all applications to the filter from the App-ID database
that are subcategorized as audio-streaming. The filter then would be added as an application to a security
policy rule. Application filters simplify the process of ensuring that all applications that meet any attribute
automatically are added to a security policy.
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B paloalto

Dashboard

ACC

Monitor

Policies

Objects

Network

Device

Location

Application Filter

Category

Subcategory

WAool toNew Aop-1Ds ool €3 Clear Filters 55 matching applic
Technology Risk Characteristic
29 browser-based 25 Evasive
otec 23 auth-service 23 client-server 43 Excessive Bandwidth
M HIP Objects 38 database 1 network-protocol ’ 4 Prone to Misuse
W HIP Profiles 86 email 2 peer-to-peer o 15 Transfers Files
B HIP Profiles p
ernal Dynamic Lists 64 encrypted-tunnel 4 | 4 Tunnels Other Apps
. ) o 48 erp-crm 1 2 Used by Malware
Data Patteris 323 file-sharing 37 Vulnerability
D e 64 gaming 36 Widely used
A Spmere 179 general-business
o rability
$URL Catego Name Tagged Category Subcategory Risk Technology ~ Standard Ports
Partial list of audi 2 amazon-echo media audio-streamir | client-server tcp/80,443 -
artial list ot audio-
: [ amazon-
streaming amMazon-music
applications from [aamazm-musnc media audio-streamir [] client-server tcp/80,443
the App-ID database @mazon-musnc-base media audio-streamir [I client-server tcp/80,443
—_— @mazon-msuc-stremm media audio-streamir Jiy| client-server tcpf80,443
Displaying 1-40 of 62

COe=n

& Authentic ation

urity Policy Rule

Application Filter
audio streaming filter

Es Application Filter 188 Application Group

Add @ Delete

Application Groups

An administrator can manually categorize multiple applications into an application group based on App-
ID. This application group then is added to one or more security policy rules as required, which
streamlines firewall administration. Instead of a firewall administrator individually adding different
applications into a security policy, only the application group needs to be added to the policy.
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Application groups often are used to simplify security, QoS, and PBF policy rule implementation.

™ AQdresses -

g Address Groups

& Regions Name Location

53 Applications

Application Group

| 3 Application Groups |

— Application Filters

Jervices
* T © ©

Tags :
-‘;; - W Apphications
“ , GloDalProtect

M HIP Objects
.:,J HIP Profiles

v

@ External Dynamic Lists
£ Custom Objects
|i5] Data Patterns
) » Spyware
oF vulnerat by
$URL Category
X Security Profiles
't} Antivirus
- Anti-Spyware
S URL Filtering

A Fila Rlackinn

Nesting Application Groups and Filters

An administrator can nest application groups and filters. Multiple applications and multiple application
filters can be combined into an application group. One or more application groups then also can be
combined into one application group. The final application group then can be added to a security policy
rule.

Application Group O

Name nestedappgroup

* I © ©

[ Applications
[[] audio streaming Fier

o satostioien: AT

B8 Bowse Add 3 Delete
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Sample questions
78. What does an application filter enable an administrator to do?

A.
B.

C.
D.

manually categorize multiple service filters
dynamically categorize multiple service filters

dynamically categorize multiple applications

manually categorize multiple applications

79. Which two items can be added to an application group? (Choose two.)

A.

B
C.
D

application groups

. application services

application filters

. admin accounts

Exam Domain 3 - Traffic Visibility

3.3 Identify the purpose of application characteristics as defined in the

App-ID database.

Application Properties

All applications in the App-ID database are defined by five properties:

Property Definition

Category Used to generate the Top Ten Application Categories chart within the ACC and is
available for filtering

Subcategory Also used to generate the Top Ten Application Categories chart within the ACC
and is available for filtering

Technology Technology most closely associated with the application

Parent App Setting that applies when a session matches both the parent and a custom
application

Risk A relative risk rating, from 1 to 5, with 5 being the most risky

Application Characteristics

All applications in the App-ID database are defined by nine characteristics. The definitions are self-

explanatory.
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Application

Configuration | Advanced

General Five properties of an application
e within the App-ID database

Description < >

Properties
Category v Subcategory v Technology v
Parent App None v Risk 1 -

Characteristics
__| Capable of File Transfer __| Has Known Yulnerabilities __| Pervasive

Excessive Bandwidth Use Used by Malware Prone to Misuse

Tunnels Other Applications

Nine characteristics of an application within
the App-ID database

Continue scanning for other Applications

Evasive

Application Timeouts

Item Definition

Timeout Number of seconds before an idle application flow is terminated. A zero indicates
that the default timeout of the application will be used. This value is used for
protocols other than TCP and UDP in all cases, and for TCP and UDP timeouts
when the TCP timeout and UDP timeout are not specified.

TCP Timeout Number of seconds before an idle TCP application flow is terminated. A zero
indicates that the default timeout of the application is used.

UDP Timeout Number of seconds before an idle UDP application flow is terminated. A zero
indicates that the default timeout of the application is used.

TCP Half Maximum length of time that a session remains in the session table between

Closed receiving the first FIN and receiving the second FIN or RST. If the timer expires,
the session is closed.

TCP Time Maximum length of time that a session remains in the session table after

Wait receiving the second FIN or RST. If the timer expires, the session is closed. If this

time is not configured at the application level, the global setting is used (range is
1 to 600 seconds). If this value is configured at the application level, it overrides
the global TCP Time Wait setting.

© 2019 Palo Alto Networks 118



Application

Defaults

Port IP Protocol ICMP Type ICMP6 Type (®) None

Timeouts
Timeout TCP Timeout UDP Timeout
TCP Half Closed TCP Time Wait
Scanning

File Types Viruses || DataPatterns

Sample questions

80. What does the TCP Half Closed setting mean?

A. maximum length of time that a session remains in the session table between
receiving the first FIN and receiving the third FIN or RST.

B. minimum length of time that a session remains in the session table between
receiving the first FIN and receiving the second FIN or RST.

C. maximum length of time that a session remains in the session table between receiving the
first FIN and receiving the second FIN or RST.

D. minimum length of time that a session remains in the session table between
receiving the first FIN and receiving the third FIN or RST.

81. What are two application characteristics? (Choose two.)
A. stateful

B. excessive bandwidth use
C. intensive
D

. evasive

Exam Domain 3 - Traffic Visibility

3.4 Identify the potential impact of App-ID updates to existing security
policy rules.

App-ID Updates and Impact

A firewall admin must be careful before they install any App-ID updates because some applications may
have changed since the last App-ID update (content update). For example, an application that was
previously categorized under web-browsing now may be categorized under its own unique App-ID.
Categorization of applications into more specific applications allows more granularity and control of
applications within security policies. Because the new App-ID no longer will be categorized as web-
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browsing, no security policy now will contain this new App-ID. Consequently, the new App-ID will be
blocked.

You can minimize this risk by using the Disable new apps in content update feature. New updates will be
downloaded and installed according to the schedule, but they will be disabled until they are manually
enabled.

Applications and Threats Update Schedule

Recurrence Weekly v
Day wednesday v
Time 01:02 v
tion v
|| Disable new apps in content update

s)

A content update must be at least this many hours

old for the action to be taken
Allow Extra Time to Review New App-IDs
Set the amount of time the firewall waits before installing content updates that contain

new App-1Ds. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

COEEEn

Content Update Absorption

see the applications that have been modified since the last content release, select Review Apps in the
Action column. The screen will display details about the modified application.

v Applic ations and Threats ed: 2018/11/27 22:44:20 UTC  Schedule: Every Wednesday at 01:02 {(Dovwnload and Install)
7394252 parngey2-all-conbents Apps, Thessts Full 2007/10/05 23:13:22 UTC ¥ praviously :

TH6-4559 Py 2 - all-conbantd- 7E6- 4559 Apps, Thrasts Fidll 2018/03/02 22:02:01 UTC W
BOES-5114 parip2-all-contents-8085-51 14 Apps, Theeats Full 2018[10/31 21:41:37 UTC
BOB5-5122 parnpZ-all-contents-3086-5 122 Apps, Theeats Full 20061102 19:15:06 UTC
[ 0875126 parupy2-all-conbents-S087-51 26 Apps, Theaats Full 2018M11/07 01:11:47 UTC
BOEE-5134 parupryZ -all-conbants-80688-5 134 Apps, Thrasts Full 201871109 04:47:16 UTC
BOES-5136 parupy2-all-contents-B08%-5136 Apps, Threats Full 20181109 23:44:11 UTC
BOS0-5142 parupy2-all-conbents-B000-5142 Apps, Threats Full 200871113 10:33:185 UTE

B8091-5149 parupyz-all-contents-B8091-5149 Apps, Threats Full 20 11716 00l 10 UTC Download
2092-5156 parapye-all-contents-B8092-5156 Apps, Thrsats Full 2018/11/20 05:09:53 UTC - —
1 I Reewview Policies I
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New and Modified Applications since last installed content

Previously Identified As:
Additional Information:

Characteristics
Evasive:
Excessive Bandwidth Use:
Used by Malware:
Capable of File Transfer:
Has Known Yulnerabilities:

Classification

tep/80,443

s55l, web-browsing

ssl, web-browsing

Wikipedia Coinbase Goo¥
no Tunnels Other Applications: o
no Prone to Misuse: no
no Widely Used: o
no
yes

Description:

Coinbase is a digital currency exchange to exchange Bitcoin, Bitcoin Cash,
[Ethereum, and Litecoin with Fist currencies.

Options

TCP Timeout (seconds): 3600
TCP Half Closed (seconds): 120
TCP Time Wait (seconds): 15
App-ID Enabled: yes

Select Review Policies to display the security policy rules that might enforce traffic differently once the

application is modified.

v Applications and Threats ed: 2018/11/27 22:44:28 UTC
739-4252 panupv2-all-contents- Apps, Threats Full
786-4559 panupv2-all-contents-786-4559 Apps, Threats Full
8085-5114 panupv2-all-contents-8085-5114 Apps, Threats Full
8086-5122 panupv2-all-contents-8086-5122 Apps, Threats Full

[ 8087-5126 panupv2-all-contents-8087-5126 Apps, Threats Full
8088-5134 panupv2-all-contents-8088-5134 Apps, Threats Full
8089-5136 panupv2-all-contents-8089-5136 Apps, Threats Full
8090-5142 panupv2-all-contents-8090-5142 Apps, Threats Full
8091-5149 panupv2-all-contents-8091-5149 Apps, Threats Full
8092-5156 panupv2-all-contents-8092-5156 Apps, Threats Full

Pol/

ootV

based on candidate configuration

ey ]

f review

| Nare
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2017/10/0S 23:13:22 UTC
2018/03/02 22:02:01 UTC
2018/10/31 21:41:37 UTC
2018/11/02 19:15:06 UTC
2018/11/07 01:11:47 UTC
2018/11/09 04:47:16 UTC
2018/11/09 23:44:11 UTC
2018/11/13 10:33:1SUTC
20181116 08:08:10 UTC
2018/11/20 05:09:53 UTC

Schedule: Every Wednesday at 01:02 (Download and Install)

v previously

Troe
Destination

HIP Profile Address

= acmepratocol |7 |

8555

CRR-RRR )

This screen appears after selecting

Review Policies
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Always review content release notes for the list of newly identified and modified applications and threat

signatures that the content release introduces. Content release notes also describe how the update might

impact existing security policy enforcement and provides recommendations about how you can modify

your security policy to best leverage what’s new. Installation of new App-IDs included in a content release

version sometimes can cause a change in policy enforcement for the application that now is uniquely

identified.
Currently
Version File Name Features Type Release Date Do... Action Documentation
Installed
¥ Antivirus Last checked: 2018/11/27 22:44:29UTC  Schedule: None
Full 2017112431 12:04:57 UTC v
pre
Full 2018/03/0S 12:04:42 UTC v v

2805-3314 p ‘ ’ )

28 P 201 25 12:03 TC R
2809-3318 panup-all-antiviru 8 F 2018/11/27 12:01:55 UTC

739-4252 739-4252 : F 22UTC e R

panupv2-all-contents-739-4252 Apps, Threats Full 20171005 23:13:22 UTC v

Full
Full
Full

Full

ull

all-cont: Full

Full

Full

Sample questions

82. Which column in the Applications and Threats screen includes the options Review Apps and
Review Policies?

A.
B.
C.
D.

Features
Type
Version
Action

83. What can you select to minimize the risk using of installing new App-ID updates?

A.

Enable new apps in content

B. Disable new apps in app-id database
C.
D. Enable new apps in App-ID database

Disable new apps in content

Exam Domain 3 — Traffic Visibility

3.5 Identify the tools to optimize security policies.

See the Legacy Port-Based to App-ID Rule Converter feature in the PAN-OS® 9.0 New Features Guide at
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features.html.
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Exam Domain 4 — Securing Traffic

4.1 Given a risk scenario, identify and apply the appropriate security profile.

Security Profiles

Security profiles are added to the end of security policy rules. After a packet has been allowed by the
security policy, security profiles are used to scan packets for threats, vulnerabilities, viruses, spyware,
malicious URLs, and exploitation software. Traffic also can be scanned for suspicious file uploads.

A Security Profile Group can be created that includes one or more security profiles, which simplifies the
task of adding security profiles to a security policy rule.

The following table describes the security profile types:

Type Description

Antivirus Detects infected files being transferred within the application

Anti-Spyware Detects spyware downloads and traffic from previously installed spyware

Vulnerability Detects attempts to exploit known software vulnerabilities

Protection

URL Filtering Classifies and controls web browsing based on website content

File Blocking Tracks and blocks file uploads and downloads based on file type and
application

WildFire Analysis Forwards unknown files to the WildFire® service for malware analysis.
Note: This type will not be discussed further in this section.

Data Filtering Identifies and blocks transfer of specific data patterns found in network
traffic
Note: This type will not be discussed further in this section.

Service Action Profile

3 application-default & Allow 6Lj\; arSQ

Name Type Zone Address User Zone Address

1 icloud emai universal (i internak-lan-z... any any (i internet-zone 8¢ 5555

Profile

url filtering
wildfire

52
)
A
e
)

datafiltering

vulnerability protect
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Threat Logs

Threats are recorded and logged in the Threat log. Threat logs display entries when traffic matches one of
the security profiles attached to a security policy rule on the firewall. Each entry includes the following
information: date and time; type of threat (such as virus or spyware); threat description or URL (Name
column); source and destination zones, addresses, and ports; application name; alarm action (such as
allow or block); and severity level. The Threat log is used as the source of information that is displayed on
the ACC tab (Application Control Center).

Receive Time Type Name From Zone To Zone Source address  Source User Destination address To Port  Application Action  Severity File Name  URL

Threat levels are based on severity. There are five levels of severity:

Critical: Critical threats are serious threats such as those that affect default installations of
widely deployed software, and result in the compromise of servers. Critical threats include
those where the exploit code is widely available to attackers. The attacker usually does not
need any special authentication credentials or knowledge about the individual victims, and the
target does not need to be manipulated into performing any special functions.
e High: High threats are those that can become critical but have mitigating factors; for
example, they may be difficult to exploit, do not result in elevated privileges, or do
not have a large victim pool.

e Medium: Medium threats are minor threats and those that pose minimal impact.
Examples include DoS attacks that do not compromise the target or exploits that
require an attacker to reside on the same LAN as the victim. Medium threats affect
only non-standard configurations or obscure applications, or provide very limited
access.

e Low: Low threats are warning-level threats that have little impact on an
organization's infrastructure. They usually require local or physical system access and
often may result in victim privacy or DoS issues and information leakage. Data
Filtering profile matches are logged as Low.

e Informational: Informational threats are suspicious events that do not pose an
immediate threat but that are reported to call attention to deeper problems that could
exist. URL Filtering log entries are logged as Informational. Log entries with any verdict
and an action set to block also are logged as Informational.

Antivirus Security Profiles

Antivirus security profiles protect against viruses, worms, and Trojans, along with spyware downloads. The
Palo Alto Networks antivirus solution uses a stream-based malware prevention engine that inspects traffic
the moment the first packet is received to provide protection for clients without significantly impacting
the performance of the firewall. This profile scans for a wide variety of malware in executables, PDF files,
HTML, and JavaScript, and includes support for scanning inside compressed files and data encoding
schemes. The profile also enables scanning of decrypted content if decryption is enabled on the firewall.
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The default profile inspects all listed protocol decoders for viruses and generates alerts for SMTP, IMAP,
and POP3 protocols while blocking FTP, HTTP, and SMB protocols. You can configure the action for a
decoder or antivirus signature and specify how the firewall responds to a threat.

Customized profiles can be used to minimize antivirus inspection for traffic between trusted security
zones. They also can be used to maximize the inspection of traffic received from untrusted zones, such as
the internet, and the traffic sent to highly sensitive destinations such as server farms.

The Palo Alto Networks WildFire system also provides signatures for persistent threats that are more
evasive and have not yet been discovered by other antivirus solutions. Signatures are quickly created as
threats are discovered by WildFire and then are integrated into the standard antivirus signatures that can
be downloaded daily by Threat Prevention subscribers (sub-hourly for WildFire subscribers).

Anti-Spyware Security Profiles

Anti-spyware security profiles block spyware on compromised hosts from trying to communicate with
external command-and-control (C2) servers, thus allowing you to detect malicious traffic leaving the

network from infected clients. You can apply various levels of protection between security zones. For
example, you may want to have custom anti-spyware profiles that minimize inspection between trusted
zones while maximizing inspection on traffic received from an untrusted zone such as internet-facing
zones.

Vulnerability Protection Security Profiles

Vulnerability Protection security profiles stop attempts to exploit system flaws or gain unauthorized
access to systems. While Anti-spyware security profiles identify infected hosts as traffic leaves the
network, but vulnerability protection security profiles protect against threats entering the network. For
example, vulnerability protection security profiles protect against buffer overflows, illegal code execution,
and other attempts to exploit system vulnerabilities. The default vulnerability protection security profile
protects clients and servers from all known critical-, high-, and medium-severity threats. You also can
create exceptions that allow you to change the response to a specific signature.

URL Filtering Security Profiles

The URL Filtering security profile determines web access and credential submission permissions for each
URL category. By default, site access for all URL categories is set to “allow” when you create a new URL
filtering security profile. All allowed traffic will not be logged by default. You can customize the URL
filtering security profile with custom site access settings for each category, or use the predefined default
URL filtering security profile on the firewall to allow access to all URL categories except the following
threat-prone categories, which it blocks: abused-drugs, adult, gambling, hacking, malware, phishing,
guestionable, and weapons.

For each URL category, select User Credential Submissions to allow or disallow users from submitting
valid corporate credentials to a URL in that category. This action will prevent credential phishing.

Management of the sites to which users can submit credentials requires User-ID, and you must first set up
credential phishing prevention. URL categories with the Site Access set to block automatically are set to
also block user credential submissions.
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File Blocking Security Profiles

A security policy can include specification of a file blocking profile that blocks selected file types from
being uploaded or downloaded, or generates an alert when the specified file types are detected.

Sample question

84. What are two benefits of vulnerability protection security profiles? (Choose two.)

A. prevent compromised hosts from trying to communicate with external
command-and- control (C2) servers

B. protect against viruses, worms, and Trojans
prevent exploitation of system flaws

prevent unauthorized access to systems

Exam Domain 4 — Securing Traffic

4.2 Identify the difference between security policy actions and security profile
actions.

Security Policy Actions and Security Profile Actions

When packets traverse a firewall, they are inspected in two primary stages:

e Security Policy Stage
e Security Profile Stage

In the Security Policy Stage, packets must meet all of the criteria in the security policy to match the
security policy. If all the criteria match, the security policy action is applied. If the security policy action is
“allow,” the packet is inspected by the security profiles included within the security policy rule. If all of the
security profile criteria do not match, or the security policy is any action other than “allow,” the packet is
evaluated against the next security policy rule, and so on. A Security Profile Group can be created that
includes one or more security profiles, which simplifies the task of adding security profiles to a security

policy rule.
security
policy
| security policy criteria action security profiles
T%me Type Zone Address User Zone Address Application Service Action Profile Options
1 I universal (21 internal-lan-z an' an (i7, internet-zone 8¢ 5555 % application-default & Alo 6/] 1.; a :-lJ S—a @

.
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The Available Security Policy Actions

Security Policy Rule

User | Destination | Application | Service/URL Category | Actlons
Action Setting Log Setting
= Log at Session Start
V| Log at Session End
Profile Setting Drop 20 EHOR R  Nono sl
Profile Type Reset chert Other Settings
) Reset server
Antivirus  def ay Riaset hath ciant and sarver Schedule None v
Vulnerability  default v QoS Marking None v
Protection
__ Disable Server Response Inspection
Anti-Spyware default -
URL Filtering default v
File Blocking ' basic file blocking i
Data Filtering  datafiltering v
WildFire Analysis  def ault v

Antivirus Security Profile Actions

The default profile inspects the listed protocol decoders for viruses and generates alerts for SMTP, IMAP,
and POP3 protocols while blocking FTP, HTTP, and SMB protocols. You can configure the action for a
decoder or antivirus signature and specify how the firewall responds to a threat event; see the following
table:

Action Description

Default For each threat signature and Antivirus signature that is defined by Palo Alto
Networks, a default action is specified internally. The default action typically is
an “alert” or a “reset-both.” The default action is displayed in parentheses, for
example, default (alert), in the threat or antivirus signature.

Allow Permits the application traffic

Alert Generates an alert for each application traffic flow. The alert is saved in the
Threat log

Drop Drops the application traffic

Reset Client For TCP, resets the client-side connection. For UDP, drops the connection

Reset Server For TCP, resets the server-side connection. For UDP, drops the
connection

Reset Both For TCP, resets the connection on both client and server ends. For UDP,

drops the connection

Customized profiles can be used to minimize antivirus inspection for traffic between trusted security
zones. They also can be used to maximize the inspection of traffic received from untrusted zones such as
the internet and of traffic sent to highly sensitive destinations such as server farms. The Palo Alto
Networks WildFire® product also provides signatures for persistent threats that are more evasive and have
not yet been discovered by other antivirus solutions. As threats are discovered by WildFire, signatures are
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quickly created and then integrated into the standard antivirus signatures that can be downloaded daily
by Threat Prevention subscribers (sub-hourly for WildFire subscribers).

Antivirus Profile

Name |
ription
Virus Excaption

Antivirus

Packet Capture

Decoders

Decoder
ftp

http
imap
pop3
smb

Action

default (reset-both)
default (reset-both)
default (alert)
default (alert)
default (reset-both)

WildFire Action
default (reset-both)
default (reset-both)
default (alert)
default (aslert)
default (reset-both)

Application Exception

Y
| Application

smtp default (alert) default (alert)

default actions

Anti-Spyware Security Profile Actions

Custom Anti-Spyware profiles can be created, or one of the two following predefined profiles can be
chosen when applying anti-spyware to a security policy rule:

Profile Description

Default Uses the default action for every signature, as specified by Palo Alto Networks when the
signature is created

Strict Overrides the default action of critical-, high-, and medium-severity threats to the block
action, regardless of the action defined in the signature file. This profile still uses the
default action for low- and informational-severity signatures.

After the firewall detects a threat event, you can configure the following actions in an Anti-Spyware

profile:

Action Description

Default For each threat signature and anti-spyware signature that is defined by Palo Alto
Networks, a default action is specified internally. The default action typically is an
“alert” or a “reset-both.” The default action is displayed in parentheses, for
example, default (alert), in the threat or antivirus signature.

Allow Permits the application traffic

Alert Generates an alert for each application traffic flow. The alert is saved in the Threat
log.

Drop Drops the application traffic

Reset Client For TCP, resets the client-side connection. For UDP, drops the connection.

Reset Server For TCP, resets the server-side connection. For UDP, drops the connection.

Reset Both For TCP, resets the connection on both client and server ends. For UDP, drops the
connection.
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Action Description

Block IP Blocks traffic from either a source or a source-destination pair. It is configurable for a
specified period of time.

You also can enable the DNS Sinkholing action in anti-spyware profiles to enable the firewall to create a
response to a DNS query for a known malicious domain, thus causing the malicious domain name to
resolve to an IP address (sinkhole address) that you define. This feature helps to identify infected hosts on
the protected network using DNS traffic. Infected hosts then can be easily identified in the traffic and
Threat logs because any host that attempts to connect to the sinkhole IP address most likely is infected
with malware. Anti-spyware and vulnerability protection profiles are configured similarly.

Two Predefined Anti-Spyware Security Profiles

Name Location Count Rule Name ThreatName  Severty Action Packet Capture gﬁtz":k"'
Predefined Rules: 4 simple-critical an critical default disable disable
simple-high an high disable
simpl any medium disable
simpl any low disable
Predefined Rules: S simple-critical any critical disable disable
simple-high any high disable
simple-medium any medium reset-both disable
simple- any informational default disable
informational
simple-low any low default disable

Vulnerability Protection Security Profile Actions

The default vulnerability protection security profile protects clients and servers from all known critical-,
high-, and medium-severity threats. You also can create exceptions that allow you to change the response
to a specific signature.
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Two Predefined Vulnerability Protection Security Profiles

Location Count Threat Name Host Type Severity Action Packet Capture
Predefined Rules: 10 any chent critical reset-both disable
an chent high reset-both disable
any client medium reset-both disable
an chient nformational default disable
an ent W default able
ary er iti reset-both able
any server high reset-both disable
Predefined Rules: 6 any chent critical default disable
any client high default
any chent medium default
an server critical default disable
simple-server-high  any server high default disable
simple-server- any server medium default disable

medium

URL Filtering Security Profile Actions

Action

Description

Alert

The website is allowed and a log entry is generated in the URL filtering log.

Allow

The website is allowed and no log entry is generated.

Block

The website is blocked and the user will see a response page and will not be able to
continue to the website. A log entry is generated in the URL Filtering log.

Blocking of site access for a URL category also sets User Credential Submissions for that
URL category to “block.”

Continue

The user will be prompted with a response page indicating that the site has been
blocked due to company policy, but the user is prompted with the option to continue to
the website. The “continue” action typically is used for categories that are considered
benign and is used to improve the user experience by giving the user the option to
continue if they consider the site to be incorrectly categorized. The response page
message can be customized to contain details specific to your company. A log entry is
generated in the URL Filtering log.

The Continue page doesn’t display properly on client systems configured to use a proxy
server.

Override

The user will see a response page indicating that a password is required to allow access
to websites in the given category. With this option, the security admin or helpdesk
person would provide a password granting temporary access to all websites in the given
category. A log entry is generated in the URL Filtering log.

The Override page doesn’t display properly on client systems configured to use a proxy
server.

None

The “none” action applies only to custom URL categories. Select none to ensure that, if
multiple URL profiles exist, the custom category will not have any impact on other

profiles. For example, if you have two URL profiles and the custom URL category is set to
block in one profile, if you do not want the “block’ action to apply to the other profile,
you must set the action to none.

Also, to delete a custom URL category, the category must be set to none in any profile
where it is used.
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URL Filtering Profile (Read Only)

Description

Name  def

sult

Categorles  Overrides  URL Filtering Settings  User Credentlal Datection

HTTP Header Insertion

[F] abortion

] abused-drugs

] aduk

[[] alcohol-and-tobacco

[F] auctions
business-and-economy

[7] command-and-control

O

\

[F] computer-and-internet-info

[F] content-delivery-networks ___J

a few of the default

] URL categories

Site Access

allow
block
block
allow
allow
allow
block
allow
allow

allow
block
block
allow
allow
allow
block
allow

allow

Field Description

Name Enter a rule name (up to 31 characters in length).

Applications | Select the applications the rule applies to or select Any.

File Types Click in the field and then click Add to display a list of supported file types. Click a file
type to add it to the profile and continue to add file types as needed. If you select Any,
the defined action is taken on all supported file types.

Direction Select the direction of the file transfer (upload, download, or both).

Action Select the action taken when the selected file types are detected:
e alert: An entry is added to the Threat log.
e block: The file is blocked.
e continue: A message to the user indicates that a download has been
requested and asks the user to confirm whether to continue. The purpose is to
warn the user of a possible unknown download (also known as a drive-by-
download) and to give the user the option of continuing or stopping the
download.

When you create a file blocking profile with the action “continue,” you can choose only the application
web-browsing. If you choose any other application, traffic that matches the security policy will not flow
through the firewall because the users will not be prompted with a continue page.
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File Blocking Profile

Name FB Profile
Description

©4dd @ Delete )

24sevenoffice
S1.com-webdisk
accellion
accelo
access-grid
ad-seffservice
adobe-cloud
adobe-connectno...

adobe-creative-cl...

adobe-creative-cl...

adobe-media-plaver ¥ ) v

Sample question

85. Which two actions are available for antivirus security profiles? (Choose two.)

A. continue
B. allow
C. blockIP
D. alert

Exam Domain 4 — Securing Traffic

4.3 Given a network scenario, identify how to customize security profiles.

Antivirus Security Profile Customization

Customized profiles can be used to minimize antivirus inspection for traffic between trusted security
zones. They also can be used to maximize the inspection of traffic received from untrusted zones such as
the internet and of traffic sent to highly sensitive destinations such as server farms. The Palo Alto
Networks WildFire® product also provides signatures for persistent threats that are more evasive and have
not yet been discovered by other antivirus solutions. As threats are discovered by WildFire, signatures are
quickly created and then integrated into the standard antivirus signatures that can be downloaded daily
by Threat Prevention subscribers (sub-hourly for WildFire subscribers).
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Antivirus Security Profile Customization for Decoder Actions

Argairus Profile

Description
Antivirus  Virus Excaption

| packet Capture

Decoders Application Exception

WildFire Action
Hefault (alert) w | default (alert)
default (reset-both)
default (alert)
‘ default (alert)
default (reset-both)
reset-client default (reset-both)
reset-server
reset-both

Argairus Profile

Description
Antivirus  Virus Excaption

| packet Capture

Decoders Application Exception

WildFire Action
Hefault (alert) w | default (alert)
default (reset-both)
default (alert)
‘ default (alert)
default (reset-both)
reset-client default (reset-both)
reset-server
reset-both
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Antivirus Security Profile Customization to Exclude Specific Apps from AV Inspection

Antivirus Profile

Antivirus  Virus Exception

Packet Capture

Decoders Application Exception
| Decoder Action wildFire Action

smtp default (alert) default (alert)

smb default (reset-both) default (reset-both)

pop3 default (alert) default (alert)

imap default (alert) default (alert)

http defaulkt (reset-both) default (reset-both)

ftp default (reset-both) default (reset-both)

google-translate-auto
google-translate-base

google-translate-manual
google-update
google-video-base

google-video-enterprise
google-wave

gotoassist
notnwehinar-unlnadinn

Antivirus Security Profile Customization to Exclude Threats from AV Inspection

Antivirus Profile ®

Name avl
Description

Virus Excaption

Threat ID Threat Name

| ©@2d0 Eiporosy
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Anti-Spyware Security Profile Customization

Custom anti-spyware profiles can be created. For example, you can reduce the stringency for anti-
spyware inspection for traffic between trusted security zones and maximize the inspection of traffic
received from the internet or traffic sent to protected assets such as server farms.

Anti-Spyware Security Profile Customization of Categories

atch any signature containing the entered text as part of the signature name

Action
Packet Capture

Severity backdoor
W/ any (All se| botnet
| critical | browser-hijack
| high data-theft

| medium |dns
] low dns-wildfire

net-worm
p2p-communication
spyware

Anti-Spyware Security Profile Customization of Actions

Anti-Spyware Rule

Rule Name as

Threat Name any

Used to match any signature containing the entered text as part of the signature name

Category any v
[Action | TEER |~

Default
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Vulnerability Protection Security Profile Customization

The default vulnerability protection security profile protects clients and servers from all known critical-,
high-, and medium-severity threats. Customized profiles can be used to minimize vulnerability checking
for traffic between trusted security zones and to maximize protection for traffic received from untrusted
zones such as the internet, along with traffic sent to highly sensitive destinations such as server farms.

The Exceptions setting found under the “Exceptions” tab allows you to change the response for a specific
signature based on its Threat ID number or name. For example, you can block all packets that match
specific signatures, except for the one(s) that you set up as exception(s), which could be set up as an
action to generate only alerts.

Vulnerability Protection Profile Customization of CVEs and Vendor IDs

Vulnerability Protection Rule

Rule Name | vp)

Threat Name  any

Used to match any signature containing the entered text as part of the signature name
Action  Default w  Packet Capture disable v
Host Type  any v Category any -
Severity

W any (Al severities)

Qadd O Sadd @

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID
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Vulnerability Protection Profile Customization of Actions and Severity

Yulnerability Protection Rule

Rule Name

Threat Name any
Used to match any si nan
|Act'm Packet Capture | disable -
Host Type | Default Category | any v

Severity

@ any (All severities)

:

0oog
g

(i >

Dad @ Sl @

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID

Vulnerability Protection Profile Customization of Categories

Vulnerability Protection Rule

Rule Name
Threat Name any
R Used to match any signature containing the entered text as part of the signature name
Action  Default w  Packet Capture disable v
Host Type any v Category E v

any

brute-force
code-execution
code-obfuscation
command-execution
dos

exploit-kit

info-leak

overflow

phishing
protocol-anomaly 1
scan
| sql-injection

Qadd © Qad O

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID
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URL Filtering Security Profile Customization

URL filtering should be customized to meet the unique needs of your organization

URL Filtering Profile Customization of Categories and Site Access

e
Name uf

Description

Categorles ~ Owverrides  URL Fltering Settings  User Credentlal Detection ~ HTTP Header Insertion

User Credential
Submission

Site Access

] motor-vehicles

allow allow v

[ music alow allow
[ news block allow
[7] not-resolved continue allow
[ nudity override allow
[F] online-storage-and-backup allow allow
[7] parked allow allow
[7] peer-to-peer

* ind indicates

Name uf
R Description
Categorles | Overrides | URL Flltering Settings  User Credentlal Detectlon ~ HTTP Header Insertion

Allow List Block List
Enter urls that will be allowed, even Enter urls that will be blocked, even

though they match the criteria for though they match the criteria for
this profile this profile

Safe Search

Many search engines have a safe search setting that filters out pornographic images and videos in search
query return traffic. When Safe Search Enforcement is enabled, the firewall blocks search results if the
end user is not using the strictest safe search settings in the search query. The firewall can enforce safe
search for the following search providers: Google, Yahoo, Bing, Yandex, and YouTube. This is a best- effort
setting and is not guaranteed by the search providers to work with every website.
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HTTP Header Logging

The HTTP Header Logging feature provides visibility into the attributes included in
the HTTP request sent to a server. When HTTP Header Logging is enabled, one or
more of the following attributes are recorded in the URL Filtering log:

e User Agent: The web browser that the user used to access the URL. This information is
sent in the HTTP request to the server. For example, the User Agent can be Internet
Explorer orFirefox.

o Referrer: The URL of the webpage that linked the user to another webpage. It is the
source that redirected (referred) the user to the webpage that is being requested.

e X-Forward-For: The header field option that preserves the IP address of the user who
requested the webpage. It allows you to identify the IP address of the user, which is
particularly useful if you have a proxy server on you network or you have implemented
source NAT that is masking the user’s IP address such that all requests seem to
originate from the proxy server’s IP address or a common IP address.

URL Filtering Profile &

Name uf
s

Calegorles  Overridss  URL Flltering Settings  User Creentlal Detection  HTTP Header Insertion

Description

/| Log container page only

Safe Search Enforcement
HTTP Header Logging

‘ User-Agent
| Referer

| %-Forwarded-For

COx=n

File Blocking Security Profile Customization

File blocking should be customized to meet the unique needs of your organization.
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File Blocking Applications Customization

File Blocking Profile

Direction

O Add © Delete

| ad-seffservice
| adobe-cloud

| adobe-connectno. ..
| adobe-creative-dl...

File Blocking Profile

O Add @ Delete

Multi-Level-Encoding
ocx

pel
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File Blocking Direction Customization

2 Add O Delete

File Blocking Action Customization

File Bfocking Profile

3 Add G Delete

© 2019 Palo Alto Networks 141



Sample question
86. Which two HTTP Header Logging options are within a URL filtering profile? (Choosetwo.)
A. User-Agent
B. Safe Search
C. URL redirection
D

. X-Forward-For

Exam Domain 4 — Securing Traffic

4.4 Identify the firewall’s protection against packet- and protocol- based attacks.

Denial-of-Service Protection

PAN-OS’ software does not only provide protection using security policies and security profiles, which use
signatures and heuristics to identify attacks. PAN-OS software also provides denial-of-service (DoS)
protection, which is based on analysis of packet headers to detect threats rather than signatures.

A DoS attack attempts to make network devices unreachable by disrupting services. These attacks usually
come from the internet but can come from misconfigured or compromised internal devices. The typical
method is to flood the target with resource requests until the requests consume all of the target’s
available resources: memory, CPU cycles, and bandwidth. Typical targets are internet-facing devices that
users can access from outside the corporate network such as web servers and database servers. Palo Alto
Networks firewalls provide the following three DoS attack mitigation tools as part of a layered approach to
DoS protection. Note that packet buffer protection will not be described in this section.

e Zone protection profiles: Apply only to new sessions in ingress zones and provide
broad protection against flood attacks by limiting the connections-per-second (CPS) to
the firewall, plus protection against reconnaissance (port scans and host sweeps),
packet-based attacks, and Layer 2 protocol-based attacks.

e DoS protection profiles and policy rules: Provide granular protection of specific,
critical devices for new sessions. Classified policies protect individual devices by
limiting the CPS for a specific device or specific devices. Aggregate policies limit the
total CPS for a group of devices but don’t limit the CPS for a particular device in the
group to less than the total allowed for the group, so one device still may receive most
of the connection requests.

e Packet buffer protection: Protects against single-session DoS attacks from existing
sessions that attempt to overwhelm the firewall’s packet buffer.

Zone Protection Profiles

A zone protection profile is applied to an ingress zone. It offers protection against floods, reconnaissance
attacks, and other packet-based attacks. Zone protection is broad-based protection and is not designed to
protect a specific end host or traffic going to a particular destination zone. One zone protection profile can
be applied to a zone. Zone protection is enforced only when there is no session match for the packet
because zone protection is based on new CPS, not on packets per second (pps). If the packet matches an
existing session, it will bypass the zone protection setting.
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Flood Attack Protection

Zone protection profiles consist of five types of floods:

e SYN

e UDP

e |CMP

e [CMPv6
e OtherlIP

Flood Protection Activate Rates

IHE Protection Profile ®

Name zp
Description

Flood Protection  Reconnalssance Protectlon  Packet Based Attack Protectlon  Protocol Protection

M n  Random Early Drop 10000 warm Ra connections/se 10000

10000 A ste (connections/se 10000

10000

10000

ks

Activate (connections/sec) 10000 40000

Maximum (connectionsfsec) 40000

SYN Random Early Drop

This feature causes SYN packets to be dropped to mitigate a flood attack. When the flow exceeds the
Activate rate threshold, the firewall drops individual SYN packets randomly to restrict the flow. When the
flow exceeds the Maximum rate threshold, 100% of incoming SYN packets are dropped.

SYN Cookies

This feature causes the firewall to act like a proxy, intercept the SYN, generate a cookie on behalf of the
server to which the SYN was directed, and send a SYN-ACK with the cookie to the original source. Only
when the source returns an ACK with the cookie to the firewall does the firewall consider the source valid
and forward the SYN to the server. This is the preferred Action.

ubp

UDP is activated when the number of UDP packets (not matching an existing session) the zone receives
per second is reached. The firewall uses an algorithm to progressively drop more packets as the attack
rate increases, until the rate reaches the Maximum rate. The firewall stops dropping the UDP packets if
the incoming rate drops below the Activate threshold.
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ICMP

ICMP is activated when the number of ICMP packets (not matching an existing session) the zone receives
per second is reached. The firewall uses an algorithm to progressively drop more packets as the attack
rate increases, until the rate reaches the Maximum rate. The firewall stops dropping the ICMP packets if
the incoming rate drops below the Activate threshold.

ICMPv6

ICMPv6 is activated when the number of ICMPv6 packets (not matching an existing session) the zone
receives per second is reached. The firewall uses an algorithm to progressively drop more packets as the
attack rate increases, until the rate reaches the Maximum rate. The firewall stops dropping the ICMPv6
packets if the incoming rate drops below the Activate threshold.

Other IP

Other IP is activated when number of other IP packets (non-TCP, non-ICMP, non-ICMPv6, and non-UDP
packets) (not matching an existing session) the zone receives per second is reached. The firewall uses an
algorithm to progressively drop more packets as the attack rate increases, until the rate reaches the
Maximum rate. The firewall stops dropping the Other IP packets if the incoming rate drops below the
Activate threshold.

Reconnaissance Attack Protection

Reconnaissance protection protects against reconnaissance attacks, which are the first type of attacks
within a Cyber-Attack Lifecycle. During the first stage of the attack lifecycle, cyberattackers carefully plan
their method of attack. They research, identify, and select targets within an organization such as human
resources and financial personnel that will allow them to meet their objectives. Attackers can gather
intelligence through publicly available sources such as Twitter, LinkedIn, and corporate websites — all the
places where a company will share information about itself. The cyberattackers also will scan for
vulnerabilities that can be exploited within the target network (services and applications), and map out
that they can take advantage of.

Prevent by:

e Performing continuous inspection of network traffic flows to detect and prevent port
scans and host sweeps

e Implementing security awareness by limiting what should be posted on the internet:
sensitive documents, customer lists, event attendees, job roles, and responsibilities

See Palo Alto Networks documentation for more detail about these complicated types of attacks.
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Zone Protection Pr IKIE‘ ®

Name 2zp
Description zp
Flood Protection  Reconnalssance Protection  Packet Based Attack Protection  Protocol Protection
Scan Enable Action - Interval (sec) Threshold (events)
adjust
TCP Port Scan ] alert intervals 2 100
Host Sweep (] alert and 10 100
UDP Port Scan (] r thresholds 2 100
here
Allow
o4 Alert
Block
IP Addr
three types of Block IP S
reconnaissance
protection
four types of
reconnaissance
Add O actions

]

Packet-Based Attack Protection

There are many types of packet-based attack protection. Each one will not be covered in detail in this
section. Please refer to Palo Alto Networks documentation to obtain more detail on these complicated

types of attacks.

The five major categories of packet-based attacks protection are:

e [P Drop

e TCPDrop
e [CMP Drop
e |Pv6 Drop

e |CMPv6 Drop
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one Protection Profile Q)

Name zp
Description  zp

Flood Protection  Reconnalssance Protection | Packe! Based Attack Protection | Protocol Protection

IPDrop || TCP Drop | | ICMP Drop | | IPv6 Drop | | ICMPv6 Drop

Spoofed IP address
Strict IP Address Check

Fragmented traffic
IP Option Drop

Strict Source Routing | Security
Loose Source Routing | Stream ID
Timestamp Unknown
Record Route Malformed

C )=

Packet-based attacks take many forms. Zone protection profiles check IP, TCP, ICMP, IPv6, and ICMPv6
packet headers and protect a zone by:

e Dropping packets with undesirable characteristics.

e Stripping undesirable options from packets before admitting them to the zone.

Select the drop characteristics for each packet type when you configure packet-based attack protection.
The best practices for each IP protocol are:

e |P Drop: Drop Unknown and Malformed packets. Also drop Strict Source Routing and Loose
Source Routing because allowing these options allows adversaries to bypass security policy rules
that use the destination IP address as the matching criterion. For internal zones only, check
Spoofed IP Address so only traffic with a source address that matches the firewall routing table
can access the zone.

e TCP Drop: Retain the default TCP SYN with Data and TCP SYNACK with Data drops, drop
Mismatched overlapping TCP segment and Split Handshake packets, and strip the TCP
Timestamp from packets.

Enable the Rematch Sessions option as a best practice. It applies committed newly configured or edited
security policy rules to existing sessions. However, if you configure Tunnel Content Inspection on a zone
and Rematch Sessions is enabled, you also must disable Reject Non-SYN TCP (change the selection from
Global to No). If you don’t disable that option, when you enable or edit a Tunnel Content Inspection
policy the firewall will drop all existing tunnel sessions. Create a separate zone protection profile to
disable Reject Non-SYN TCP only on zones that have Tunnel Content Inspection policies and only when
you enable Rematch Sessions.

e ICMP Drop: There are no standard best practice settings because dropping of ICMP packets
depends on how you use ICMP (or if you use ICMP). For example, if you want to block ping
activity, you can block ICMP Ping ID 0.
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e IPv6 Drop: If compliance matters, ensure that the firewall drops packets with non-compliant
routing headers, extensions, etc.

e ICMPv6 Drop: If compliance matters, ensure that the firewall drops certain packets if the packets
don’t match a security policy rule.

Protocol Attack Protection

In a zone protection profile, Protocol Protection defends against non-IP protocol-based attacks. Enable
Protocol Protection to block or allow non-IP protocols between security zones on a Layer 2 VLAN oron a
virtual wire, or between interfaces within a single zone on a Layer 2 VLAN (Layer 3 interfaces and zones
drop non-IP protocols, so non-IP Protocol Protection doesn’t apply).

Configure Protocol Protection to reduce security risks and facilitate regulatory compliance by preventing
less secure protocols from entering a zone or an interface in a zone. If you don’t configure a zone
protection profile that prevents non-IP protocols in the same zone from going from one Layer 2 interface
to another, the firewall allows the traffic because of the default intrazone allow security policy rule. You
can create a zone protection profile that blocks protocols such as LLDP within a zone to prevent discovery
of networks reachable through other zone interfaces.

If you need to discover which non-IP protocols are running on your network, use monitoring tools such as
NetFlow, Wireshark, or other third-party tools. Examples of non-IP protocols you can block or allow are
LLDP, NetBEUI, Spanning Tree, and Supervisory Control and Data Acquisition (SCADA) systems such as
Generic Object Oriented Substation Event (GOOSE), among many others.

Create an Exclude List or an Include List to configure Protocol Protection for a zone. The Exclude List is a
blacklist—the firewall blocks all of the protocols you place in the Exclude List and allows all other
protocols. The Include List is a whitelist—the firewall allows only the protocols you specify in the list and
blocks all other protocols. Use include lists for Protocol Protection instead of exclude lists. Include lists
specifically sanction only the protocols you want to allow and block the protocols you don’t need or didn’t
know were on your network, which reduces the attack surface and blocks unknown traffic. A list supports
up to 64 Ethertype entries, each identified by its IEEE hexadecimal Ethertype code. When you configure
zone protection for non-IP protocols on zones that have Aggregated Ethernet (AE) interfaces, you can’t
block or allow a non-IP protocol on only one AE interface member because AE interface members are
treated as a group.
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Zone Protection Profile
Name zp

Description zp
Flood Protection  Reconnalssance Prolection  Packet Based Attack Protection  |Protocol Protection

Rule Type (®) Exclude List () Inchude List

= %

63 Add € Delete

DoS Protection Profiles and Policies

DoS protection profiles and DoS protection policy rules combine to protect specific groups of critical
resources and individual critical resources against session floods. Compared to zone protection profiles,
which protect entire zones from flood attacks, DoS protection provides granular defense for specific
systems, especially critical systems that users access from the internet and often are attack targets, such
as web servers and database servers. Apply both types of protection because if you only apply a zone
protection profile, then a DoS attack that targets a particular system in the zone can succeed if the total
CPS doesn’t exceed the zone’s Activate and Maximum rates. DoS protection is resource-intensive, so use
it only for critical systems. DoS protection profiles specify flood thresholds, similarly to zone protection
profiles. DoS protection policy rules determine the devices, users, zones, and services to which DoS
profiles apply. See Palo Alto Networks documentation for more detail about these complicated types of
attacks.
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DoS Protection Profile

Name dp
Description
Type (®) Aggregate () Classified

Flood Protection| — Resources Protection

SYNFlood UDPFlood ICMPFlood  ICMPvG Fliood  Other IP Flood

¥ SYN Flood

Action | YT,

Alarm Rate (connections/s) | Random Early Drop

. _ SYN Cookies
Activate Rate (connections/s) bremee

Max Rate (connections/s) 40000
Block Duration (s) 300

DoS Protection Profile

Name dp
Description
Type (® Aggregate (. Classified

Flood Protectlon | Resources Protection

__| Sessions

Maximum Concurrent Sessions 32768

Sample question

87. What are the two components of Denial-of-Service Protection? (Choose two.)

A. zone protection profile

B. DoS protection profile and policy rules
C. flood protection

D. reconnaissance protection
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Exam Domain 4 — Securing Traffic

4.5 ldentify how the firewall can use the cloud DNS database to
control traffic based on domains.

See the Multi-Category and Risk-Based URL Filtering and the Real-Time Cloud DNS Signatures features in
the PAN-OS’ 9.0 New Features Guide at https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-

features.html.

Exam Domain 4 — Securing Traffic

4.6 Identify how the firewall can use the PAN-DB database to control
traffic based on websites.

The majority of attacks and exposure to malicious content occurs during normal web browsing activities,
which means that all users must have safe, secure web access. PAN-DB is a global URL and IP database,
designed to fulfill an enterprise’s web security needs. URL filtering with PAN-DB automatically prevents
attacks that leverage the web as an attack vector, including phishing links in emails, phishing sites, HTTP-
based command and control, malicious sites, and pages that carry exploit kits.

Granular policy allows the prevention of downloads, the automation of warning messages, or the
restriction of access altogether. PAN-DB provides real-time protections from emerging attacks. PAN-DB
receives updates from WildFire® every five minutes to block malicious sites, in addition to other advanced
identification techniques.

PAN-DB is tightly integrated into PAN-OS’ software, thus providing advanced persistent threat (APT)
protection with high performance beyond traditional URL filtering. Traditional URL filtering is intended to
control unwanted web surfing such as non-business or illegal sites, but it usually doesn’t cover up-to- the-
minute malicious websites such as newly discovered malware site, exploit site, or command-and- control
(C2) sites.

How PAN-DB Maximizes URL Lookup Performance

The following sections describe the components shown in the following figure.
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PAN-DB Core

The PAN-DB core, located in the Palo Alto Networks threat intelligence cloud, has a full URL and IP

PAN-DB Classification and Cache System

PAN-DB URL FILTERING DATABASE

Multi-language
Classification Engine

URLChange :  WildFire &
Requests : Threat Research

B
PAN-DB Core

!

Management Plane Cache

!

Dataplane Cache

database to cover web security needs.

Seed Database

When the PAN-DB is enabled on your firewalls, a subset of the full URL database is downloaded from the

Palo Alto Networks threat intelligence cloud to firewalls based on the selected geographic region. Each

region contains a subset of the URL database that includes URLs most accessed for the given region. This

regional subset of the URL database allows the firewalls to store a much smaller URL database, thus
greatly improving URL lookup performance. You also can download a seed database by region to each

firewall from the Panorama centralized management system.

Seed Database by Regions

Please select a region to begin the download process

North-America

APAC

Latin-America
Russia
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Management Plane Cache

The seed database is placed into the management plane cache, which provides quick URL lookups. The
management plane cache will pull more URLs and categories from the PAN-DB core as users access sites
that are not currently in the management plane cache. Any URL requested by a user is “unknown” to Palo
Alto Networks will be examined, categorized, and implemented as appropriate.

Data-Plane Cache

A data-plane cache contains the most frequently accessed sites, which enables quicker URL lookups. The
Malicious URL database is delivered from WildFire.

Millions of URLs and IPs are classified in a variety of ways. The PAN-DB receives URLs and IP addresses
from the “Multi-language Classification Engine” and from “URL Change Requests from users.” The PAN-
DB also receives malicious URL and IP information from WildFire. Examples of malicious URL and the IP
database follow:

e Malware Download URL and IP address: Prevent from downloading malware

e C&CURL and IP address: Disable malware communications
The malicious URLs are generated as WildFire identifies unknown malware, zero-day exploits and APTs by
executing them in a virtual sandbox environment.

PAN-DB will block a malicious URL with low latency.

PAN-DB has a superior mechanism that increases the speed of URL lookups, which means that you will get
URL category information without sacrificing throughput.

The malicious URLs are generated as WildFire identifies unknown malware, zero-day exploits, and APTs,
and executes them in a virtual sandbox environment. The ongoing malicious URL updates to PAN-DB
allows you to block malware downloads and disable malware C2 communications.

Use the malicious URL database to block a variety of malicious web access and communication without
compromising web access performance.

Sample question
88. Which two types of attacks does the PAN-DB prevent? (Choose two.)
A. phishing sites
B. HTTP based command-and-control
C. infected JavaScript
D. flood attacks
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Exam Domain 4 — Securing Traffic

4.7 Discuss how to control access to specific URLs using custom URL
filtering categories.

Custom URL Filtering Categories

Use the Custom URL Category page to create your custom list of URLs and use it in a URL filtering profile

or as a match criterion in policy rules. In a custom URL category, you can add URL entries individually or

import a text file that contains a list of URLs. URL entries added to custom categories are case- insensitive.

Custom URL category settings are as follows:

e Name: Enter a name to identify the custom URL category (up to 31 characters in
length). This name displays in the category list when URL filtering policies are
defined and in the match criteria for URL categories in policy rules. The name is case-
sensitive and must be unique. Use only letters, numbers, spaces, hyphens, and
underscores.

e Description: Enter a description for the URL category (up to 255 characters in length).

e Shared: Select this option if you want the URL category to be available to:

o Every virtual system (vsys) on a multi-vsys firewall. If you clear this
selection, the URL category will be available only to the virtual system
selected in the Objects tab.

o Every device group on Panorama. If you clear this selection, the URL
category will be available only to the device group selected in the Objects
tab.

e Sites:

o Add: Click Add to enter URLs, only one in each row. Each URL can be in the
format “www.example.com” or can include wildcards (“*.example.com”). For
additional information about formats supported, go to Block List in Objects >
Security Profiles > URL Filtering.

o Import: Click Import and browse to select the text file that contains the list of
URLs. Enter only one URL per row. Each URL can be in the format
“www.example.com” or can include wildcards (“*.example.com”). For additional
information about formats supported, go to Block List in Objects > Security
Profiles > URL Filtering.

o Export: Click Export to export the custom URL entries included in the list. The
URLs are exported as a text file.

o Delete: Select an entry and click Delete to remove the URL from the list. Before you can
delete a custom category that you have used in a URL filtering profile, you must set the
action to None. Go to Category actions in Objects > Security Profiles > URL Filtering.
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€ Add G Delete | 2 Impot -, Export

Enter one entry per row,
Each entry may be of the form www.example.com or it could have wildcards bke weevwe.*.com.

Filtering Profile
Name |
% Description
Cateqorles  Overrides  URL Filtering Seftings  User Credentlal Detectlon  HTTP Header Insertion

Site Access

[ training-and-tools allow allow i
[F] translation allow allow
[ travel allow allow
[F] unknown allow allow
[F] weapons allow allow
] web-advertisements allow allow
] web-based-email allow allow
[F] web-hosting allow allow
IT] urlcat * allow allow -

T

indicates a custom URL category, + indicates extemal dynamic kst

Check URL Category
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Sample question

89. Which two valid URLs can be used in a custom URL category? (Choosetwo.)
A. ww.youtube.**
B. www.**.com
C. www.youtube.com
D. *.youtube.com

Exam Domain 5 — Identifying Users

5.1 Given a scenario, identify an appropriate method to map IP
addresses to usernames.

Today’s working environment is extremely dynamic. Users no longer are restricted to using just one
device, a computer, on the network. A user may be using a smartphone, tablet, desktop, and a laptop.
Each device is given an IP address dynamically by a DHCP server, which makes tracking the user difficult
and almost impossible to control. Use of a username is easier than use of an IP address to control and log
a user’s activity. The process of mapping a username to an IP address is called User-ID.

A user’s IP address constantly is changing because so many devices are used by users, and laptops provide
so much mobility. Capture of that information often is difficult. The firewall needs to be able to monitor
multiple sources simultaneously.

For instance, a user’s cellphone usually is not in the corporate domain and doesn’t require the user to log
in to the domain. However, users often will have their corporate email on the phone. When the phone
checks for new email and authenticates with the Exchange server, the system can capture the IP address
from the logs.

The user could be using an iPad or Linux workstation that also is not on the domain. The firewall has a
service called Captive Portal that can be used to force the user to authenticate to use the internet. The
firewall then has the user’s name and IP address.

The system also has other ways to capture user information. The firewall can use server monitoring to
monitor the security logs on a Windows server for successful authentication events. Syslog monitoring can
be used with LDAP and Linux, among others.

The different methods of user mapping are:

e Server Monitoring: A Windows-based agent, or the built-in agent inside the PAN-OS® firewall,
monitors Security Event logs for successful login and logout events on Microsoft domain
controllers, Exchange Servers, or Novell eDirectory servers.

e Port mapping: For Microsoft Terminal Services or Citrix environments, users may share the same
IP address. To overcome this issue, the Palo Alto Networks Terminal Services agent must be
installed on the Windows or Citrix terminal server. The Terminal Services Agent uses the source
port of each client connection to map each user to a session. Linux terminal servers do not
support the Terminal Services agent, and must use XML API to send user mapping information
from login or logout events to User-ID.

© 2019 Palo Alto Networks 155



Syslog: The Windows-based agent and the PAN-OS® integrated User-ID agent use Syslog Parse
Profiles to interpret login and logout event messages that are sent to syslog servers from devices
that authenticate users. Such devices include wireless controllers, 802.1x devices, Apple Open
Directory servers, proxy servers, and other network access control (NAC) devices.

XFF headers: If a proxy server exists between users and a firewall, the firewall may see the source
IP address of the proxy server instead of the original source IP address of the host that originated
the traffic. Most proxy servers have a feature that allows forwarding of the original source IP
address of the host to the firewall within an XFF header. Use of the original client source IP
address allows the firewall to map the IP address to a username.

Authentication Policy and Captive Portal: There are some cases where the User-ID agent can’t
map an IP address to username using any of the methods described. In these cases, you can use
an Authentication Policy and Captive Portal, whereby any web traffic (HTTP or HTTPS) that
matches an Authentication policy rule forces the user to authenticate via one of the following
three Captive Portal authentication methods:

o Browser Challenge: Uses Kerberos or NT LAN Manager (NTLM)

o Web Form: Uses multi-factor authentication, SAML single sign-on, Kerberos, TACACS+,
RADIUS, LDAP, or local authentications

o Client certificate authentication

GlobalProtect: Mobile users have an application running on their endpoint for which they must
enter login credentials for VPN access to the firewall. The login information is used for User-ID

mapping.

XML API: The PAN-OS® XML API is used in cases where standard user mapping methods may not
work, such as third-party VPNs or 802.1x-enabled wireless networks.

Client Probing: Used in a Microsoft Windows environment where the User-ID agent probes client
systems using Windows Management Instrumentation (WMI) and/or NetBIOS. Client probing is
not a recommended method for user mapping.

For more information about the methods used to collect User-ID information, see the following
information:

“User-ID” module in the EDU-110 and EDU-210 training, Firewall Essentials: Configuration and
Management

User-ID in the PAN-OS Administrator’s Guide:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin.html

© 2019 Palo Alto Networks 156



Exam Domain 5 — Identifying Users

5.2 Given a scenario, identify the appropriate User-ID agent to deploy.

User-ID has two agents that can be used to monitor the servers and gather the User-ID information. One is
the built-in agent inside the PAN-OS® firewall. The other agent is a Windows-based client that for 8.0 and
later can be installed on any Windows server 2008 or higher system. Both agents have the same
functionality. Several factors can determine which agent to use.

An organization may choose to use the Windows agent if it has more than 100 domain controllers because
neither of the agents can monitor more than 100 domain controllers or 50 syslog servers. Another reason
to choose the Windows agent over the integrated PAN-OS® agent is to save processing cycles on the

management plane.

However, if bandwidth is an issue, you may want to use the PAN-OS® integrated agent because it
communicates directly with the servers, whereas the Windows agent communicates with the servers and
then communicates the User-ID information to the firewall so that it can update the firewall database.

For more information about the different agents and how they are used, see the following information:

e “User-ID” module in the EDU-110 and EDU-210 training, Firewall Essentials:
Configuration and Management

e User-ID in the PAN-OS Administrator’s Guide:
https://www.paloaltonetworks.com/documentation/81/pan-os/pan-

os/user-id

Exam Domain 5 — Identifying Users

5.3 Identify how the firewall maps usernames to user groups.

Several options must be configured before User-ID can function. The LDAP Server Profile is the most
important item to configure. The LDAP Server Profile is used to connect the firewall to the server and
retrieve a list of usernames and groups.

The LDAP Server Profile will require different information, depending on what is used.

¥ L) Server Profiles
() sNMP Trap
LTTB Syslog
rf:l Email
@ HTTP
Eﬁ] Netflow
[ rADIUS
[ Tacacs+
(& LDAP
[}_~ Kerberos
[ SAML Tdentity Provider
E‘ Multi Factor Authentication

© 2019 Palo Alto Networks 157



After the LDAP Server Profile is configured, the group mapping needs to be configured:

Group Mapping

Name |
Server Profile  User and Group Attributes ~ Group Include List ~ Custom Group

Server Profile v Update Interval | [60 - 86400
Domain Setting

User Domain

Group Objects

Search Filter

Object Class

User Objects
Search Filter

Object Class

[ Enabled

The administrator should select the LDAP Server Profile they configured earlier and complete the domain
settings. The Group Include List tab will show the available groups in the domain. The administrator can
choose which group to monitor and which ones to ignore:

Group Mapping

Name

Server Profile = User and Group Attributes | Group Include List |~ Custom Group

Available Groups Included Groups

Cancel
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To learn more about the methods to map users and groups to collect User-ID information, see the
following information:

o “User-ID” module in the EDU-110 and EDU-210 training, Firewall Essentials:
Configuration and Management

e User-ID in the PAN-OS Administrator’s Guide:
https://www.paloaltonetworks.com/documentation/81/pan-os/pan-os/user-id

Exam Domain 5 — Identifying Users

5.4 Given a graphic, identify User-ID configuration options.

User-ID uses multiple technologies to map IP addresses to usernames. The method used depends on the
operating system, applications used in the organization, and the network infrastructure used within the
company.

For instance, if the company is using an Aruba system, the XML API can be used to retrieve the
information from the Aruba system.

If the company is using Citrix or Microsoft terminal servers to deliver desktops to end users, then the
Terminal Services agent is used to retrieve the User-ID information. The Terminal Services agent needs to
be installed on the actual Citrix or Microsoft terminal server.

The system can use client probing to gather information from Windows clients. The User-ID agent will
send requests to the Windows client to identify the user that is logged in to the system.

For more information about the different agents and how they are used, see the following:

e “User-ID” module in the EDU-110 and EDU-210 training, Firewall Essentials:
Configuration and Management

e User-ID in the PAN-OS Administrator’s Guide:
https://www.paloaltonetworks.com/documentation/81/pan-os/pan-

os/user-id

Sample questions
90. What are three methods of mapping usernames to IP addresses? (Choose three.)
A. Server Monitoring
Traps

Minemeld
syslog
AutoFocus

mmoo0O w

port mapping
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91. Which type of server profile is used to create group mappings?
A. RADIUS

B. TACACS+

C. Kerberos

D. LDAP

92. The Server Monitoring user mapping method can monitor which three types of
servers? (Choose three.)

A. RADIUS

B. Microsoft Domain Controllers
C. Exchange Servers
D

Novell eDirectory Servers

93. The Port Mapping user mapping method can monitor which two types of
environments? (Choose two.)

A. Citrix

B. Microsoft terminal servers
C. Exchange Servers
D

Linux servers

94. The Windows User-ID Agent can be installed on which two operating systems?
(Choose two.)

A. Linux

B. Server 2016
C. Xp

D. Server 2008

Exam Domain 6 — Deployment Optimization

6.1 Identify the benefits and differences between the Heatmap and the BPA
reports.

The Palo Alto Networks Customer Success team is focused on ensuring that customers use their products
as effectively as possible. The free Best Practice Assessment (BPA) tool for Palo Alto Networks firewalls
and Panorama evaluates a device’s configuration by measuring the adoption rate of a firewall’s
capabilities, and by validating whether the policies adhere to best practices. The BPA tool provides
recommendations and instructions about how to remediate failed best practice checks. The ultimate goal
for running the BPA is to reduce your attack surface. The BPA tool should be run on a scheduled basis (for
example, quarterly) to ensure continuous improvement.

The two components to the BPA tool are the Security Policy Adoption Heatmap component and the BPA
assessment component. The Heatmap analyzes a Palo Alto Networks deployment, measuring the adoption
rate of features and capabilities across a targeted network infrastructure. The Heatmap can filter the
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information by device groups, serial numbers, zones, areas of architecture, and other categories. The
results chart the progress of security improvement toward a Zero Trust network.

The BPA compares a firewall or Panorama configuration against best practices and provides
recommendations to strengthen your security posture by fully adopting Palo Alto Networks prevention
capabilities. More than 200 security checks are performed on the firewall or Panorama configuration. A
pass/fail score is provided for each check. If a check returns a failing score, the tool provides a justification
for the failing score and recommendations about how to resolve the issue.

Both components require the Tech Support File from either Panorama or a firewall to be uploaded to the
Palo Alto Networks Customer Support Portal. After the Tech Support File is imported, the user performs
architecture mapping, which maps your existing zone names to predefined architecture classifications.
Examples of architecture classifications are Enterprise — Perimeter — Internet, Internal — Core — Users,
Mobility — Remote Users/VPN.

Heatmap Component

The Heatmap measures the adoption rate of the following features. The results display the adoption rate
on the basis of source zone to destination zone. Column filters are available to drill down to specific device
groups, source zones, and destination zones.

The Heatmap measures the adoption rate of the following Palo Alto Networks firewall features:
o  WildFire

e Threat Prevention (IPS)
o Anti-Spyware
o DNS Sinkhole
o Anti-Virus
o Vulnerability Protection

o URL-Filtering

e File-Blocking

e Data-Filtering

e User-ID

e App-ID

e Service/Port

e logging
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Example Heatmap Report
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Some items cannot realistically be expected to reach 100%, such as DNS Sinkhole. DNS Sinkhole should be

considered only for traffic that includes DNS queries. Another example is URL filtering, which typically is

implemented only on the perimeter. Also, you should enable threat prevention only on rules that allow

traffic; there is no point in enabling threat prevention on “drop” or “deny” rules. You should focus on

yellow, orange, and red highlights, which indicate gaps in security.

Zone Mapping allows you to determine which traffic you want to analyze by selecting source zone and

destination zone pairs, and source areas of architecture and destination areas of architecture. After you

do the zone mapping, you can import it into the Customer Success tool to create a new Heatmap.

Zone Mapping Feature Section

Source Area of
Architecture

Mone selected «

Apply Filters
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Destination Area of Target Saurce Zone Saurce Zone Type Destination Zane Destination Zane:
Architecture Type
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Tags
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Clear Filters Includes Only Exact Match
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Example Zone Mapping Report

]
HiCI" T "8 e
l
§
| lodi
Mg
: | i
1 |

Heo @

Duta Center €25t Vst internal Core

i
ol
1 .

Documentation

i
!
The figure highlights the output of source architectures and destination architectures in the earlier

Heatmap report after zone mapping has been performed. Examples of architectures are Internal, External,
Internal Core, Data Center East, and Data Center West.
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Best Practice Assessment Tool

The BPA tool enables you to create a firewall configuration that meets security best practices.
The seven primary categories of the Best Practice Assessment tool are as follows:

e Security

e Policy Based Forwarding

e Decryption Rulebase

e Decryption

e Application Override

e Captive Portal

e DoS Protection
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Example Best Practice Assessment Report
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Example of Best Practices for Security Rulebase Checks

Security Rulebase Checks

Perform best practice checks against security rulebase for each vsys instance.

Vsys

All v - Only show records with warnings

Security Rulebase vsys: vsys1

Best Practice Check Results @

Regional Deny Rules (Pass)

Disabled Rules (Fail): Itis recommended to remove disabled rules. (3 disabled rules exist)

Interzone Deny Rule with Logging (Fail): It is recommended to have a2n any/any interzone deny rule with Log at Session End enabled
Intrazone Deny Rule with Logging (Fail): It is recommended to have an any/any intrazone deny rule with Log at Session End enabled

Malware / Phishing Deny Rule (Pass)
HIP Profiles used in Rules (Fail): Itis recommended to use HIP Profiles in rulebase
User ID Rules without User ID enabled on Zone (Fail): The following zones do not have User |1D enabled, but User ID is used on the rule: any (1 rule)

X x4 KX XL

Example of Best Practices for Security Best Practice Checks

Security Best Practice Checks

Regional Deny Rules

Description

Ensure there is at least one rule denying traffic from certain regions in security rulebase

Rationale

Region-based rules help in having control in either allowing or denying traffic from certain region or nation. Regions are prebuilt in the
firewall and we can add them in source or destination address fields in the security policy. For instance, if a company has offices in country
A_ B and C and if the company starts noticing surge in traffic (DoS or flood) from a country X, which they are not expecting, then they can
create a region-based policy to deny any traffic coming from the source region X.

Reference URL(s)

https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Block-Traffic-Based-Upon-Countries/ta-p/522 17

Disabled Rules

Description

Ensure no disabled rules exist in security rulebase

Rationale

Disabled rules are in place only because these security rules were created for temporary reasons, testing reasons, created long time ago
which are not in use now or so on and they are currently not necessary to the network. If a security rule is not necessary in the network
then it has to be deleted. We should have only the required policies configured.

Interzone Deny Rule with Logging

Description

Ensure there is an any/any interzone deny rule with Log at Session End in security rulebase

Rationale

Firewall has a default security policy at the end of security rulebase for interzone traffic to be denied. This rule is of type interzone. The
policy ensures that interzone traffic is not permitted by default and if we have to permit traffic between two different zones then it has to
be explicitly configured between those two zones. The default interzone rule does not have ‘log at session end’ option enabled. Also, we
cannot modify this setting for this rule. It is necessary to log traffic that is getting denied if it is interzone to identifies any threat activity.
With the default rule, as logging is not enabled, we would not have visibility and hence, this interzone rule has to be configured to log the
traffic matching this policy.

Reference URL({s)
https://live.paloaltonetworks.com/t5/Management-Articles/What-are-Universal-Intrazone-and-Interzone-Rules/ta-p/574%1
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Sample questions

95. A Heatmap provides an adoption rate for which three features? (Choose three.)

mm o 0w

96. What
three.

A.

mm o o0 ®

WildFire

Traps

File Blocking
User-ID

SSL certificates

authentication profiles

are three Best Practice Assessment tool primary categories? (Choose

)

User-ID

Logging

Vulnerability Protection
Security

Decryption

DoS Protection

97. Which two security features normally do not achieve an adoption rate of 100%?

(Choo
A.
B.
C.
D.

se two.)
URL Filtering
App-ID
Logging
DNS Sinkhole

98. Which type of file is used to generate the Heatmap report and the BPA report?

A.
B.
C.
D.

99. What

oo w®

© 2019 Palo Alto Networks

Technical Support
Configuration
Statistics

XML

are two components of the BPA tool? (Choose two.)

Security Policy Adoption Heatmap
BPA

XML

Security Policy
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Answers to the Sample Questions

Correct answers are indicated in bold.

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
Requirements

1.1 Identify the components of the Palo Alto Networks Security Operating
Platform.

1. The Palo Alto Networks Security Operating Platform is designed for which three purposes? (Choose
three.)

A. consume innovations quickly
B. ensure compliance
C. focus on what matters
D. prevent successful cyberattacks
2. Which item is not one of the six primary components of the Palo Alto Networks Security Operating

Platform?

A. Applications (Palo Alto Networks apps, third-party apps, customer apps)
Cloud-Delivered Security Services

WildFire

Application Framework and Logging Service

Network Security

mmo o0 w

Advanced Endpoint Protection
G. Cloud Security

3. Which cloud-delivered security service provides instant access to community-based threat data?

A. Aperture
B. AutoFocus
C. Threat42
D. Magnifier

4. Which cloud-delivered security services provides security for branches and mobile users?

A. MineMeld

B. Magnifier

C. Traps

D. Global Protect
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5. Which Palo Alto Networks Security Operating Platform component provides access to apps from
Palo Alto Networks, third parties, and customers?

Applications (Palo Alto Networks apps, third-party apps, customer apps)

Cloud-Delivered Security Services

WildFire

Application Framework

Network Security

mm o 0w

Advanced Endpoint Protection
G. Cloud Security

6. Which Palo Alto Networks firewall feature provides all of the following abilities?

e Stops malware, exploits, and ransomware before they can compromise endpoints
e Provides protection while endpoints are online and offline, on network and off

e Coordinates enforcement with network and cloud security to prevent successful attacks
e Detects threats and automates containment to minimize impact

e Includes WildFire cloud-based threat analysis service with your Traps subscription
e Integrates with the Palo Alto Networks Security Operating Platform

Traps

Aperture

URL Filtering

WildFire

GlobalProtect

AutoFocus

mmo o w >

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
Requirements

1.2 Identify the components and operation of single-pass parallel processing
architecture.

7. Which management features does the Control Plane provide? (Choose three.)

A. security processing

B. logging

C. reporting

D. firewall configuration
E. signature matching

F. network processing
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8. Which three data processing features does the data plane provide? (Choose three.)
A. network processing

B. security processing

C. signature matching
D. firewall configuration
E. logging

F. reporting

9. What are three components of the Network Processing module? (Choose three.)

A. QoS

B. NAT

C. App-ID

D. flow control
E. url match

F. spyware

10. Which approach most accurately defines the Palo Alto Networks SP3 architecture?
A. prioritize first
B. sequential processing

C. scanitall, scan it once
D. zero trust segmentation platform
11. What is the result of using a stream-based design of architecture?
A. superior performance
B. increased latency
C. superior latency
D

increased functionality

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
Requirements

1.3 Given a network design scenario, apply the Zero Trust security model and
describe how it relates to traffic moving through your network.

12. Which security model does Palo Alto Networks recommend that you deploy?

A. separation-of-trust

B. Zero Trust
C. trust-then-verify
D. never trust
13. The Zero Trust model is implemented to specifically address which type of traffic?

A. east-west
B. north-south
C. left-right

D. up-down
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14. What
A.

mo 0w

F.

are the three main concepts of Zero Trust? (Choose three.)

All resources are accessed in a secure manner, regardless of location.
Access control is on a “need-to-know” basis and is strictly enforced.
Credentials need to be verified.

All traffic is logged and inspected.
Internal users are trusted implicitly.

External users are trusted explicitly.

15. Which two statements are true about the Zero Trust model? (Choose two.)

A.
B.
C.
D.

Traffic is inspected laterally.
Traffic is inspected east-west.
Internal traffic is implicitly trusted.

External traffic is implicitly trusted.

16. Which three Palo Alto Networks products secure your network? (Choose three.)

A.

mm o 0w

MineMerge

Aperture

URL filtering
AutoMagnifier
TrapContent

WildFire

Exam Domain 1 — Palo Alto Networks Security Operating Platform Core
Requirements

1.4 Identify stages in the Cyber-Attack Lifecycle and firewall mitigations that can
prevent attacks.

17. True or false: Blocking just one stage in the Cyber-Attack Lifecycle is all that is neededto protect a
company's network from attack.

A.
B.
18. What

oo w®
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True
False

are two stages of the Cyber-Attack Lifecycle? (Choose two.)

Weaponization and delivery
Manipulation

Extraction

Command and Control
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19. Command and control be prevented through which two methods? (Choose two.)
A. exploitation
B. DNS Sinkholing
C. URL filtering
D. reconnaissance
20. Exploitation can be mitigated by which two actions? (Choose two.)

A. keeping systems patched
using local accounts

B
C. blocking known and unknown vulnerability exploits on the endpoint
D

providing admin credentials

Exam Domain 2 — Simply Passing Traffic

2.1 Identify and configure firewall management interfaces.

21. What are two firewall management methods? (Choose two.)

A. CLI

B. RDP

C. VPN

D. XML API

22. Which two devices are used to can connect a computer to the firewall for management purposes?
(Choose two.)

A. rollover cable
B. serial cable
C. RIJ-45 Ethernet cable
D. USB cable
23. What is the default IP address on the MGT interfaces of a Palo Alto Networks firewall?
A. 192.168.1.1

B. 192.168.1.254

C. 10.0.0.1
D. 10.0.0.254
24. What are the two default services that are available on the MGT interface? (Choose two.)
A. HTTPS
B. SSH
C. HTTP
D. Telnet

25. True or false. Service route traffic has Security policy rules applied against it.

A. True
B. False
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26. Service routes may be used to forward which two traffic types out a data port? Choose two.)

A. External Dynamic Lists
B. MineMeld
C. Skype

D. Palo Alto Networks updates

Exam Domain 2 — Simply Passing Traffic

2.2 Identify how to manage firewall configurations.

27. Which plane does the running-config reside on?

A. Management

B. Control
C. Data
D. Security

28. Which plane does the candidate config reside on?

A. Management

B. Control
C. Data
D. Security
29. Candidate config and running config files are saved as which file type?
A. EXE
B. TXT
C. HTML
D. XML
E. RAR

30. Which command must be performed on the firewall to activate any changes?

A. commit

B. save

C. load

D. save named
E. import

F. copy

31. Which command backs up configuration files to a remote network device?

A. import

B. load

C. copy

D. export
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32. The command load named configuration snapshot overwrites the current candidate
configuration with which three items? (Choose three.)

A.
B.

c
D.
E

custom-named candidate configuration snapshot (instead of the default snapshot)
custom-named running configuration that you imported

snapshot.xml
current running configuration (running-config.xml)

Palo Alto Networks updates

Exam Domain 2 - Simply Passing Traffic

2.3 Identify and schedule dynamic updates.

33. What is the shortest time interval that you can configure a Palo Alto Networks firewall to
download WildFire updates?

A.
B.
C.
D.

1 minute
5 minutes
15 minutes

60 minutes

34. What is the publishing interval for WildFire updates, with a valid WildFire license?

A.

B.
C.
D

1 minute

5 minutes
15 minutes
60 minutes

35. True or false. A Palo Alto Networks firewall automatically provides a backup of the config during a

software upgrade.

A.
B.

True

False

36. If you have a Threat Prevention subscription and not a WildFire subscription, how long must you
wait for the WildFire signatures to be added into the antivirus update?

A.

B
C.
D

© 2019 Palo Alto Networks

1to 2 hours
2 to 4 hours
10 to 12 hours

12 to 48 hours
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37. Which three actions should you complete before you upgrade to a newer version of software?
(Choose three.)

A. Review the release notes to determine any impact of upgrading to a newer version of
software.

B. Ensure the firewall is connected to a reliable power source.
C. Export the device state.

D. Create and externally store a backup before you upgrade.
38. What are five ways to download software? (Choose five.)

A. over the MGT interface on the control plane

B. over a data interface on the data plane

upload from a computer

D. from the Palo Alto Networks Customer Support Portal
E. from the PAN-DB database
F. from Panorama

Exam Domain 2 — Simply Passing Traffic

2.4 Configure internal and external services for account administration.

39. Which two statements are true about an admin role profile role? (Choose two.)
A. ltis a built-in role.
B. It can be used for CLI commands.
C. It can be used for XML API.
D. Superuser is an example.
40. PAN-0S® software supports which two authentication types? (Choose two.)
A. RADIUS
B. SMB
C. TACACS+
E. AWS

41. Which two dynamic role types are available on the PAN-OS software? (Choose two.)

A. Superuser

B. Superuser (write only)

C. Device user

D. Device administrator (read-only)

42. Which type of profile does an Authentication Sequence include?

A. Security

B. Authorization
C. Admin

D. Authentication

© 2019 Palo Alto Networks
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43. An authentication profile includes which other type of profile?

A. Server
B. Admin
C. Customized
D. Built-in

44, True or False: Dynamic roles are called “dynamic” because you can customize them.

A. True

B. False
45. What is used to override global Minimum Password Complexity Requirements?
A. authentication profile
B. local profile
C. password role
D

password profile

Exam Domain 2 — Simply Passing Traffic
2.5 Given a network diagram, create the appropriate security zones.

46. Which two default zones are included with the PAN-OS® software? (Choose two.)

A. Interzone
B. Extrazone
C. Intrazone

D. Extranet

47. Which two zone types are valid? (Choose two.)

A. Trusted

B. Tap

C. Virtual Wire
D. Untrusted
E. DMZ

48. What is the zone of type Externa used to pass traffic between?

A. Llayer 2 interfaces
B. Layer 3 interfaces
C. virtual routers

D. virtual systems

49. Whichtwo statements are correct? (Choose two.)

A. Interfaces must be configured before you can create a zone.

B. Interfaces do not have to be configured before you can create a zone.
C. Aninterface can belongto only one zone.

D. Aninterface canbelongto multiple zones.

© 2019 Palo Alto Networks 177



50. Which three interface types can belongin a Layer 3 zone? (Choose three.)

A.
B.
C.
D.

loopback
Layer3
tunnel
virtual wire

51. What are used to control traffic through zones?

A.
B.

C.
D.

access lists

security policy lists

security policy rules
access policy rules

Exam Domain 2 — Simply Passing Traffic
2.6 Identify and configure firewall interfaces.
52. Which two actions can be done with a Tap interface? (Choosetwo.)
A. encrypt traffic

B. decrypt traffic
C. allow or block traffic

D. log traffic

53. Which two actions can be done with a Virtual Wire interface? (Choose two.)

A. NAT

B. route

C. switch

D. log traffic

54. Which two actions can be done with a Layer 3 interface? (Choose two.)

A. NAT
B. route
C. switch

D. create a Virtual Wire object

55. Layer 3 interfaces support which two items? (Choose two.)

NAT
B. IPv6
C. switching
D. spanning tree
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56. Layer 3interfaces support which three advance settings? (Choose three.)
A. IPv4 addressing
B. IPv6 addressing
C. NTP configuration
D. NDP configuration
E. link speed configuration
F. link duplex configuration

57. Layer 2 interfaces support which three items? (Choose three.)

A. spanning tree blocking

B. traffic examination

C. forwarding of spanning tree BPDUs
D. traffic shaping via QoS

E. firewall management

F. routing
58. Which two interface types support subinterfaces? (Choose two.)

A. Virtual Wire

B. Layer2
C. Loopback
D. Tunnel

59. Which two statements are true regarding Layer 3 interfaces? (Choose two.)

A. You can configure a Layer 3 interface with one or more as a DHCP client.
B. You can assign only one IPv4 addresses to the same interface.

C. You can enable an interface to send IPv4 Router Advertisements by selecting the Enable
Router Advertisement check box on the Router Advertisement tab.

D. You can apply an interface management profile to the interface.

Exam Domain 2 — Simply Passing Traffic

2.7 Given a scenario, identify steps to create and configure a virtual router.

60. What is the default administrative distance of a static route within the PAN-OS” software?

A1l

B. 5

C. 10
D. 100

61. Which two dynamic routing protocols are available in the PAN-OS°® software? (Choose two.)

A. RIP1

B. RIPv2
C. OSPFv3
D. EIGRP
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62. Which value is used to distinguish the preference of routing protocols?

A. Metric
B. Weight
C. Distance
D. Cost

E. Administrative Distance
63. Which value is used to distinguish the best route within the same routing protocol?

A. Metric

B. Weight

C. Distance

D. Cost

E. Administrative Distance

64. In path monitoring, what is used to monitor remote network devices?

A. Ping

B. SSL

C. HTTP

D. HTTPS

E. Link State

Exam Domain 2 — Simply Passing Traffic

2.8 Identify the purpose of specific security rule types.

65. What are the two default (predefined) security policy types in PAN-OS’ software? (Choose two.)
A. Universal
B. Interzone
C. Intrazone

D. Extrazone

66. True or false. Because the first rule that matches the traffic is applied, the more specific rules must

follow the more general ones.
A. True
B. False
67. Which statement is true?
A. For Intrazone traffic, traffic logging is enabled by default.
B. For Interzone traffic, traffic logging is enabled by default.
C. For Universal traffic, traffic logging is enabled by default.

D. none of the above
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Exam Domain 2 — Simply Passing Traffic

2.9 Identify and configure security policy match conditions, actions, and logging

options.

68. What are the two default (predefined) security policy types in PAN-OS’ software? (Choose two.)

A. Universal
B. Interzone
C. Intrazone
D. Extrazone

69. True or false? Best practice is to enable logging for the two predefined security policy rules.

A. True
B. False
70. What will be the result of one or more occurrences of shadowing?
A. afailed commit
B. aninvalid configuration
C. awarning
D. none of the above

71. Which type of security policy rules always exist above the two predefined security policies?

A. intrazone

B. interzone
C. universal

D. global

Exam Domain 2 — Simply Passing Traffic

2.10Given a scenario, identify and implement the proper NAT solution

72. What are two source NAT types? (Choose two.)

A. universal
B. static

C. dynamic
D. extrazone

73. A simple way to remember how to configure security policies where NAT was implemented is to
memorize the following: (Choose one.)

A. post-NAT zone, post-NAT zone
post-NAT IP, post-NAT zone

B
C. pre-NAT IP, post-NAT zone
D. pre-NAT IP, pre-NAT zone
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74. What are two types of destination NAT? (Choose two.)

A. dynamic IP (with session distribution)

B. DIPP
C. global
D. static

75. What are two possible values for DIPP NAT oversubscription? (Choose two.)

A, 1Ix
B. 4x
C. 1éx
D. 32x

76. Which statement is true regarding bidirectional NAT?

A. For static translations, bidirectional NAT allows the firewall to create a corresponding
translation in the opposite direction of the translation you configure.

B. For static translations, bidirectional NAT allows the firewall to create a corresponding
translation in the same direction of the translation you configure.

C. For dynamic translations, bidirectional NAT allows the firewall to create a corresponding
translation in the opposite direction of the translation you configure.

D. For dynamic translations, bidirectional NAT allows the firewall to create a corresponding
translation in the same direction of the translation you configure.

Exam Domain 3 - Traffic Visibility

3.1 Given a scenario, select the appropriate application-based security policy
rules.

77. What are two application dependencies for icloud-mail? (Choose two.)

ssl
B. skype
C. google-base
D. icloud-base

Exam Domain 3 - Traffic Visibility

3.2 Given a scenario, configure application filters or application groups.

78. What does an application filter enable an administrator to do?

A. manually categorize multiple service filters

B. dynamically categorize multiple servicefilters

C. dynamically categorize multiple applications

D. manually categorize multiple applications
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79. Which two items can be added to an application group? (Choose two.)

A. application groups
application services

application filters

o0 w

admin accounts

Exam Domain 3 - Traffic Visibility

3.3 Identify the purpose of application characteristics as defined in the App-ID
database.

80. What does the TCP Half Closed setting mean?

A. maximum length of time that a session remains in the session table between receiving the
first FIN and receiving the third FIN or RST.

B. minimum length of time that a session remains in the session table between receiving the
first FIN and receiving the second FIN or RST.

C. maximum length of time that a session remains in the session table between receiving the
first FIN and receiving the second FIN or RST.

D. minimum length of time that a session remains in the session table between receiving the
first FIN and receiving the third FIN or RST.

81. What are two application characteristics? (Choose two.)
A. stateful
B. excessive bandwidth use
C. intensive

D. evasive

Exam Domain 3 - Traffic Visibility

3.4 Identify the potential impact of App-ID updates to existing security policy
rules.

82. Which column in the Applications and Threats screen includes the options Review Appsand
Review Policies?

A. Features

B. Type
C. Version
D. Action
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83. What can you select to minimize the risk using of installing new App-ID updates?

Enable new apps in content

@

Disable new apps in app-id database

0

Disable new apps in content

o

Enable new apps in App-ID database

Exam Domain 4 — Securing Traffic

4.1 Given a risk scenario, identify and apply the appropriate security profile.

84. What are two benefits of vulnerability protection security profiles? (Choose two.)

A. prevent compromised hosts from trying to communicate with external command-and-
control (C2) servers

B. protect against viruses, worms, and Trojans
prevent exploitation of system flaws

D. prevent unauthorized access to systems

Exam Domain 4 — Securing Traffic

4.2 Identify the difference between security policy actions and security profile
actions.

85. Which two actions are available for antivirus security profiles? (Choose two.)
A. continue

B. allow

C. blockIP

D

alert

Exam Domain 4 — Securing Traffic

4.3 Given a network scenario, identify how to customize security profiles.

86. Which two HTTP Header Logging options are within a URL filtering profile? (Choosetwo.)
User-Agent

@

Safe Search

Q]

URL redirection

o

X-Forward-For
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Exam Domain 4 — Securing Traffic

4.4 |dentify the firewall’s protection against packet- and protocol- based attacks.

87. What are the two components of Denial-of-Service Protection? (Choose two.)

zone protection profile

® >

DoS protection profile and policy rules

9]

flood protection

o

reconnaissance protection

Exam Domain 4 — Securing Traffic

4.6 ldentify how the firewall can use the PAN-DB database to control traffic based
on websites.

88. Which two types of attacks does the PAN-DB prevent? (Choose two.)

A. phishing sites

B. HTTP based command-and-control
C. infected JavaScript

D. flood attacks

Exam Domain 4 — Securing Traffic

4.7 Discuss how to control access to specific URLs using custom URL filtering
categories.

89. Which two valid URLs can be used in a custom URL category? (Choosetwo.)

A. ww.youtube.**

B. www.**.com

C. www.youtube.com
D. *.youtube.com

Exam Domain 5 — Identifying Users

5.4 Given a graphic, identify User-ID configuration options.
90. What are three methods of mapping usernames to IP addresses? (Choose three.)
A. Server Monitoring
Traps

Minemeld
syslog
AutoFocus

mmo o0 W

port mapping
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91. Which type of server profile is used to create group mappings?

A. RADIUS
B. TACACS+
C. Kerberos

D. LDAP

92. The Server Monitoring user mapping method can monitor which three types of servers? (Choose
three.)

A. RADIUS
Microsoft Domain Controllers

B
C. Exchange Servers
D. Novell eDirectory Servers

93. The Port Mapping user mapping method can monitor which two types of environments? (Choose
two.)

A. Citrix
Microsoft terminal servers

B.
C. Exchange Servers
D.

Linux servers

94. The Windows User-ID Agent can be installed on which two operating systems? (Choose two.)

A. Linux
B. Server 2016
C. XP

D. Server 2008

Exam Domain 6 — Deployment Optimization

6.1 Identify the benefits and differences between the Heatmap and the BPA
reports.

95. A Heatmap provides an adoption rate for which three features? (Choose three.)

A. WildFire

Traps

File Blocking
User-ID

SSL certificates

authentication profiles

mmo O W
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96. What are three Best Practice Assessment tool primary categories? (Choose three.)
A. User-ID

Logging

Vulnerability Protection

Security

Decryption

mmo O w

DoS Protection

97. Which two security features normally do not achieve an adoption rate of 100%? (Choose two.)
A. URL Filtering

B. App-ID
C. Logging
D. DNS Sinkhole

98. Which type of file is used to generate the Heatmap report and the BPA report?

A. Technical Support
B. Configuration
C. Statistics
D. XML
99. What are two components of the BPA tool? (Choose two.)

A. Security Policy Adoption Heatmap

B. BPA
C. XML
D. Security Policy
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